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i oU jLJ.1 ^oi j olSLjJl *Ujj oL£ ^Jl JIj* j oils' j i JIjj o jJ^ 750 

J^juj .PMI oU-j^iil Sjb) j ^-j^J 

olgaU ^ _>J^ LJo IjLiX^a J-*Jy US <Jjjuj dilli hm\s>- j oUjLJ.1 

tjjjw UU- Jw*juj olS j-xJl ^j-o b-U- jbl Jui 1-U Jl i«L>l .olS i-o 

aS j^xJ LU- 

.iJLsM j SJ jjJl JibM ^ .JJlfr j i£4 olSjlL. *J .(ERP oUdl ->jl y> Jsukiil3 

^ jap ^jifr J-s* l>- j-ftj -ii^j aJ jj J^l^ (j 2 jj-^it Ol^Vl ^ ■ >jLfr ^ U^ 
^i^Ji i^-UA dUiSj olpjj^It Sjblj oUji>J.i ^ol JLsi j ivL^ii obl^-xJI 

dr.mohammad. alkahtani@gmail. com 



t 5_jlw*£JI j_ ad! jl i J LI I 55 j— L^.J L_c - 55^_~J1 j i^_>j^dl oj 

jLks-Vl fJ.il ^ j^aJI ^LLlj t jjo^-^l 5_*4l1 oL*jLI1j 
o^J Cj* "^j^h ^b- 5 -OLJVl LJ 

L^s jv2>-J ' ^y-vslil ^j-ii .SjL^ji-l 4_!Uaj*j jj ygJI 4_,lfr ^JL t_3 iSLjk 5jLjJI j) 

l j-a o LS" 4 LjIaJj oLo jLIIj Jill j^jjj^xJ 5-jjj^SL! > yt JalL^ jJI jj-gl? J.-5 
LJf Jl j-s-Vl ^ bva j - iJ/j ol (3jLJ1 oV i 5^^_^jj 55^_J1 cJLi^l 

jj gig 4_>t Vt 1 dIJi 4jL_ji Loj ^_JL^o i )Lj jl ( jj_^SLo J~«5 J.JU 4_xijui! 

V dUJJ j 55J-J1 jjf tJLxjiS'i Jda aJVUjcl^I 3^ £L*Jl j t oJ jSjVI 

<_3 j^jj .O VU-I iJ ^aj j jljVl Olji Jlaj Vl Jill jl 5^ jLII Jtiij jj-s^ll 

Lj < oL^U-lj oVL^Vl o VL^ j) ^ JuxJI £jLj ^ jl^CaVl «Aa ^iUx; 
oL« jIjIIj oVL/aJVl oLSL_j< ( _ s _l£. 5J ji.ll oL jl*ll ^>^>- j^ 
Jljlc- «j_^Aj ^<JL»JI L^JLaj ( _^JI ^1 j-^' "^1 .oLwU-l j 5J jjsJ.1 

jj jj .2-bJji-( oLJsill ^j^o Ij-iS' ol5 4j ^_L«^ jA L.Sj i U.jJ.>- oLJLj ii)lJj>ti--«l 
•j.^-1 < ~jL- 1 " 1*5 oL^J'^y ijjijj < LjjjLwoj Ljjx^j 

( <Ua$(jj 5Lol£ 2jJ-s^ jA oL jl*ll (j"°l ^yJl .,.•?■>- 1 f L§>° <_-jc>^I jl 

J j_>- 5_jjj^5sJVt JsjLuj jJI ^j^JjitX-^I i 1j. a^Lj Jl Jl 5iJL^ Ojj 

cJ j*f- 5J jilt jl i Ljjj^JI 5!j>J.l oL j-L\11 LJ ^^xj ^1 jUa>-Vl 
OK *ij_^ 1 ^j-SHi j-c- j-kJI '-Sj-^ ' 5~«->^ ^Llt dIa Jij; Vj . jl 55^ 

7 



. O L J jJl] \ 

.oULJI jlpI j5 jt olSLxJl Jl 4j ^vait J j>-^\ jl oVLaJ^t olSLi 

jl i oLnjllaJl j S_>- jXill oLiLxJi JJU j ■/? Lo j^s- "ijufiLs £^U»Vl • 
^j-C- ^j-P jl £ <Lj «■ ^-"J <Ls ji*-* oLa ji-*-* (JLolj <— L ij-^J * 

L&j-JJ jl oL jJjiil <JL>o( ^>J._c- jl i LaJL>-I jl oLo ^i*ll ^_^o • 
^Jl_io jl £ 4j^_^J1 ^UjVt jt £ j— -Jl o Lois' jzr-*^ <^-Ui-Sj ' I •J— *£■ jl I j-g— 



.^jL—jJ 1 



e j~>-Vl jVl j OlJu oL j-Lii ^1 jUa>-l «■ jjJ i>-U-l ^o LjjWL? 

.oLjLdl ^jal ^L^j-V J_&Loj i^ljj j| j_oj oIjjjj v xS 

t ^^jJI l$jLJ1 l-ajjc! JjLj i_jL£JI IJLa ^13 jiSs 4j>- jill IJLJ talai*l j 
ai_& J._oLxJl oL_^LIj oL« ji*i! jUl>-Ij i L y2i>J.I Jt ^ 

a^aIj ^ j}\ jJl> Jl <-sji$jj i io^jil i^SLoiJ I ^S t_iL2j i— <LOl I JLa jl 
J-SJ SJLuill oL ji*il ^ (jH-^' -J-^-' (^-^ 1 *^ *-*^> j-^' Cs^ 

j^jLail (_5-L«J 4_4j j^oj i;J>iij l )LSnJ1 ^»Jl«j LS .OLo jJjiit jj^ot ^Jj>zl^a 



4_iix-£ i_jLxSL!1 IwJaUtf; L*£ . Jjj^Xll ^_C- t>A-;.*J ^J-*0 ^ <j-£- 

j_juL/0 J^L-Xj jj^_cj t <L^«.aV1 (3 'Ls^JjJJ ilr* 

oL jbr ^ j-Aj«Jt ^iuy JL>- diJi j «UL>- t SJUjVI ii^l ^ 

^ic- i]L& dUi ^-U- Vliaj . J-4X~^ jl ^_Lc JSLi p5 1 jiXa 

J^LiUj 1-La IJljj ( ^j-s-aII j-^J i-^jdji jcLc- jj!> oLo J-Lxlt jj^lj ji 

4J.iJlj ^ jJi.j<-U JjJj<JI-Uc- diill ij-U (j-^Jj (JLw 

<Lo jjl^JI 4^jjj«JI aS\Jl«II i 



J j-i^j i C— ;JI JJLo i <U-$il ^Sljjl Jairfi ^jI oLS" ( _ s v2-« U-i 

4->lj>- (j i /^-wVlj i (jruaJsj-ll oLLloj 4 A—^ijil oLjL^j-j £O^LsM oljL£l 

^Jjj_v5 4_i>- jl Jl £ 4_!L_cl 4_J(JlJ( 4_Xijlaj jjJl-J £lLj_s^ j->\ jLS" JlJ J 

i_j j_^Li-l 01 4—! Ijj-^ j J 4_U^ jl j i_j j_^U-l ^jJ>c^j ^ L_£~j£ ( _ S =_J1 
OjJ^j 1 2jjLi J-S" ^^.va^cJ i ^w^Lc-Vl J-j«ij JLJ1 ^ (jj-^-^aJLS' 

J .4_o jA ^\ A£-^n^Mja jJLjj ^\ i Lj^xS^a Lv2J OL^ La L^JU «■( £ oLajJjJ.1 (3^-9 

£ i_jj_^jLi-l (j oLiUj £ 4_^^ijll oIjL^o- Oj-i?: 01 ^-kj-^ ' Cj^**t 

iij^JaJlj L^> £ e-Li oU ^L>- JUu\ * j^JJ 4jU diii 4sL>l 

^Ljj_s^ <*JL^« « jjkj .5j js^j *j j-L* LgjiJs (__L^*o 4Jt L*£ .<u^Lu LaI^j 

•Jul ^« i,^*' *LSj £ ax^^^I <Ljlj~« ^-v 2 ^ <_£>JDI 

cujS" Lo dJJ ^JljI c— j iSL_jo 4_xk;j lit i_j j_wU-l 01 I— ^l>I 4_! I jJLi j 

: 4Xil»^ j JujJI ^Zijb JjjL US' oL£i .^IjJIj ^^LaJI jL~J-L ±Wl>-j £ bl&U- 

i*l =- o £ I o r l /VI dJ I ^ - 

J JJ ' j 0 J 1 ^Vlj dJ Jlj 

aJUkj £ ^»LI j j«J_*j jL? Lo oUai- j dU (JJlj 4j( dUi *9 Jh lJ^j (jLs Jj 

jj^ ^ g ,..Vl jL«_^l jL>-l SJ ^*-o 4_5lc L^V £ I j^iS" ^jj-^ U c~j*-c-I i^Li-l 



3 j in i a 'iULL lj LajJbii I j-al 

.j^-f jlSU ^1 j jl t 4X0 j jAj 4X^^ JU^I 4juIx« dJJiS' 4J^X Jj f dUJI 

4_i UJ Vl 4^1 j J>-Ju V jl <cu_Lc-j i j j^Ji 4xSo>- J>- j ^Lj-s^ U 

A>-li 

Ljy 4JI 4J i L^^jli jl .> (5 ^-Lc cJlS" *l £ aJUc-I Sjtal L Js- 

Jl^ V ^ ^j-Lc- ^ j_JI <_^JI ^l ^j-jw 4_J j^V" (* j^' (yW 1 

: J* 4 J^ ^ J-^-^J • <3jJ (jr^ 

j L$JjL>- (j-^c « Jufc j < (31 jj I jjl^ Oj^ oUjJUil cJ IS" UJ 4JI (1) 

£ SJUi-lS" ^ol jliU j l$j«->>jj U\JI jjj^^' (Jj-^J £-*J Uh^-j ' -^'j ^j-* 

jlj dUJJj £ UjHj^" j^-° J j>- (j-x j>- £->^J j^-? US' £ Jiii-I JjUj ^0 La ^ jl 
.2 jisLsij iLl^ IJL* jj £ oJlA 4jUJ-I OUI j>-l 3| j5*-l ^0 IJb Jb£ L^i jljl ^0 
1 ,/u> jj-£j V jUs-Vl ^_~U-I j <bU i_J j^U-i j Jjjisi OU jlvo AS jijl ^0 Lol 

.a>-I aljj 01 Oj-> 0L0 j-Ult £ j^*-; 

£ ol jl jij-s^" oVT Jl £_U^ oL. jUli UJ ^1 JSIJ jJI jl (2) 

•. £_su^i a^j ji u>^-i" ^ ou jUi uj ^1 jUa».Vi ji (3) 



£>U>I o oi oU jLJ.1 ^ jkJI j-Jl OU JiiS Jas>- (f) 
jLS" oU jAjw iJLft j < LjJx- 4J ^jA^o jlS" U oU jAjw ^.Lc ^Ljll 

^j-Lc- ijj^til 0L0 ^^J-c- t-g" v^l I*La j 1 1 glja->- (j 0 j-^-ji La jSDLo 
.*l Ju>- ^jlfr iw-^i (j ijj^it dUb j^^ifr *JL> L>£ < (3bj' 

jl? >JI jl : 4_>-U-l -ULc LgJI J j_^> ji\ oU jAjJ.1 dUL jU jlai- 

lil Lgi« oU jIaII i^->-Ls^ jL« 4_lc Jii Ojj-^ <_5^ oU j-Ult ^jic- 
jl (j-^-? jLk>-Vl j-» ^j-Jt 1-L& ol .S-L>- jii i^Ji i^^Ji cJlS" 

i*^> ylii £u£ 31 jjl Zy>^.\ oU jAjJ.1 :OU ju*J (_?-) 
dJJJJj « <cda>-^ - jL>-Vl U-t j - jLwJ^J J-g-~o l-fcip ^^jJJ jl ^fc 
L«l .dUi ^^Jlfr Jju jLiI jjj-j Uj^ oULJl di-lj j^Ju jl jig.-,; y L Js- 4JU 

^jJ j JjJ jljl ojj Ujj d~»Jl ols £ i^^Ljta JaSL^j ^jifr £j^J.l oULJI 

.dUi OjJ J-L>JJ AjU^- oUI ^>-l pl> tJJj £ 1 jj-^ I ja\ Jl«j dUS 

Lxijj (Jl_^>- Lkj La j-ijj Lj-Ujj a_J j^ii JSU ^Jl JjiJJ jl (4) 

c^ 1 3l>jVl ^ ^lUJI a, ^Jt jt i^il oU jLdl dUU Js- 01 (5) 

Lai .SJj^aII JjL^j jJI dUi j-s- jl £ Lji jt £ L^ jij dUij £ oU dUj Ljj 

£ tw~_wl ji-l j iJjj^il oL« jlult ^j-Lp ^j-xsi- ^^Jl oLilil i_siJ- ojLjJ.1 iij^kJl 

^jknj j^Vt IJlAj 



3 j hi i a 'iULL lj LajJLsti I jj^a I 



< aJ_>.|j aj^-Vl -laj^J ijl (j^- 1 * 4*J J->^ 4^t^jlaj 4j<j11sj i_J j^l>- jLg->- i— ^a 

^->] 4_^^jJjC (j^XaLsJl £_^«_>- Lg^oJj^L-L*o <lo ^j— vs 4^t_^jlaj 2J_>-Ij 4_*jliaj 

^j-Lc- 4j^>s_^i iJjjjlaj ^«_gjj_£>-l ^_a j jA>-Ji_> j^LjJl Oj^5_^o L^UI iSUa j^-ij 

^Jl oLo jJjJ.1 o j^j^i j 1 L^j o ' <_j-"^ i — j-* j-f*^ J ol£" j^lJI j*JI 

(_J aj_£>-l ./I't ^-~>ji- 4_«jj]aj j->i>^J oLwijjjj jl j«-J>l iJliA d)lj ' L$*s 

^j-o ^L_a_^ ^tjuj .4_^wjj jl t_i_Lxj LjL>-lj i oLo j-l-*-a L-feS 

jjj_iJl d juk J_? c— ilS" til i c— j j^Vl <&L_do ^jL_^iI>- j J— !! dJLsJ ji 

eJLjiil oL«~JaX]l jjS L^jt^ C— 1>-J ^^Jl 4jl jJI Lgjl i oLo jJjiil Jl J j-^ jJI 

otojji-l ^^c- oU j-l-«-« ^ygj ol La aSj-JJ .oL^j^IIj olS" j-iJIj i ->l 

j\ JlJJjXil ^Jj-fr L-Jis dUiS" l$^-Cj < j^Vl iSLj. ^Js- IfrnS j L^aJuJ jd\ 



a jl 4_J ij^-H ^' U* J"* 2 ^" 1 4 jil oUJilStj £ C— j j->Vl jj-C- 4i (j-* 

y2»Vl La j^ui 1. LfMt \ J\ f \ y2»Vl (5 jx_~lt j «■! t <U J-d* V 1 ji J-g-tJ iSL_JI 

^Jl J-*-SI Lai ■j'Lx* JSLio OJ j^Vl A^L-Xo ikj jll ej4>-Vl .iJlP j 

i_o^j«JI i_>LLil L4J Le < JjJlJI j^i-S" jj '-La ^*p-JLj LsTj .cuJ j^Vl 
L$j jIjlJ ^^Jl L2jJo]\ j I ^iiT Ur £ i_j j^x&Vt 2_« j&J-i J-c^ 2 ^ ' ^ 

J j_v_?_U ijjllali 0L0 J-Ull ( j_o ^L_« £ -> j-iSI ^SLvU 1 oL^jjdt i<!jjls 

^AOj £ Otjlji-I jl-U^t ^ 4^i-| Ijlj Jjjs ^ Js. 

lil La _^£-J t_~jL,Jtj e-Lj^SJtj e-LU jJl jJ JuJu~j 4__Cx L*S" £ ejl j>- ^Ifr J j-^>JJ 

■ Uu -9 4X3 J ^SjJ 1-L^J £ C~> J^ij \ 45L_to 11?." «jLj>- j_T 

(j 4_vsl>- f (e-commerce) SjL>_dJ iL__j c_->«->1 aSL~JI jl US' 

jj-iLxi! j-SVi olJull ~^-' 2 c~ u J*> ' (_r^ *W- " 6 jL>_!1 ^0 £jJl IJlaj £ iajuxll JjjJl 

OlS" J-J jj-a iLJLJJ 4_> Lr ^\ JL*pVl J_>- JJ j>-L_I £^_>/>U £ aJI ^j_L| 

.LjJ (ji^u (^Jt iijjJi Jj '. ijjdl ^jl>- _l jil j 
otjj_?tjLi J_xui-j £ oljL_wJi j^^-Ljj £ jijJaJl o_T^_ij £ (3->L__l jLj__uI aJjUU 

.«UXSLi jl ^JjMa J->Lu jl Oj-> £ — Uj j-iVt 45L_L ^»tjJ___lj 



JiUJL (jjL V Sjl^j ^ii j^o LjJ j( 1*5" .^jjLo ^^Ji^x) cJ j^Vt (*4*^S ^° 

Intrusion ) <3I j-Xj>-VI . xi" S Jajlj £ (Firewalls) 4_>LJ-1 jl jJL>- dUi 

.Ia^c-j (Detection Systems 
i i_j ^_^Li-l oUj_>- ^j-a ioLaX-^i V A-uLS" jj 4_JlLolj ^JL^_>^ ^jl S-Lc-l_^J.j 

< 4_^L»J-1 ,JjLj jJIj oU jJjoJJ ioj^UI SjLsJ-I <. c-j _^->Vl SSLij 



4 

)( j-"tjJt SL>- (j lUj 1 jjl jJ 2-Aj-Ac- 4^L«j jjki ^ii ^> j./?:lt o jillt 3 l -" , J w tf 
1 jJLS" 4_LJjcj 1 g ^^Jt SLi-l ^ij (j i_J j^iU-l j«JkLu Jij 

o*>Ij>-j ^ £ o^LoLnll Jlill ^j-lc- dU j> j-aj < i_j 2Js-L*s 
£ j_joJI o! ^i— *JI (_j sLji-l Ig-o— d— _js d-j jiiVt o*L>- ^sj 

dijjljVI jc [1] 

.cuJ j^VL) j-°Vl J-bcj Ljulp 4^ij jJiSJI Oj^-Lc V -As (*4»^s £ jL^S" i_j j^U-L; 

«-A_4i J-v2J t _j- >- ' 1 ' j-*-s^l oLSL^i djJ-Aj -As 

• L^vuy 4ja-.j^ll ^-;--<l j^-t jj-o J-Ac- {jA j ^Scj oLSLjJl 

4_«»L«j Li I jJaj £ ajj^-J Lo 4J dJ J^y\ aSLJL; JLv2jV1 ^^Lfr ^y> j>-J 

^j_jlo jl C~-~C-J tit C-jU £ ^« ^SsJ-tj £ (_£jtj>tXjtj £ ^ ->c-JLl t ^U*J.t j^^-t-C- Ol«-A>- 



ol dlJlS^L jli < ^1>-IjlII j^»Vt iJjji ^ ^-^^ f j-^l j 

Lo 'A-vi-i'O ^-j-" 1 JL?*x3 http://www.hostuffwork.com JJU L*i j^o jjjJ 

j^j-w ol L> S^j-iJ j-S^c (5^1 S_$>- .2-£^d.l L^^jJI oU^L 

jj-S-* 5 ?^ l^Uoi- ^Ji; JI oLj£J-l ^^iS" aij .^Lpl 

2_>-U-l Oj-> £ ^ j-w^l ^ jil 2 jWj" "^1 ^-W^ ^ i^JUsi OjJl*j JI i>-L4 

Sjbl JI V UAJ1 JI 

L&^s jj ^Jl oLojJJ-l LJjl>- jJ Lo J ji?. ... ^Lall ol J j-aJI 2_ s ^'A>-j 

SSj-JLilj Jj-i3l ti H* »->l^-^^l 2-9 ^ 0 jSc^J £ cuJ ^ Vl 

.Lj^Sj iil ^*4-l ^j-^-l (_y*JI t_£-^' 21 jaJI (j istfU- < *_«^sMj 

^ jayi jl^vi ci> [2] 

1 j^jL* Ja-i-j j_« jLf>- ^I-I^L^Ij Oj-^j Ol LoJ iajjJIj l-i-A .( 1 ) JSLiJI 
£_/sjf 56) JI 4XPj_^ J^J Ja_59 £ Lftjk;! <Uf£J £ iiK JUaJ^I £■! jjl Jil £jJI I OA j 
LjJ ^JuicX^J ^jJI (DSL) ijJLi ^IJLswuLj dj£> Ol Lolj £ (_sVi9l ~h>S (aJDI (j <L/rJ 

oULJI J Z ^-U l jJ ail I «>Jl^ (DSL Modem) LS *-~S 2 ^L3- Sj 

\s jJai- ^ylc- £ (4_Jl±]l j 0 j-jlo 52 JI Li) I 64 £jj 2_JLff- oIpj-j 
^JLc JI I f.a ^Jj* ^Jl lilXjl jj iojji-l O^vJ O 1 -^/^' 05j ' l-fr"^' £ OjLjJI 




s j_& 4 li-ol (j-^J ■ "oj^^ 4£-j-~^> i -^>^>- c3U^2jI -1" ^lao'l <LoJGi-l ^Jj^ 

4 ( 3-Jl£)l (j <L/iJ O 2 ) J-v2j (_g laju (5 JJt (El) ^<w<Lj <-S^*j U Ja jiai-l 

£ (2)JSLjJI j L*£ <4_JWI j 4_^aJ j 34,4) Jl J-^" ^Ja*j ^jJI (E3) j 

.C-j jliVt aS\~>Xo I g 1 JJI <lajji-l ^Jj^. (J ''^ *" ^ a ^~^ s-Iaj 



□ E3-^ 




1 



E3 



j El ia>- ^»IJL>«1«iIj CjLo JJtj itf- (jru ijjlJU : (2) JSLSJI 



4_>L«ji- IaJ_>-j ^—iS^j V ^jjJ-J^- ^j^L-alj Ja_a>- (JjjU_^sj oL_^I j>- {j— a 4_^u j^il 
(Cybercrime) ^JLk_v2^ j g^J j_*iUl oL« jIaH 

(Cyberspace) jLdl JL-*M 4-_>LJ~ 3 j->L^ ^2003 ^jI^J J cJLll?! 



j ^National Strategy to Secure Cyberspace) \ gu+»\ ^g^jj—^Vl ^> j ail 

4_>- J&\ Cj[&Jj-S1\ £yt jl ^Ull iJUfc j D iJ k^ Ufj .l*J.L>- JjjJt J—a I JL>- 

^yJa j ^ e-LiJl ja-~J1 4_£Li1 j CjU jioit ivL«xj Ajis jJI 5ki-l j 

SJLbcdl oLaJl^dl (j ,j_JL>fcJlj ^-ju^uJJ 2Jl^>-j «-LiJl ^jj_^Loj i oLo dr 0 *^ 

jJU j L^lSJjl ^ ^Jl ^1 jJ-l JlSLil ^ SJLJ ^^531 ^jUJI akcV j 

: SJlxJI a)l 3 

(3j-^j < ^» 1 999 ^L_c j (CD Universe) ^j— i 4$Li i^-^Jj <— (3 ^->-l * 
U>jJlJ 4_>Ji> ^Jl? j i iSj-dJI ^SLjj ^yaJi oL*5l 4Jlk 300.000 oL. jJju. 

•Juk j-c oL. ^Ull ^ fli ^JjJI ^ SSytJ! otot llj . jVj; 100.000 

Ol (Daewoo Securities) X>j— <i C- ^» 2002 ^Lc ^Ja^i-I j * 



http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf ( 1 ) 

._*1424 AUSjj^uJi 

MC : j iJ j Shon Harris : i_i_jt 3 (All- in-one CISSP Certification) : £ (3) 

.Graw Hill 

.^U1 (4) 



s * 



oL« jJjw ^»Uaj 3' j^>-^i ^»2003 tj ^jji us-^i *— *k f ^ 

JJ&^\ JL> ^ iiL^j cruS^Vt ^2L" ^2004 {\e JJI jl j * 
j_i ^j-^j (eBay's PayPal) j 4__^ ^xJI ol jtaVl ,jJ—>-\ L^x>lA O-bxil 4 g->- 
jj\ jJ .ilj-^j 4_«J^- L^j ^fS _^_JL*JJ ^JJsj ajta Vl eJL*J < OJ Vl (3 J-" 1 (j "U>6-"'- 0 

jj-C- oLojJjtC la a? ■£ dJJJu a jJLi ^j^-lj < Oj j^Vl (3^7^ oL^Lill 

4JUL0 OJui jl i_sJL£L~J.I (J ^a>t_dJl ^ J-s^il twJUs ilLw Jl dLb jj .(jr^ /--ill 

Uajlj cr kc-l 4jULj OjJ^- J>-Vj < Oijll (-JJ jXl) ^a_gjJLS 4jL~3~ ^ Vl J ijva^iJI 

Jl Ja ;! 4 JL^-I aJL-JIo 0->J— -^1 Jajl jJl ^-Ic ^JL> cJJl^J.1 j>L5 li j .(Link) 

J^l£JI 4_«_^l L^U ^1 ijvait^JI Jiots t (eBay's PayPal) £_i ja 4— ^Xo £-i y> 

4JjjJk j«-SjJ 1 (^JLlJI (_j 4jl_^>- ^SjJ i 4-XsUaj j«-SjJ A-JLtlSVl 4_XsUaj ^SjJ 
4^>t_^2JI ^IjJCL^V s-Uai- (Jj~ui t y£> ^Jjl dUj jl iLxi-lj .^L|.. O^Lo ^jjl^J 
4 o_JL £jl e-\j—ZJ £—3 J.I I vfl jjJ J— II l^oJj>tX_^l 4 0-^0 Ol 0 J-L»-* fS-J^— 5l3 

1200 

VI 4_&lj Uj t J.J-1 dUi Jllp jj ^Vl ol j 1 SJU^Vl 4.:iLk.j J^jJI 
Lgjco J.^oIjc;j ^Jl oljL_^JI (jM^j ^j-^ Cr* w)LjL J 4j«-L>- ol 

^Vl iij>.j .jVjj 30,000 4 jjj U»j5 4JLJ9 L^ai j 4$"^AJI Lgj ^j-ij 

4. ; _va.itJuJ I 4_jLo j.1joo I (jd^l dUJjl <Ab Jj ^^^ill dUi ^<J 4j| 

■ <2 )c - : J :x; )' , t3o^ 



. / http://www.crime- research.org/news/17. 12.2004/852 ( 1 ) 
. / http://www.crime-research.org/articles/806 (2) 



LJU- (jAJi!l <JI >>Lj Lo d)U i_j ^>-j i oL jLJ.1 ^1 i*K oic 

oL j-Uit Ajj^ ^ic is-Li-l 01 iLii-tj i 1 ^yio 01 u^; jlS" OU jLw jA 

jj-^V Ojj~£ 0 J) ./}./} ->C^.\ Lai i a *^ 1 i _j| |j_>-lj Ljl>. Oj-^J 01 V 

oL <sj_&J i •A-^JkVl iJj>-\ J 4>-jJ ( _5^ £ ' ^J^J Olj oL jjjdlj i_J j-ojLi-t 

JS" J^-jo ^_JU-1 \jut j :(Data Confidentiality) OU j_Uil 4j j j (I) 

£ li-Aj -Ajj— Jl jl i^,LJ-l OU J-Lll ^jl^ j«-J £j-/il ^Alsl ^i iaj^UI j^l-^l 

iLol £ oL jAaII ^1 L-j-U-I xs- ^LJI Jl jjLj L jjs> i LLL,I LS" 

S j-iiit j *l >- Li U^Li- :(Data Integrity) Ol — • jlail 3 o^Lt (O) 

iUs2.| ^& L& L«^j L jQj i oL jJLil iaiUi 01 La LvJu V <>U £ iLLJI 

jl«s . ^JJail li_J 2 ^ iilol i}La> j . j-Jcdl ^ oL jJLil 4jLJ- oj!>UI j^LxJI 
(_£^J L«^j < Lj.j-i.J J._«.j<i! oLllaj I jyr ^-*il s-Lwil ^«JI L i$>- j-^j 
^j-a-i c j~Jc;Jl I gjU> ^-"j j-*^ "•J-* (j* 0 ^ 0^ Ljjlc- LU L^«j>- 

Jj^Jl ^L-«^Ju jj^r jl 4»g.>JL! (j^^*^ -^^j*^^ (j" 0 ! 

JLj 1000000 JiJiijlOO 

jl : (Availability) irf j ijl ji'j OU jJUil Jl Jj-^jJl OL-i? (^r) 

ol< jJjJ.1 ui* ^^53 £ jj V j j«-j-o j^l L^u^Ljj oL j-Lil (.r^ - ^^*^"1 
jl jl £ LjJI J j_>^> jjl V LjJj^ ^LWVl 4—! ^ 0L? lit L«J oli ^_c- 



ijL* ji~ ^JjL^jJ 0 ^a->-l gll Jj>c^jJ .^j^Js L^-JJ ci ^J-V? jJI 

4_«^-l^o jl I g ...ai oLsjJjilt i_>- ^JjL^ jJI ej-ft jj-*J ' 0L0 jJ-*il J I J j-s^ jJI jj- 0 

. J^uJi jjfi. Lg-Uj 1§J oU jLdi 0J£ ^1 Sj4>-Vt 

: ^ ) j^o^s- aJ^J <d -La ^ Jiu; j oU jLd.1 IgJ by£ 
4_*sJu U 1]La 0 <j£i 01 JuV L« oU jLw ^Ui ^>-L§j 01 : ^ilJill j j^- j (I) 
j <L£ Jl ^IjJI Oj-^j Jl5j < Jill ^j-Lfr J j-Mai-1 j-* ^ilJJl Oj-^j J-29 .dJJ jJ 

i 4_Jj-5ujJ1 iSL-iJl ^-Lc 4lJ!uJ jl iLitu SS" jA! ^IxJI jil ^>-l oU j-L*ll 
oLol j ^>-Lgil 4_J- j £sIjJI Oj-S^j L>lp4j .isJLg^J.1 4^ jAil ji ^IjjJI J y& j 
j £f i ^ jJ ^ > - 1~*^ V^W' c^U^l ^ J ' ^jIj-^ 

jLaic-l j_a OLf ^» j-^Jl *1 jj j-* ^il-xJl 01 j-J^-rf (5-' L -'lj ' ^2003 27 
.Jl ^jio^Vl jj-SJI 0U ^1 ^*)1 uJUJJ sjU^u cJlS" 2jjji-l sUi ol Os-^Lgil 
Sjjws 1 jjL? jil jj-s (_$j_Jjf-Vl ^>.» a II (_$^1j 01 ^* j>»fJl 1-i* o* - 
j L*S" jSlj - <3Ju ij^J-l 1 : c\jju* Lo Ljx^ ^^j^Vl /*1*JI J±£ 

j«_^4JI j^L"^ Lot .OfeSI jj<J1 j^p^ o*L>- Lcl 01 Jl S jLil j - (3)J5LxJl 



Sj^iJI j Symantics : ~& jZ> y Irvin Rankin :Uj — «c ^1 Hacking Exposed (1) 

.^L ijjuc f 2004 13 -9 ^ 




Xc< ^ttftbem 7^- lug... 



^ ^ ^ ^L$11 ut ^oJI & :f ^ ii> ij*rj (o) 

(jjfcj < (J - *^ .J? 5- * 4j>t_^aij jj 4jjJ df^i ^J"^ ^ J^? 5- * 

jt oL*^jJt J ./?lj [r^l JT^J O^- 5 J-*- 5 ^ U*-*>-l-$il l3j^-*^ J-* 

. J^Jcsi] oLUaXaj < 4ia]a>-j ^> j>=-fll (3 j^ 5 ^ j-*-* L^J-C- L&jt j^>\ 

^JJa_^ (jU-JI li-fc j (Vulnerability) 5 j* & :Ol ij (_?-) 

(Configuration) S jl (Design) < ~q~ol> (J t_i >u> 5 Laj J j >-j a ; J 

jl i oLj jlall L$J la a-C ( _ S ^JI Zj_$>-V! Jl ' oLo ji*il ijij-^- -L-frljis jl i oLi _^JI 
^As a j_& JsLajj .LjJ'A>- oU jJ-*ll j-C (_yJl olSLjJI J^iJUj jl olJjta 

^yn-wJ LS" -s-*-jjj JLS1 jUjJI dj\J^>~y LjJ^>- ^*>-lgll JJ-^j (_^11 ol ^J»±J1 
L» i^>-L t_a_>xj5sj U-Uc- 4j I Uli- <LjJ^. ^jJlj .l§xi-lsca aJiSj Zi j>- jil 



<wA*_^2JI 4_kiJ ^-^Lc- ^-LjV 2-L-&l>- hc-^si\ iSj-jJI i>*-~^ La-L-^c- -C*- j Vl (j 
jj-a o j_«JL>tX^J.I 4 -Jj- ; J (Software Fix)! \s^Sj> oi j_^iJjXjU aS" jj ./?" 

.^jJl! ^JJuixil <uJajl 0->Jt>tXj 4$" j^iJI ^il j^o 
4jLix£ll ujL»_^iJ1 4 J^Ju.^1 (^ry^Ljll Ja-*-> JjL^ -Li LjLLjI US' 
OJ_>sj j<J (_£ j-JI jjJJjj J«A_jio ^»Ui) 3 ^-*l Ijj^p Ig^i < oL_«j>tA 

La Ol j-iiit «-La 4_li«l ^_«J .4jcU*2U j^JI 4j jJl^sI ^jJI ^yli jJI £-£^-!l ^Ijukl^b 

jl^i) jjji-^t ^Lfc j s^-ii ji ^ r 2004/ 12/ 1 7 ^ J >U- 

i o-J jiiVi aSL-Ji ol_iS3.l J_>-l £_s ^ <*^c£ *l -kjj 2 j^-ul < »j ol 

Jl ^i-^dl d1j-\J ^i_vaxll (_s-^l j Sj j-=r ji' j ^ji' J^-^ ^ 
Jl Sj_^Vl i_J j -U-l ^>-L§il (j^i oJJc^l lil s oIa jll dUi 

La i_^>- j>-l £5 ^y> ^>-Li OL J-Lv« 0 ^^-> oLol ^y> Jj-*il iJ^J 1 

La j 4 ivL^ail IS jJi}\ j (^UL«JI J_J ol jJd)l oVL>- i3La j 

O jJl^- t_i^X^jj LpJ'Ai- ^U^' Ol J^ju Vl S ^1 tJ^J Vl Jl j>-Vl oJLa j 



ja" g.->- jj-a ^» ^>t^_U 4_^s ^c- O I— l^a" "4 (_^-!' 4_«JajVl jl oU jl*ll ol 

I jjli" Ja-IjlII fr* 0>*>-L_U j .i^aLl dlL" L^j^J ^Jl oU jJUl Uiil i.U»- Jl 

jl S£ j_i <L_=>-I di-Lj OJIS' *l < C— ilS" L«-_« i <L$>- 4_£>-l (_£ JLSI Jaji-I ■> 
J j_>- jJI Jl O j-jJi ^^iJI oLlaxjlj t_j j_^U-l £j ^1^-1 j<JU JlaJj .SJjJ ^J^- jl idiu 

S_jJL-| jUs ( _ ? 1>.IjJI jJljJI L^L-io Jii ^Jl oL^JI ^ ^UJI Ja-J-I dUi Ju>y 
jl ^»2003 ^>Lc- L£jja)}\ SJl^II jJI j j-Ws jJj-«j jglj^j .1 ja\]? IgJI 
FBI)) JljJLi)! jjji^JI Ul ^1 L^xL-j, ^1 cA^A-l y> 7-36 

IjL^i-l b« jl ' Computer Security Institute)) t_> j_^U-l j^ol ^ SSjLL* 

4_Ji:i C ^_U L^a>- I jJa>- ol_$i-l dLL" J-^-b ^ oy-J^— II < (CSI) 

. <1 oL^i-l dlL" L^Ju^J <__JI oU jJUl 
ol <lJ o ^2000 ^Lc j ^j^i" jIjl_s^I 4_5^Vl ^UjJI 2 jlJjJ j 
L$j 2 jlJ^L; jJj«il A_Ja.;l ^-Ia cJ_i ^Jl iL^£ll oL*j>^JI ^ /87 

. <2 > L^i Sjlj^JI Ji-b ^U^il 

: j < 'T/ie 200i CSI/FBI Report on Computer Crime and Security" : jl jjj^ (1) 
htlp;//www.visionael.com/products/securitv_audit/FBI_CSI_2003.pdf 
"DoZ) 7««Wer r/irea/ Mitigation, Final Report of the Insider Threat : jlj_L>u (2) 

: ^Sjil j < ^2000 J jj_;l 24 j " Integrated Process Team 

http://www.defenselink.mil/nii/org/sio/iptreport4_26dbl.doc 



^» j-^JI Oj-^j Ujulp ioLc- jlij ^Jl ^Lo^-Vl i>t*aJI 

JUI J>-IjJI ^ ^olaJI ^Ja2i-1 jua! .iLjc^Vl i_jL*>- ^Js- \1& j U LSle-j 
t (CSI) U-! ^o! Jl£jw ol^jJ.2; j .i_iJl£dl JiftL IjUo UU djJ^ 

^» jVj-> 0 J-^ 2.7 jJt J>-UJI ^oLdJI ^» j-^-fJ' i_jLJL£j JjLsuo jli 
Lo i^jLw^Vt d-La J^-aj ' L&j jJ-flJ" 4 oL« 4_*ii)l J_Ca ^> 

ol Ji^-jo *JI jJI jl VI t IJl* L> J>\ ^»Jlj> oLj c-JlS" LI :U?j)l ^ (\) 

x-JJ i Ol JJJ ^LioVL; jJ>JL> I j^ol oLo jIaII j«Jaj i*>-l^o j^o cJji>- itiJui-l ^JLdXJI 

i^j^s^Jl ^ js^A JLjlJ ^jJLp <U1 jJij i-iiJl 451 jl^o ^jAsx-lJl OLJl (O) 

31 j^->-l I 1^1 ^-g_L>-lJLj (j-LJI ^d^- iajUs iJUa 

j Oj.A-£j £ oLjLj J-c-1 j£ jJJ I jl < c— 5 j^jVl ^jJLc. *J>! 

4-9j-*il j j-£J-£ V JLi *Vj-& jj^o lj~-£ 01 iLlJ-lj .^.jl^il 4.j 0 J-*Lj Ij-oI dili 

cuJ j^jVl i^-^i ^j-U- *JI y iJljjfc ^-^.Jj < i_;jjj^^.JVl oLsj^jJI ^-i.J S-JjiJ-l 



: aSjII j < ^200 l/12/15j "Internal Threat - Risks and Countermeasures" ( 1 ) 

http://www.sans.org/rr/papers/60/475.pdf 

.jjLJi (2) 



Uali Vj i ol_a jlsiil 4 o S_*>-L^o (j L^olJL>«i_-j| ^_ £-C ^olj_j ^5 j_J 

L^L^il ^5._^j La dAJjJj .olSL_juJt jl <_j j^LA-L iijji* LJLw*i*ul 
4 (Hackers) fi-br^ ^ j' ' ^—1 j-^' <U-*?ljS ^-a /«-g->t_j jj^AlJaXj 

jj^ol JLi j 0 j-Mivaiilil .^aL-J! jJ V jJ U jl olS" 

.(Script Kiddies) ^aljJI JUJal (jryu^Lj-ll ^ lJll^\ \1a oU jl*il 

oL« jLw 4_Jil La L y2^ 5 _j. ^>-Ljj Jii :iJ^i' il^ll J-fl£ ( — T) 

.<L)la 4jji xijj 4-§>-l JtjXjV ULs-V Lj^Jj>cX^o Aj^uj Ota jJjw AS LjJ jJ-a-XJ 

^ JJ4 ol ^ Ji-UI ^ 01 :^U_Jl ^ ^ (2) 

ajj_^o (j-^* 5 -^ <jl (j-^-S lS' ' L^L^i I gtc- bjj_^- ^j^Jt oLa j-L»il jj^l oU jSvo 

jl I j_& ^j-a I j_^jIj .4_*JLC jl OLa J-Lxll (J J— jit vJO jl ( Ljla^L^j jl oLa J-L*ll 

4jliJ jl ^J*. JjJ jUf^l ^ Jaj jl o jjJl^j: ols I y>La jL? lit J>-IjJ( ^Ljll 
. IgJ Jw«uo (jJI sLtlJJ aJU-IjJI iSLiJi 

.(wSjJ-l jl jj^JlX]! Jl SI j-"^L> Ola jAaII <U_>-L£a _ i_J 

4 o)i'A tj\ ^asij 4 LjXa_^?j ^j^— 11 S_>l«ji-1 A—aJajl (j ol j— *J ~ 

.LjJ Ola jJl*il 

o j^>-LjU Ljj *~*~> V Sjjx (3?*" lt^ - 'j^^ 

V lAh*. cT 31 oljl^Vl ^ ^ aj| ^Aj t ^-jLLl ^ 

i L^j ^L^Jl e^i- ^j-lfr JL%&L ^L«Ji «u5^c dUJJ i^xjj .^jU-l ^ ^>-Ljil 

: L dJJi ^j 



I J U- ^\ la-J I (Configuration) 4 i^i j ^JJ -| 

(Port) jj-^s- 4 £Liij jl : J_t« < ^kJc^^z j j^->-L^il L,J^>- _y Sj£j (Backdoors) 
. <1 \JJl$xJ.1 jL^I J (TCP/IP) J j^jJj^h j ^L" <>* 

45L^ii 4_Ji-(jJ( L^jL* jJ-*-* aSL-Ju ./?&! Lo jj ^!«_^J Ij_>- 4_«^« oU jJ-*^ 
i^U-b UaIju-I : (jrcS^_j< oL^i-l d Xa ^ JS" ^jJ jl jj- dUJJ i^joj < oJ j^Vl 

(_£ ^-tu 4_>>-jUi-l 4S\™XJl (_j 1 C— > jl>Vl aSL-JL) a) .J7~.a 4_*>-jl>- (_£ j^i-Vlj 

oLo jIaII ( _pa J-^-; ' ' ? i J-vsLiil I Jl_& jl 2 j^iJI « j_a ^>jj ^j-Lc- 

Lo I jjS j i 4_>1>.|JlJI i$L_dJI Jl jUJ-l 4$L_dJI ^ oL jj^lS" S-S^jJ-l 

jl Lcj .c-J j^Vl La jj^z* cjL^jjJ aJjJaII 4_JL>-Ijl]| ol$L*iJ1 j l_jLix£j 

^ LjJUj jus S Lid, I J->-b ^ jj^a^-i Oj-S^j jl J^jV 4_>ls -cjL^JI IIa 
jlS .(CD) 2L*ijdl j^lj-iVl Jj> j-c jl i SJLi-l-dl S5L_iJI Jl cJ ^Vl 

(_^^>-l SjLaj jl i 4jLa^-I i«.]ij| ( j^2jL/1>- jj^jy J^iajCCj J.>-ljJI ( j^o ^sJs-Lgll ^»j-4j 

^jUi-l o j.a>-L^.1I 4. j^-fu (_5j.il t_y'j ^Vg-" ' Lg^9 ol^Ju ^xi 

.I^jU*- J ^1 oU^IaII JLji:! Jl 



.oU Jiloj ^JsUdJ /JVl j UlOi^-l ji^Vl iiUl j* (TCP/IP) J ^yjj> ( 1 ) 



^-jjJl tj_a> i»t-_c-l tj^°j -^-ij^f- jl Ji t_s(jjkl J^-* ^«J>-Lgil 



Social Engineering 

W^'j W^j* 15 [1] 

^-£Jj i ,jiio ^jua (Social Engineering) ^Lsl^-Vl i^JC^Jl ^—Ik^ 

0 jS3 01 lJ^ S_j£-U^>-Vl L^Jl^JI jLi < ^UJI ,j^AJ p-bjz> jJ li Li'^U-j 
^-Jtj t L$ju oU jLd.1 ajU^- Jjb£ 01 ^1 ^ J^J cr^ J 

j£-Vl ivLaXil JjLu jJIj 5j jUU 



"Social Engineering: What is it, why is so little said about it and what can : jl y»j JLi* ( 1 ) 

rJaj^JI y^j (J. Palumbo) ^JlSJJ be done?", 
http://www.sans.org/infosecFAQ/social/social.htm 

4_oJ^ j (I. Rankin) LftUJI "Hacking exposed" : jl jJou Sjjj j 11 ^ ^'j ^Jl^Jl*. (2) 

31 o-j^ 12 -9^ j ^lji 



Aj&I aJ^Vl AjjujA^ SI c_j jIuAj CjLfta^Jl ja. [2] 

: i S-AjlvsI a-AC- ^^if- J^Xo jl 
. --^I Auu^aJl -I 

: I -Aa jj-*-^ J^-Ajj • ^ia^l ax~J1j ^» ^s- jd\ Oj&j 
Jl^»I I^aLI^ J_* A JI jL£.« a*-L$1I J>--A^ : J-**JI oLSl» (1) 

l j-SLc lilj .iiL-^JI jt iiUaill Jl*£. jl < J-o-xJI A4>- ^<> Jibed I jl < gjit jit 

Jj^dt ol«d£ 4j«.^>- <U.SLc Lo l_-jlSdlj lJ jkj 4jlj J j.>-jJl J^o ^«_>-L$il 

j^jX J-v2^> -As < £ ^>-Ldls .(Help Desk) ^jJuj jS"! y> j j jJUUJI 

U> jjifi. J-y2^: L£jJjj i i-liJI oU j-bdl *U >wdk>j LjJjIa ^y-iJI ^AjJt ^u-Aij 

oU jd*it »-AA ^Jj*x~«j liJJi J-*jj .Ia ^^-j jj^dl oL*I5vS^ < oU j-bw ^ oJjjj 
Ij_a jl oLJl&l (5 jjj .sLidl vc-^' ls-^ ^Lo-^-* b^dc 

Lj^L^ jj i LljcO^ (j oL «^dl j £ olS^-JLlI j < j-^-ll -A- 4 J—jij g ...11 

.JL>-I J5d 5J j^— o ^Jjj Lu 1^-Ap Jjuf ^1 i-c-Ucs-Vl J ij-^iJI 

i_4j^k!i sJla jl L^- lit U-s^aj -AJ :oLjLiJI (3) 

(j ^—>Jlj ( 4._£- L«.X>- V 1 A_^J.ljJI 0 ja-AicX—^j J^j J.J1 tj* o 1 g U ij^J (3jJflJ! 



(S. ^JliUJ "Social Engineering Fundamentals, Part I: Hacker Tactics" : j! jJjl; JLao ( 1 ) 

: JsjI jJI LS it j-iJ jGranger) 
http://www.securityfocus.com/infocus/1527 



LS ^Jia^i\ J^SL^Jlj < jj^l oLUS" oL>LaJl (j jj C ^JI oL« jl*ll 0-*^ 

ol_£-L»I>-l J S-\ jaj i 1 fr3 ^ Loj«J1 *l a-^ilj £ iSj-JLlt (wjj-jt jjk J Jj j i ^Sj—dJJ 

^Lc Lo J~^> 01 (^jLaJl ^ ^jj J yj Lo ^-Lc JJ-aJj .^-1 j-UI ^Jl t <jyiis> jil 

Jl_^1 f J— ^LjJI ^j-Lc ^>-L_$ll J—/^: LoJl_Lc djJL^ jl 

(wSlj-IsVtj 1 Ol—C-La^-Vl ^-^>\yaj i L_ajLL«Jl ^S'l—alj £ L_* j^o O L_C L*x>- 1 

I jJkLliU oLfrL^-Vl eJLA j (j^" jl-^1 U«JtiVl wLs-l jSL^. > £ 

otjl jJa}\ j\ oL^v? ^xll t j-o 4jj*_^J JL^jt 4ju i^JJajj £ j>-\ iijLL* jSLu 4JL 
jj ^£L**JJ j^-i-j LoJ_lc- ^s-L^ii d)l lii-iVj .^jj^JVl o jjt*is^l Lgj ^ 

^Ij. .»i jSL^JI oLi £ «jj_vi>- j^-* (ji^*-; «-L«_^/lj £ «.>UL*Jl js- yj £ ^Lai^-Vl oL^Lo 
J^S" i_s lJlS Vlj £ g-L*x>.Vl j iJ jLL* jJ-Tt-iJi U>- ol 

^-S^Cj £ iwJIs L« ^<^l^JJ J^jj jJjSLJi JjlS?; (JlAj £ ^L«I>- Vl ( ^ :: ^>\jci\ ajjSs 
J^-a Jijjil (j-<^ 1 J y?*>- 2-LjJui-t 0L0 jJl*il oJlJSs ( y ajLaX-^Vl ^q-l go U 

J-S" Lkj oLiJsu jl ^ol j.; SJl^ Lo ij^ui ^ai=x^o LoOit :CJ jai)fl (4) 
^iJuitX^i Jl Lo LJLs- 4jls £ La> j-c-j (Hotmail)j (Yahoo) : Jio jjy iUS" Lgju 
LoJi^c- 4_>1 ^g-a iiSLil! .L& jS'JLj ^jic- J^, J L>u^>- LjJ 3Jb-lj jjj^ i*K 

(3' ^T - *"^ '*-~Lc- g ...11 J^-o ^_v2j 4jU e jjj_Il 4_*iS^ ii ^soo Lo ^>-Lg^o 
jj (jrys^-Lfil JjL^j .^yLs^Vl jjj-il i-a-^ <^-J-LvS Lgjw J-oL>uj ^1 oLLJaXll 



^y-Lc- isj^io t 4_JLs^l £*1jJ1 J-ij"^ "• J-~* ' oLoJL*- ^Jl-5j cuJ j^Vl 
jjj^> ^»l-i^tX_^l j—vijij i )^_^LA-I ^^J^tX_^o ol jj - 0 ^-* J 1 ^ j- 1 *"' 

A-jLijJaj j l^JtjkX-^j ^Jl L^-^ij jjj-ll S-JL? ( _ r Jt, 0 j-£> L_o LJU- £_9 jil 

. L $j>- % ^\ olJLJa^l j i_SJlgI»Jkl 

i 3' j*>-\ j ^ U ULc- ^1 JJ-I y j 

j gJaj (-Jj^uJ.! j^it-iJI jLgj>- (Jl ^JL^j JL*jjL) j«j>-L§il ^jjL> jl : jl 

( yo 4_ajLs iiL^jj LgjlS" i (Dialog Box) ^jl j >- (jj-^^ 1 -^ *P (j ilLw ^Jl «-> * 

< ^Jl>«^H JLio) Jl-aj jl lJJl^J.1 L y2^iJl J^t LgJ ^— Uaj iSL-iJl 

^jIl^J Ji"LL« .> j->-j j\ i iSL-iJi j <LjJ^J- j j->- dUi 1 i jjjil 
4_«jL Lo J_S" ^.Ic- ^>-L§il <~2J-f-~X\ L y^Jii\ ^Js- SlJ-l c~Lk;i lil j 

• L yii 5 -XJl dUJu oLo jJjoJJ J j^? jU 
^ 1 1)4 111 M* ><o\l -<_S 

^js-L^IU jz*-fl\ Lgj j-ij (_yJl iibjiaJlj Ja-^l ^^iJI ^Llb (5 J ; ^*il l-i* 

(j^a^-j- jLj ipt-skJi ('Wd) 1 ' V^^' i^iJI f-\ j>-Vl jA>- Jl ^y-vj 

sLidl jl L y2it_dJJ 4_^L»J-1 oU j-Udl ^jJLc ^LkVl ip-'ilys ^-^j 1 ^ 

.5i j^u»J.l 

4jc.Laii.VI AjuoAi^Jl ^IjLklLuolj ^aj^Jl < . nil > J [2] 



: (Persuasion) ^USVl O jLjI — t 

: ' ^Lj-^aI S^JjCU i J! j>- L^J ^-biVl <u>- jj ^SL^j oj cJ 

^^J! ^ j c-j^-t ^lJI oLJjjdl Jju J)fl tij 1* (1) 

: Lo tj0><-Z> u^ij^ -^Ljjfc jl(Social Psychology) ^j—cLi^-Vl 

4_>i]ad( ^j>J-L> ^-L^ll £j-Ll> i-L^JaJI eJLA j : 2^_>iLll ^LiVl (0 

j^aJlj i i;_~oaJl 0UL4VI ^jJx- ^Ljll Jl*X*j La : S j-iLi! j^t- iaj^kil 

^jlc- 4^jt i -i~>-j ' Sla^U j^SLsxJI Sj-^i jLxi^i ^^JuL^-j £ ^jlatU (3 ^ 

: ij\ i 4-JLJI iij^Jai) LJlfr L>Jj 4jlj diiJJj Lo J-*jy ^ya^-iJI 

j^L^j Ol jL-£ (J^L-kl A^^t—skJlj 4_JljiJ i-jlJb (j Jl_*aJ £ 2j_^Lil jj-C- 4_Sj^kJI 
aJiAj .4^ij (j ^/Lsji-I ^C-LLo jl £ lJ jji-l jS-LLa £^™j Lot £ L^ij c_3Jl£uJ,l ( j^>s-XJi 



"Central and Peripheral Routes to Persuasion: An Individual : jl j ■« ; Jl ( 1 ) 

Journal of Personality and : 4_Li j j_iJ j i_>L53l jJ_»J Difference Perspective" 

1 986 fis- Social Psychology 



Jay^ Jb UJ :« j-iLi' jj£ ^Li^t J jJlsJl *-Juf (2) 

^LiVl i-i^l? JjVl ^o^-^o Ujl^ <uw2> -Us ^>-L§il U-U*j L-JL-Vl ^jf t 

LjjjU J-*2j1j < ~Is 4JI <L^>dl <_£ j->-l JlJI L y2>t_dJI ^^sol ^-r" e-J^sil oUV jib 
i)ju& jj .^_>-lJl 4_> J-^l iS^>\ oL> j^Il iw-xS^ 4_~U- t-Sj-io ^^-t j -> j>- y> 

cujj>-I (jJI oLi_^uJ.1 j J-<u«Jt -L^i y dLb ^-U L*fT *Lk^V 



"The "Social Engineering of Internet Fraud", A Prepared Statement of U.S. : jl US ( 1 ) 
^ j (INET'99) y}-c j»LcI i^yVl J^_xJI Sjljj j^. < (Jonathan J. (Rusch, ULiJI 

http://www.isoc.org/isoc/conferences/inet/99/proceedings/3g/3g_2.htm 



Ly *asVi jJ-t t_i>u> cJis" »-~JaJi W**" j (j^i ^ ^4"' 

.e-ijjJI dUi l_jL/S L$J £-«-~o i>U>-Vl j <b 

J cj-fc JL^jVI ^Jl oL>^Jl ^ 7-95 oLi 1A_a 

.dUi JLaU 

j 3-^1 ^jJ j ^Ul 01 -j^ ^ frl »H (V) 

2 j^-dJ jJU jl ( lj>c :; ^_j, £^-*sl "^-to Ol I tit jUS" L*4« *(jr"' 

j o_^>-l ^t oL^tjjJt <ulc- cJj US' t ,_ji^*lt £$\ j}\ <l1c. Jju j^t t-Uj i SjjJ^ 
L. ^ <^iJ1 dUi iJ^o! j ^bjJ p4Ls-j d\ L*S" .^Uv^-Vt ^^iJI pAe- 

j! jj-SLc 2j jLwJI Ijjfc jl . J^&uJ.t j S.5 jJl£ ^_v2X^ a^^bol ^-Lc jJi jl 

jj L^i (Screen Savers) 5 jj ol £Li !AiU 4j*S ,j jjus ^>-lgll 4jJcu*j 

S-ijJ^- aji i^j^j \ jjk (jl (jJ-*J ^OJ i 4j>i j« Lg_L_«^- <UlSLol ^Jojoj I 4jjj>-« 

^Lx^ « ^Jjll j il -jJli d\ W-L*^ J J\ 0 ^JA\ ^ y -jJt^j i \zJj> 
4_*iS"j s Ujl>cX^« Li j J^-Jii < oLiLxJI «Jla Jjjxi* ^J-^ "W ^ ^jjjI j twSJLgx^II 
J js-JlJI jll iJuk *1 jj j^^xll ^>-U>JJ jj_5Lc aJU-I «Jla jj .aS" j-xJ! oULj S-U-IS 

\^L»>-\j .^LJaJI j oLaLxA^I jl t o j-JJI jl £ (3 j hi dr 0 <Ji J^' ^r^' 



-2 " * ■ ~ 

Lpl j\ V LoV £ Ow J^aUxJl JlJLfr I jJL>- JJI LJju£ Lo ^^2^.^ £_o 4>-jl J j>- jj 

ij-^sUi-l ejljb ^>-Lgil t_iJijj Jij .^jiladl j^S^ixJtj J t ^>^t { Js- UjljjJ ^j^aj JJasu 
i_«-^o oLa J-boo £-3JlgX_»Jj ^yiit-JLJi ( J-a i_JJaj jl J—Jii i 4X?J .,^1 

£ LjJ J-v^l V 4Jt> L*^JL) £ ^j./a i^'ll ^sJ>-l_^lt C^->J ' S -~ J . 4*-**> 4->\jl - 1 J->- j> 

<>• Ji J-^r' J J J U^J *i>-Jl ^-i-M ,j*SU«5- <>• OJ : J**4-< *J (A) 

- *1-LXj1 dUj> 4_U ^-Lk; jjj — U j^jw dUi (_gJL«*1 jl J^LaJI JLc-1 jS ^yj 
jl j^J. .J^>- J-U- iJl-A J <UU 1 j-—>-t jt 4_LtC £_3 JjjJ.1 dUi 4JL)U£ Lof ^jlo dJUU 
2jj_s^ (j 4_«jji-l s J_& ^ytj ASj £ i_2-l£uJi.l ^j^irJil] i*JJ- ^JjLi 4_1jCU»o ^s-S-Ljll 
t_3JL§^_wJi.l -LLC- jj jXJ £ lJJus- go t_i_Lo £-L>- j] l 4_ji l]SJ^a Jj>- (j 2JlC-LwO 

(Impersonation) v^>x-lll Jbssil o jJL»t -o 



: i^Li^-Vl Jc^Jl J Li (j l^JL-cXjl J&i ^\ oL^ait-xJt .Ljj> jx« jl L3Ji>- 

t jjJLilj £ 4_iUaJI J— £ olSL_A!lj <_j j_^U-I oIJl_jw £L_ys i>_^2it^i 

j LLJI sjbVl J_J Jj_£ cUtf £_s ji» i;..^^ JL^t j-^i L*S" .jJjSLJI j 
^j^sLi-! ^»Jj>cX_^J.1 gll ./?<■: J_s (iJUi ^w^s j^j jl 4^ j-*JI 

LaJlju .Ijj— (j^J ^wVl lift jV aJLj^i iJL^ slftj £ SS" j^JI jjjd ^jj&i Vl Jb^JL 

jSL^j 4_>t ^j-Lfr 4_^ij LjJLo aS" j-xJL; (y^iii jS"j^o ^1 js\j ^>-lgll J-^j 

f sJ_>.i>- u-JlaJ ^o-gj JLajVL; 4iIS" Ji jjjll jl L^-Xo £ jjjit 

jV £ ljj-9 sJLjjJ>-| jjjll O-US' jlJUtfl filiLJI jjjkl i*K Jj jjJlll 

LjL^jl <L«_gll JjLj jJI 1 _P2JU S_*>-l ,j ^_C- ^jj £ Zs-Lv* £-Ll>-l 4jjJ jjJllI 

UjL ^Lgll jl£ Llj jl^JI j^L ^ *JI ^L^Vl j CaS'jLUI jb-1 

jjjJ_v2-> J-S ^jX_aJI jJI j«jJ_aj ^« .il j_sl jlj j~> jSLJI 4^25-5.^1 i fa 
^.1?" ...^ 1 Ij £ jjjil j^j jSLu A-.^-k-Jii J^tXll j«^>-Lg_«JJ LjJ jjJ^JJ 2JjJs>- jJjA 

£_)L£JI I.L& ^J-* Ji^-V djJi^- Lo 

Jlj^JL jJI ib_^l ^ jjiii jl SI £ si jjxSjJI jI j-a (_$Jls-I ^ jJlj jLS" Ljll& 

J-i V |J_^^ ^JJ £ ^JjP^y\ Jj^Jlj U-iP- JJJ^JI JL-jl £_i^J £ ^Jj^Vl 

Jj_C- Jl ^Jjj^JI J_ j^j J-v 5 J (jC£-L*o ^yLgjJI JX- ^il (J j-L- -aJ-xJ ^^L-l 

^j^k-Ji ^-Aj — s^LII ^jj—a J_C-L»^ 4_>^i^Ji J^-a 1 >*iA LaJI 

^gXjL>-l I j-L^jJ 01 i_J^UaJI ^0 ^_~Uaj — 4j j^jAJ V £ J^AJaJl ^0 I jj£ jl jJ- i LS ^ : h~ 

^^kJh Jlj»I oLS" Jl^JI lift J^o jl Si i Jiaj 



4 iiLLJI "t> j-aiJI j L&U ^'i j i LfJU.il jl}] oL-^a^xJt j J^>tx)l -Uc 
- £_«j>*ij1 jt SS" j_^Jl J-^-Ij 4_>jS AkL^ ^^-frju (j-LiV j«-frVl j LgjT jL»JJ 
IjJlS' (1)1 LJL> oL yffli^JLil «Juk (_5Ju>-V Jj>cxJ.I xu^-Lgiij .— ^y^ijjJi J.,^aJL? 
jj-c- 4jl**j>- 2jj_s^ (3-^" (J^-**^^ (_s™^j j^-* - ^ ^-*j>t^t e-L^ic-l aS" j-~JI (_s^'^ 0 
L^JJaj oLo j-Ull (j -^j^-j g jls dUJJj ,^_gjL^Jj ^ g ■ .. aM 
J-i~ta ikL^ ^_->-La; iL^> jl iLL^ jL*Jl J-^j 

Li IjjLi-o Lis j^o JLitjj jL~ iVl ^J-c- ^J-c ^U^-l diL~« UL* 
.4j^.jc;_^ , y IjlaU- ^y*^^. 4JIS ULft £ jJlj il ^Ljilj .L> I!L~o uLf jj^>-Vl 
iSL_j. (^jbl 4.JI ^JLc cJj^x-^JJ 4~J6 ^>-Ljil ^jlL jl JLil J-^ (^*S 

£ SSj_JLJI j cm^* j-il (_5*W 'J-S^l j S-LjjU-I i^^jJI c— ~™j ^li aS 4.jli U 

SJuJii-l iit^Ji i^Sjij ^»LS JtS ^»LL 4.jt i_sjl^uJ>I j^jJ Li>- \ jj*~<5> jJ is^aJt 
c—j-U ^wjS ^>-L^.AiJ l>L*j ' diJi LI 4jCo1 ^.Ji (jmJs jil i-ij (5-0 
.t_sJ.^.x^l! jLj>- (3 1 ' ""^jj^ 3 jL/25*S" ii™>- ^-^^j 
(Reversed Social Engineering) V^^' S—^Usr^l <LUii1 o jL^f — — a 



^^.Lc- J j ,/?4-l ^^-o j t (j|\$Jl£L»Jkl 4_flj i^w^^J <LojJjxll (3 j la-Si (_5JL>-I e Xji 

.oiSjll JUxsl (1) 

4_oJ^Jl ij^^L^aJt jl SJ ^*ll ji (J ^k_^Jt 4J1 ^.Ic- 4_^i j*i>-Lgil Jl (2) 

(3) 

j_ol iw-Jj^Jl tJUfc J-lC ^L_aJl jl JL>-I JjJaj V (1)1 J jll JUxsl iL>- ^o a-Uj 

i A^L_dJI ^Lj drH j^l J-s^' ujt-ui j-* 4_Jt ^Lx^sj Lo J^i < ujw 

oJUSs la ...jj .4JI J j^s jJl ( j^>t^i (_^V jlSLo j ^.>.Jtll UlA Oj^j Lo UU- j 

^-iT^ *L*2-C-1 JL>-I 4_^wlj ^»jJLs 1 jJLll ejj) ■/?; ^«_>-Lglt jglj^i 4jU3_*ll 

_oJt dj-^ju^j I til L-fr iL^Vb 4JI O j4>- J^-" (jM^* jll jl il aJlpL*H ^jJl«j 
jjj-ll 4_*K O j^>-L^ J-fc j t iSL-dJI ^LkaJl 4_1sjL L^ifr Oj-Uaj 1 y\£ J~>\ 

^j-Lc- J j .,^4-1 ^>-L^il ^lai^o Laj .1 j«JLa j aSL^Ij JLajVI S^jL^o ^SLc t_ l^j 
J_i <c-j~~> a5La)1 ^^A^sU ^> j-S^ 4iU LS'j («->-l-§il jlS" Llj i IaJijjj (^11 oU 



(R. Nelson) "Methods of Hacking:Social Engineering" : jl j ju Jl ( 1 ) 

http://zeth.kodslav.org/securitv/dokumentation/dokumentation/soceng/socialeng.html 



. JL>-I dUJu jA-io 01 Oj-> aS" j-iJt oU jLw ^UaJ (3' (j ^ 
i_j ^J^L^ ^IjJ- iww^iJI J-^-l JL*£-I ^-X-Ux^-Vl i-^JL^JI 



Password 

UV^Ls h^j^ [1] 

4_1>-I ^ (5-L!t iw~~J1 j-a 4_>1 S jjj-lt i_*K c-jJt^t^ui (ill t_s J_a 
Ua*^ < ^Ixill j LJS jy. ^ /-i* %Lc- iiLi* jls !i| ■) c~J1 £-bl* du^l 

5_«La oLjL ^j-*^ jjj-I' 4_US" -j-* d)J>\j ^-^-> c~ »i <-^-j^ ^LkJJ jjjil 
oL« La 1 iw^2>»^JI dlijUjj t ipt^aJlj iJlil dlJ^j>^ : Jio 

J_va>- L. lJLs-1 ol jJ .cJ j& ^Jt j *l jdJi ^Js. i jJuJi : Jio 1 JUsVl 

4j£c Vt £ OJ ^Ic dJLJI £3 ^jifr ^jScJl dLL*^ 2UtfUi-l jjjj ^^b- 

jjjX\ S-si? ^-Ic J-v=2>- LJ^ ^ j-! • tlr 0 01 Vl t jIj^II ^ 
La ^J- j JLSldL ) 4_UL<J1 oU- jjJl ^jJaju jl <u£x Vl t ol> jjJt i_i_d\S3 
i_)L Jjl jl ^j-a LiJLJ-U .a-**^ U i*JL jjjil i«J£ i«J oil .jd^ dol jJ-lj o VUx>-Vl 

iJLf-, V yfl jjJJ JloVl jL>-Vt * 

43 



JjJ-aJl ^cJjlj [2] 

dJLL" ^Ijl^l^L jcSU^U 4^>-L>- c^JlS" ^_~^l £l 4_>lJu Jl_^ 

: Ji« < (user name) ^Jj*z*A\ 

User name 

Mohammed 
Abdullah 



Khaled 



: iJlxil oLis^t_olL (^tj ' jjjil <uJSo (^^-^j Lo IjjJ^uJ 
^ £ VI Lji^u Vj i L^dS jl ^ LiJ jl LJS" ^ iJjSU * 

.j^j^-I (j^j^sX^J. jj^lt oL»AS L& j-s- *^o 4jLx^ jJ * 

:JuJlA-1 jjiaXjt ^Js- JLto 



User name 


Password 


Mohammed 


1234 


Abdullah 


ATF3 


Khaled 


ATF3 



Oj^-C- Lgi^Aj V 4_j 4_ysL>- JJj-° 4_»1S 



JSLUI j J j>-jJI i-iLi j US' jjjil 4_US" < ^ji^lJJ 



System X 

Ls^j On 



USER NAME Khaled 



PASSWORD | ************ 
J ji-Jdl iiLi : (4) pij JSLUI 

Hotmail J *a O j_& •J-j^ £-2 j-aj ' <ul£ ^ys Oj&j la SjU- (_g JJIj ^Jj>cX^Ji.I i_Jiaj ~~ 

^-uj\ (JL>-jL) ^»^3^l»J.I jo_5j j<J jj-^Jj ' 4^c^>t_>^ jjj-" 4_«J£' J-^ - -^ (J-*- 4 ^ <JLi-l s jjk 

■0 ml) : ijL«Jb £ J-Lva i^JlaXj 4_JLaVl U J j>-JlJ1 jl ( ^_* J 

jjjJI cIjUK . al&3 ^211 jLkkVl [3] 

.i«LjJji-l jl (_5^LiJl C."./?"ilj vi^>cJlj * 



AijxjJall JJ^il ^ v ^ [4] 

4_J.^-c- iL*_^aJI jjj-ll oLiS 1 <_sLi^Sl l^LiS- o\ Ljclc- U-Uj jlS 

^Ualil j«^-L^o 4_> ^.jij Lo Jji jU diiJJ j W"-* 3 ^ ^4^" 

: ^jA-^j l_« j-Aj ' 1$aj-LviXj ii-A—vaJl ol_«-lS ^^-l-C- J j 4-Jjl^ j~A 

laOj_~J (3 j-^ ^j-J-c- ^^i^JJt |j_jJ 4_s^l>- ^o! j-j iSLjkj < cracking 

5J jS^ jJj-« 4_«AS 4_jIx^j ^»Uad) J j^-Jl!I jl>»^ fj-^ e-i* j 

j«^>tjdl oLJS Jls-1 j-a SJ J-vVl J jjj-It 3-US Cols' lit UJs t J j>-JJt 

.2000 « 123 ji* 

Brute Force 4JUa&u»>Vt 4i Ja$\ ^.bxi-ib ^ >U a a il * 

j < E3 : J-Lo ii C—J jl < ^ j^UU V jjjil oLJS" 

jj j i CLu" jjj-U 4_*1S SJ ym L,J!A>- ^-SLc jjJ iajLJl iajJaJl jb - SJU-I «Jl& 

Jl J-v^^ <oVL^Vl dJJJJ Col? 

: UfcJi j>- SJlx)l J ^Dl *jJL> <GU SiUI iJS^I _>l£V y&J iUS 

AA, AB, AC...AZ, AO, Al, A2...A9 
BA, BB, BC...BZ, BO, Bl, B2...B9 

.EA, EB, EC...EZ, E0, El, E2, E3 

.IgJI LL^ j ^ E3 J £LU! oVUi>-Vt Uj^ 1^1 Ji>-^iU 



tjrcJL jkJl * 

^j-U oVL^^-Vl £-^«->- (j- j^LaJt oLK ^Juit^J iaj^laJI j 

.CAT, CATO, CAT1, CAT2...CAT9 : Ji* U£J\ 

tjj 'jj>6 '■" _ (ji 4.L j la 1 1 oL«J.£ ^jJ.v2.j ol L^xiSw^ 

: jil j-a i>^S cS^-"j ' Advanced ZIP Password Recovery (AZPR) £^lJ 

http://www.elcomsoft.com 
4_>^J:|j (ZIP) ~&> jjwait oliiil £ ^Ji IJlA JM>- {ja ^\l> 

Ja L^iLixS"lj jjj-ll <L«-l^ x^j_^2j 5J jg ... ( _ S -U i VUu oVl -L>-bJ 

4JU-lS\J 4Jjl«_>- ^<s_j ( j-«J ' ■/?; Lj j>-l .4jUi^S JJj* <U-lSL ^>^- (ZIP) 

!JL$jfc jl f jjj-U 4_U5L> ii 4_>jJ ^ Vt V oVl .(sami) 

jjjii 4_US" 5J 0jJl-> jj-^-C i-flill jt ,_jJk kaJ^A j& .aJjuA ^>L5 jjJaj 
LJJa j«j £ (^^-s^t -!» jJ>.,r?U t_iL«JJ U j-il j £ AZPR ^-oli IjuJjki^l -U^jI j-fr*" J^sj 

.£_iiil i^U-l jj^li JUK jUs) g*k jJ\ y> 



A.^ ' jcedZIP Password Recovery 






y / 


Open 


Save V 



□ 

Slop 



Benchmaik 



Help 



About 



Quit 



Encrypted ZIP-file 



Type of attack 



! Brute-force 



Range | Length Dictionary P lain-text Auto-save Options Advanced 



Brute-force tange options 

□ All caps latin [A - 2) 
0AII small latin [a -z) 

□ All digits tO -3) 

□ All special symbols (-@.. 
' □ Space 

□ All piintable 



Start from: 
End at: [ 
Mask: [ 



User-defined □ 



Status window 



17/09/1425 10:35:00 ^ • AZPR version 3.54 build 1 launched, unregistered version, 
some features disabled 



Current password: 
Time elapsed: 
Progress indicator 



Average speed: 
Time remaining: 



0/ 



AZPR version 3.54 (c) 1 937-2003 ElcomSoft CoXtd. 



.(AZPR) flJb*s-»l :(5) p3j Ji^Jl 



Password successfully recovered ! 



: LJUa>- I ilo ^yic JLfcLi Start! jj ^Js- Jai 

1 



I2J 1 -b«JJ 



Advanced ZIP Password Recovery statistics: 





Total passwords 


241 






Total time 


12ms 






Average speed (passwords per second) 


20,083 








Password for this file 


ii 








Password in HEX 


69 69 




y Save... 




s/ OK 





iUf Js. J^aJ-l :(6) (tij J^iJl 



jji i ijij 12 o j (j i— iiil; i^sli-t jjjii UK cy U- LUa>- jjy 

i (sami) ^jjfc j i c_jH11 JaJ<_> JULtf- LaU^Jlj>- j^JI ^>£- (ii) jjj^ UK ^Jl 

ol ^-Lc- Jji_> IJL& .Igj >_aJLl1 

i — U^UVl jjj-U <L»K >_ I jl J^-cul U!li-j — <L»K j^o ^Kl A>-jj 

IjJ .l^LdKU iUUaJI jj jll UK £>Jlv2J CjIjI -j^^-idl dis l^xk^U> ^Slc 

f-*J ' W^- 1 — ^ r*^W^I cr^ V"*-^ JJj-* ls^" lT^*"' 

lJjjJ-I j^o iiKLiJ ^jzJ-j J ^1) (^jSI jjjil UK cJK UK <oV -Ijjjj 

A^Ui^VI ^ui^Sl ^l^kiuil [5] 

— ijC-L*X>-Vl UiJl^JI tj jiSl J tr ^aiXj (jru^ jJfc IK - i^Ul^-Vl UiJl^JI 

aJ^aj: jl t U>=_^iJt lJ ^t_jJl ^^ic ^_-_fr^xJLj jjjil U>K ^-Ic J j-v^J-t W-*^ 

.Ahmed, 1970, Kabassah Ji* jjjj UK l^U j j&S 
djJ.laJl ji ^^12311 cliix-aSllj diaJl [6] 

4JjlK JlJLfr U^-^kJI i_i_L>- (jjjjJI (^JLJixJI CJU<al)lj ^Ji iiiol J^o 

^?tJi Ul .^JUli S>- j] ijxS^ i^^aJi jjj^ UK jf- d-^tJt jl £ jjjli UK 
j JJ^ ( a^i £ Ujju oLUS" U^j 



OblJ fr 



§ mail.mi5.com Properties 
Genetal Servers Connection Security Advanced 



Seiver Information 
My incoming mail servei is a P0P3 server. 



Incoming mail [P0P3]: mait.mi5.com 

Outgoing mail (SMTP): mait.mi5.com 
Incoming Mail 

Account name lames.bond 
Password: 



Remember Password 
Q Log on using Secure Password Authenticate 

Outgoing Mail 
D My Server requires authentication 



■J, jj^-J J :(7) J^!l 



j^-C- Uljj^L^I ^Js^L^i 0\ jj-^C <-L-LS j-$J f JJj^I oLJl£ SS jjd. jj J £ ^CjuJI 

J_=»l Jl c~«Ji : ^jjjIi^J! j>- .^jj^>-t ^s- Sj^><J.t jjjA oL*I? Si j^Uaj 
<ujU>- jl £ 4JUsl jL^i-l (w^>-Ls^ Gjj£> jl) Jij £ ci j dl^S" (j i_jI£1I 

USB SSI y-^i jl jj^S cs - ^" U - * Jt^~^ a (J - ij - * '^—^•^ l*JL!£- £ Jj 4_*JSo 

.(JjLJI JSLxJI J_i« ^ yJ- S_tj& xsi_« J^io j f S_s>-^JI oUUiw^^A] 
(8) ^ci j J£ jJI j L*£ dJLb jjj-It oLJS" Si 4xU^- ^jJI _^JI £ c~«J^ wl 



| mail.mi5.com Properties 



HlQ 



General Servers Connection Security Advanced 



Server Information 
My incoming mail server is a P0P3 

lncomingrnail(P0P3): mail.mi5.com 

Outgoing mail (SMTP): mail.mi5.com 

Incoming Mail 
Account na 
Password: 



F1 Log on i 

Outgoing Mail j 
n My server requires authi 




.ijbtli jj^l ids' 53 :(8) *ij J^JuJt 

JLdl Ula j LaJt>»^J Lj^j ' jjj-^ oLU^ 5i j> ^ y£\ iiLjb 
(J-^JlkJI) ^oLj ^1 ( 2 4_^iJl«J1 J^ii ^ J SeePassword 

jjj^il ^uK] JkVl jLj^VI [7] 



. /http://www.seepassword.com (1) 



Makkah, Sami, Alhilal : Jlo SJl>-1j i*K j-o iUS" O j^J V * 
t jJj fs_^1j i Jj!>L_LI ^jjIJ J-L« iw^a^j. oU jLw jjj-ll A-oiS" j^-vsj V * 

.SLgi ^Jj jjjlt i*K ^u; q£ 







jjjii US' ou jSCi 


job- 




10,000,000,000 


100 


10 




141,167,095,653,376 


676 


26 


a J >-l j 4 H»- Oli 


10,000,000,000 


100 


10 


(>,<,!, *,$) 
10 U.>Jifr jl ^ jiJj 


42,420,747,482,776,5 

76 


2116 


46 





.h@wrq&tdya : LfL>t>-! Jj <hwrqtdy@&a *-JiU jj jll 
I live in Emirate Since : il«j>- j\ "»J^s- jL^>-\ JJU 1 il«j>- Ji^>-\ ^JJ^L^\ * 

bu^l j 4 1 ^ I <Jj>- tlx^l Ji»V . lLv@3$I990" j "l990 

^o-^J J .0 lJ 0 J i IlJ _^>5-) 1 ^sij j 1 $ j S j I @ ij in UjuX^ilj Oj~&\ 

jJj-a S-oiS" <jij£> A_JlS^L J-^*Xjj < (Passphrase) jjj-ll ijl ^ ai a 

: ^1 ^ dUij t lg> J jv^l ^uii JL^ J^" ^1 
^LkJI ^j-* OlS'jJ ^ i dL 4_^>li-l jjjil S-J? iJ^i. ^_Lk; V * 

. System Administrator 
*Lpl JL» j j .^fjlSLo j 1 glials dJUJJ O til ^ 1 IfrjSj V * 

t jjj-ll a_U£J jLx>-t Ja-c ^j-U- i-ij-^j ol jj-^-C («->-L§il OLs 1 ij-L^> ^i- jjjX\ 

.dL i^sUi-l J AjjL^ l5j>-V| Jjjlt OUK ^ijX; jl dUJu ^JaX^jj 
^1 jg £1 4j| J j>-jJl j| ^l! ^»UaJI L~«> ^J-> JJ^A' iUS" * 

C-Jlj jjj-It oL*K ^j*>- 4_i JlSI (Server) ^oUJ-l jlf>- (Jj:^ Ot jL>-Vt 



^\A>CL^j[i 4_»K aJLjIs ^j>tJ_j J_S — UbL^j L^c—Cajl LK jl — .^<s_L*j V 

2 jii Jlju Sj^yaall jg.fr jjj-ll oLJS" ' Brute Force iJUaiix^Vl 4_ajjk!( 

^>-L$11 ^j-Lc- JuwL jjjii i*K ^j£j£s IJJ .oVL^-Vl ^*>- ^l-X^— V aJIS" 

.l^Cji Jjj* US ^ifr J JV2^-I J jb4 1 ^JJo ^JJ! js^l Jl£=U 

^Jl^2j ^ til 4_>V 1 4_«Jajlj obL«>- SJifr «J->-lj Jjj^ ^-lic^o V * 

^_ = ^>- Jl J^2j ol t-L§j ^Lgil ^Ua."w..,.l 5_«Ji;Vl jt oLL^J-i j_>-I jjj-« 

.jjjll oL»K 4jLx^J dUij < lajlj 
V dUV * (jjjil Ulb-Vl jUi.) VJ ^U-1 Jlfr jjjii iUS" oj^ V * 

^tjJi (_jifr Jl^jJ V dUJLi" j jjjit 4_<JS' jjijj^ OLol ^Ju 

dLl" jiSl oV Gator ^.U jj : Ji* c L^J i3 j^JJ ^ V Jo iJjjj* oUK jS"Ju" dii jj jj 

Biometrics^j^ [9] 

l j_c-j_ : *S (ojji-l oL^LaJI) Biometrics : i y>-*^ 4_i>JL>- oI~la iiLifc J_> 



.(juJl <uSLJu (Jj^ (j^- <— 5 j-*-^ <uJLaj * 

SJL*JI UjUl 

Jx-L^o oL« <LjL«_>- jlj: a oLj j£^> -L>-l jjjJ.1 4_*iS^ 

4_~lk> L«j i jUa>-l 4_; Lo JjL« jJI ajiA y> Jj£Jj < jjjll i«A£J iLS^ 



Malicious Codes J Malware 



< ^jjJ-StXJI oJ->-J < e jSljJI 4 ^Lxil 4 C-ijJl) .ijlj^JJ (wSljXl^l jl i jl ^jj^J'- 

AlniJl J^J^j ^IjJ [1] 

^.1?" ..." ^a\ j-j jjj 1?" (^^-J-C- AjjJS jl ( j^2>5_-XJl ~~! 0i -> j-*^ * 

i 4_^ibit 4^ j-^JIj 4-ysl>- oLo jJjw ^j-lc- J j yfflgJL! J OlSj-ji iSLjfc . JjJ jl 

jl -LgJLol (j^-C ol_« JjjJt jj- 0 ^- 4l (.S - ^ - (J-*— "?*~> Jj- 1 -^t-J^J 

.^As- Oj-i ->l jJVl ^Js- jj^j^x] iL-i- Ojjis ii^j^Vl iJljJiJI d-^-Lil 

.oLo jAjJ.1 dU; Za jL^j: 



J [2] 

i fj_mli-l jjL-a* ^\Jj>*zl^a\ : ' ^»Jj>d^«-lJ j-c- (^^^-^ j~>1-> LjJL*£-l tj**-*? 

Spyware Ja^-^Jl ^^-^Jl jl oUj_^2j 4_juIx« ^1 £ Adware 

dijlS" j£- ^.jLxj jl £ 4^L_jJlj i_j j_^U-( j jl j_« d!Lg^_~J 01 Lot L$iV s ^«1 ^Jt 

. Viruses oL^j^^iJl * 
. Worms jlJijjJI * 
. Hoax c_ol£JI £>UI jl £Jui-l * 
.Trojan Horses Aj-ilj^iaJl iwa>-Vl * 
.Phishing, Scam isoUJ-l jUk^sVl JjL* j * 
. Spyware LS ~^~^- gj>\j * 
.Adware ^y^i * 
. Popup aJILJI jl Lc-ltfj oU^Ays * 
.Keystroke Logger ^jLsII 4»- j-1 ol jJi! ^Lj^J ^olj ^> * 

t*j u^yi ci> p] 



j^jjjs^ SJLs-jj t ^jjj^iJl »-A>-jj ' CD £«Jdl ^y> yS\ t Floppy Disk j Jl 

.Memory Cards a j^UJI O jjS" j t USB 

iiLjfcj .2.JI Ji>- ^jJu- jt j j-J Oj-Jh ^1 Jl o jLi^jV dUij i Sijji-I ^1 ^Jt J-aj (j 

^Jc (5^- iJL^ j L. JLs-I dJU J^jj jl : Attachments Ola9 Jl JjJ> j£ * 

(iJLLJUtf jL dLi iJ jjLw V iS\ Jte- Ijlow < dl'lsJ^I JLs-l ^L-i-l lS-^' ^ j^' 

J— 4 — '^J < -^— * J ■ < -^-W £ ' JL-^>«i J L. 1— ^ di_ 1 J— 

jo_l*i]j .oJj^j iJL^j (_j (3-9 t_ 4-U 4}? ,«\ jj lij-L^- J-^u J J cj j^jjd« z£ ol 

dLw/b 4_Jjj^JI 4_>Jb^j 5JL^jj JL^jjL ^> j_4j iJjLj>- OjLs^I I jl iLjii-l ^ol ^Jl L y2Jo 

i)L- Jl Usy. Jjufj t dL (j^U-l jijbJI ^ j ^1 ijj^J! ^jejbjJI 

.dU jbw lyp-\ Jl ^jJjJI 

-^Jj^^ ( E-l^ cr^ — -jJ' Wj-J ^ ji> ^ * 
Ljjl jjJ- < J-jL" ^y> j-fr J-_j^x3 ^'jc^ (5 J-^ ~ Microsoft Outlook Express 

.4i^ ^ jL>.Vt ^^iaj j j jSJ jlS ^1 j i l^lJuiJ j\ tiL* J\ Z2iJ.\ o till I 
dU4 JsjIj jjifi- oJb^JI JSL^ ^jx^ :aJ\—» Jl J Ji>lj JjJ? * 

J^J O^jJl^- 4j| jl ( If jj^J jl 4j jj^J Ja_;l j 4jL jlS" 1 <*JI «— 'UJJI ^itf. 



.4j^juXojl j>-l C~~>- rcaLj^j j_j 



^6 hi! - Message 0G 


J 


: File Edit View Insert Format Tools Table Window Help 


X 


j OSend | Accounts ' | 10 ~ | H S/ I ^1 ! * 1 T| | £) Ootions.. 




HSto... | jane@aol . com 


IffilCc... Q 


Subject: |hi! 








Hi! 1 am looking for new friends. 


a 


My name is JajQJiu 1 am from Miami. EL 




See mv homepaqe with mvweblQQ and last webcam photos! 




See you! 


o 
z 



SjU J\ Jajlj j»Je jS- :(9) pij Ji^J' 



ia* ill ^Jl jit .Lj>-^Lv5L? ^Ju>tX-^it J_aU<l1j La LJLc. ^^Jl 

MSN Messenger, Yahoo ) : Instant Messenger $ J > ^ jll * 

*-L5j_vS» Vl J^-A; oLiill J^i^J ' <wJsUsil! ^ol ^yAj .(Messenger, ICQ 

(j\jj_>ci.t J_>-t (3j— "i 0\ (j-^-*" ' dlflj J-stf j_a> J-^t jit ^-*ij cr^" 

J—^e^J j«_J ( J uj! jll ' (_5— ^*d^ ^ JJj-i' 4— J < ^»Jj*^_wJj 



.4J ^1 _^J1 o->j ^jl#>- 3' LjJ^Ai- ^ 
^ iwJsl^ 4JU iSL-dJL ±ijLg^>- J-s^j U-Uc :Open ports jail' iiUil * 

J*>L>- ^ c-jli c-j j^Vt ■^juaS Lo-Ufr ■ ij?^ 3 -' J^>- 

^JaX_^j . 25 ^s-ij J-ila ^Ji*I-~o" ^jj&l JL^jl J-j^" Uj_^cj i 80 ^s-Sj 

^ ^Ij.; J~^£ : Downloading C — i jsj)h j — ° ^T 0 ^ J~»^ * 

ys ji ci> [4] 

iwiJII j-^iiJ i^-fr'^Wt <L *'^ ' ^-"JLtt* J**^ ^ ""Jy^ 3 s L -^° 

jl ajj-v? y^-~ f*—^ jgljf LujjJ J-*^: iJI (_£.i>ji^JI 

^-«l j-j i _y^ f ~ <Sj-~^~ 'J^'j^ ' < ^ i i-^i £ ' ' yJj^ 



J— ^i-ygj g-ol j_) ^Ja.M jV -G love you, Your money, You win) :J-to 
.HTML ii) 5k*J SJlaII JjU ^Jl Jt>\ ^ J^aiVl ^ * 

J_j^JI jl ( ^jjJ-itXjl JajL^jJ ^j-* *1 j-^) 4_L»^- -bjj * 

£^ ^jL^L J c ^\ J-JJLI J c 

jL>ix^J jJ .i\}l£>- ^jl>- jj^Jj ' (^jj- 1 J^-~> <-^^i M'W :> "' -j^- * 
^^aju lJJjs-j i]jL^>- ^ oLujjjA!! -b»l j^-^ JL>. (3 
.(P2P) oliiiL SS"jLiil ^ ^Ijui^l Sli; * 

^^J- Ubii Ji-J (Firewall) i_>LJ-1 J^->- ^ ^lJi^x_^l V * 



Jl^bj ^J^- JL>-V ^JL^jL V l JoJl>- ^Jj^ ■> J>"J J*" ^y^J J^>- j 



Viruses, Worms, Hoax 

^t— t-\ *XJLx3 .l_gJLo ^L**o Jj— * ^J— 0| cJ^-^ 0' 

. <1 ^-j^ jjVi ^Ss. jJ> f-f- /99'67 oi jl^j < r 2000 

jt .! J j Jj>- L^jjJ 20— 1 0 (jrU) Lo ^>j_; J^S" 2J_> Jji-( oL^jjjiil JJLC- £jl j^jj 

LajyJ 1418 cJL>>l oL^jj^iJI ij>til5L« (j 4_va-^>d.l ( ^ V-Secure SSj i 

iijjjJ.1 cj\-ujjjJti\ jj_c- .^»2004 ^»l*J jy^s jj j-j-i <J^A>- oLajj~i! 

.SLa jl j^>I iilSo £j£.\i Li £ UjIjujJ ^ \1a -^jj^ 100000 SjI jAj 
100000 L_c <iSj_ji J.-£J oL^jj-iJi j^->> S_il£j jJ— Si 

oL^jJj-a!! oLlSo Oj-LJ / ^A^j-Zi J~S\J ^^So^-al jVj-i O j—Loj 

o^.L 30-22 oh C jt jij Lj jVj^ o^L 55 j r 2003 c lj uu 
. <4 > r 200 1 r UJ ^1 j Vj, o J; L 13 j j < f 2002 f UJ ^1 ^j, 

oL^jj-jiM ^-"-j LjjU t oL^jJj-a!! ^s-lSccJ LaJ.J..c Ja-^V 

.Uuo (Worms) DlJbJdl j 



Computer Virus Prevalence Survey, 2000. ( 1 ) 
F-Secure Coropration's Data Secuity Summary for 2005. (2) 
Computer Security Institute, 200 1 . (3) 
Mirco Trend Inc. (4) 



l^ljSl [l] 

Viruses OLjjjjsJI ... 

J^-Jlo 4jLi_s^ j^jCLj Lo L^-*J ( lo JjCU f-\j>-\ ^ lj ^S^a O^oSvj L LjJUj ( ' ^Lo 

Worms OIOjOJI * 

^j<_>^J Jl-iCjVl if-j-**.JJ ^jLScCl! Lj._~uij ^j-Le- Lj.lO Lj-lC- lj oLuJj-jiJI J^C- jllC J 

^jS^Sj i olJLJt t_s < 2^_jiL^ jl-Cs ioLc- ^» V (IM-^-j-^tj ■ ^-^■^-l 
i^L-jij i_j j_^U-1 <LJl»i j Li_^ ol^jj_j oL*jj-~J1 LjJUxjlj L*jjI£j 

Hoax ^*AJl ji ^1J^-1 * 

IjS -U^ ^Ul ^-XJUjj j^-^t ^ijt j^aiui ^ IwLj ^Aj j ^'Jj 



http://us.mcafee.com/virusInfo/default.asp?id=calendar. ( 1 ) 



oU-bUI ^Ijjf ^ Jujl j t Jlto J ^ lift .iijlfr>- Ji=^ diJi Ju>yj ' 2-> J-JJ1 jl 

^-Secure Z£ jZ, ^hji. ^y>-Ji\ dhSlc iol£J1 

U J3! [2] 

4_«_^o oLila (wSJ-i?; laJJLC ^^JjjAJLs .j-ild—a £■ ^JSLio JS^" (3j ' J^"^ 0 

L,J oL^jjjiJlj .aS" jJiS\ ou^j «.^L*jJ1 Jl i_j j_^U-1 j^Jljuj jJUJl jli *'A-«-»-U 

Jlj^ dJUIi" .£-«1jJ1 ^j-i ->J^c iiLus jlS" lit dUb L«i £ ^j>J-I jJl^ ^Jl 

< Slammer j^^L^ j_a Sjjg .til jlJuJiJI iliuVl Jl>-I < iSLjJl ^.Ifr SJu^vo 2 
IP C— j j^Vl (jjjl-^ (_s-^ jjj-^ 4 -^* ^° ' jL^jl i^j— j J^c (^Ji!l 

Jl ^1 jJl jlJijjJl jLi^l (5^1j .5-5J^ 1 5 0 j jl j-^ ijrH^ 4 U^Jl£- ^JUI 

J^o j (_g jJL-l ja^cXJl 4_Ji;l Lk)lj 4 ^_^Vl e _^-S J^L*. jJUil j ^Vl 

Lki LJ>.1jJ1 SSLJJI Ji JLLj ol ^Iku-I *j! dUi ^/Vl j .SJ jJJl oljUail 



http://f-secure.com/virus-info/hoax/) 



(1) 



j j^J-j 01 ^IkL^i -jiJLjjJi ^Ijjf £jJ - Blaster j^'Aj \1^s> jJl L_oL>- j 
Jajo, *U«Jt ^jifr 0! jlkail j 01 ^Jail Js j]a>- J&m jfA j 1 ^JUJl J y iicJl S_JajVl 

3> [3] 

o-J^ 1 J~^J (i l -^J^'^'j ^ L ^>'1 ^ <r^l 

^IjJl £-^«->- ioU-l (5 dLjJ Li jL^£-l JJa£- jl < oUiil iwAc-l t_s j>- Jl 

^j-Lc- ^Jlc-L^^ oL^jj^iJl ^JLSL OLs dUi ^ Jil ^j^^iJl jj^> OlS" lit 

Of jj-ii . jL$4-l ^jj~iil lJ-L>-j 1 OL^Vl jJ^J ojiuJ.1 oLiiil ^-^L^ I 
jj-a OL^ 01 ( j-"jj~ji!l (^^-l-s- <-j j-*^l O - * 0^*~^ l - J ^'Jj^^ ^-*l-j djj-^- 

^Ijj [4] 



McAffe 
Symantec 
F-SECURE 
Mirco Trend 



http://www.mcafee.com 
http://www.symantec.com 
http://www.f-secure.com 
http://www.trendmicro.com. 



4Jl£l £-°l jJl -O 



AVG Antivirus 



http://free.grisoft.com 



Mirco Trend http://housecall.1rendmicroxorri/housecall/start_corp.asp 

RAV Antivirus http://www.ravantivirus.com/scan/ 

McAffe http://us.mcafee.com/root/mfs/ 

Mirco Trend http://www.trendmicro.com/ 



jA JL*Vl [5] 

L^_L*^- JU- -oJl>-j o\ — 5_j Jb^J! ^Jl v' j* ^r^^- J-*^ j>* * 

.Ju^JI ^a.,^" JJ» oLujj^l W~^l3lj *— ^oUt-l jlf>- jj^o 

V <^J1 oli jVl j LJlj Ljjj-> dUUL. iiwi^d ^<.U ^ J jjl>- * 



Trojan Horses 

l^ljii [l] 

.Back Orifice, Netbus : -cliol >t y»s£ J^-io 
^»JLi*i-*Hj 4_s^l>- oLJLo J-^jj ^>Lj ^Jl iJUfc :Data Sender OULJl J^j- 4 

IaJ_jjJj jl £ 4_>.bjj JJL^j 4ia_^i( oLjLJl J^jj oliLJI Ls> 4jjxS3.1 

J j^-^xJLj ^-oLi^JI IJL* J-sjo : Denial of service OloJiM J^** 

^ulo^L^l ^j^L^it ^Ja^o Ua^j ^j>-L$il l-j j_^U-I : Proxy Ja~*>j 



4_s^U- t ^>ijJl (j^V J-c^ 1 *-* ' jt" (*J-*d "• Blocker J^ 2 * 4 

l^Lc ^jjL [2] 

j Vl jLiL^V) (Client/ Server) ^{J- j( J~£_~^ ^>-Lgil 
^-tr^ 1 <jr^ -^jU^ Oij-ic- Jl—j^ ^UjJl p-i (*j < ^--Ir^ lvJ* u- 6 - JU^"^ 

fSs>^J\ Ijl^J ^oU ^Ji dUij JL^VU ^Uii p-i dUi Jlju i t^X-^JS (IP) 
JLibi! £_u j t L$xil j jJUl! j ^i^d! : (Firewall) 3jU^-I jl.br * 



: iolj^kJI i^a>-Vt i>JlS^ ^1 



lockdown2000 http://www.lockdown2000.com 

Pest Patrol http://www.safersite.com 

The Cleaner http://www.moosoft.com 

Tuscan http ://agnitum.com/products/tauscan/ 

Trojan hunter http://www.trojanhunter.com/ 

Trojan remover http://www.simplysup.com/ 



Phishing Scam 

SJUaj oU j-U-a jt 1 jJj-U 4_*1£S" £ 4_vsl>- oIJLj di_U oJL i dhJlS" 

£ ^jjJl IJL* ^0 SJujJU JjU. ^Jt jJlp j Ijj^i /36 jJJ j ji iJLfc 
j>y£\ j j 6597 Ssoli-I .>Lk^>Vt JSL. j jjlp jJ j cJlL jiSJ 

. r 2004 f UJ 

5JL^j diJ*l>-j S SunTrust Bank ^A-j dJLj t'^-aS- >-l dJJI ^ 



./http://www.antiphishing.org (1) 



Dear SunTrust Bank Customer, 

To provide our customers the most effective and secure online access to their 
accounts, we are continually upgrading our online services. As we add new features 
and enhancements to our service, there are certain browser versions, which will not 
support these system upgrades. As many customers already know, Microsoft Internet 
Explorer has significant 'holes' or vulnerabilities that virus creators can easily take 
advantage of. 

In order to further protect your account, we have introduced some new important 
security standards and browser requirements. SunTrust security systems require that 
you test your browser now to see if it meets the requirements for SunTrust Internet 
Banking. 

Please sign on to Internet Banking in order to verify security update installation. This 
security update will be effective immediately. In the meantime, some of the Internet 
Banking services may not be available. 



SunTrust Internet Banking 



jLk^sl iuUj :(10) ,tij Ji^Ji 
£ J^^L-dJl 4_>£J1 4_jUJl>- i^oJl^-j 4_>LJ-1 4_Jaj| y^yCj aIS dJLuJI <jl <*Ji~« J\ (J 

.^Ja^il JsljI j}\ Jte- JaJ^aJt 4Ja_^l j> J~>=-~^)1 J di_JI £-SjiJ J>-^ ^jk ^ ' 

.(11) JSwJL ^> jA US' dLJl jJJ ^J^: -M jJI (_?^ Jaswalt X£- j 



twmm i ■^■^■^■^■^■^■^■^■^■^■^■^■^■^■^■^■^■^■m 

Fie Edt View Favorites Tools Help 


<^Back - -» • 3 g| (3 | ©Search fJJFavortes ^Medla Q| £§ - & 


Address [-e>,h t E . s : / i int er i left rfr n . S . s u ntrust . c om 




General [ W 

' Vj slWst Online Banking 

' i_aj^-» Joj^A 


^ Ss s s ^ ij 1 ajjJ 1 Jaj >iii 

SuisfTRUST - .jy^. 


SGN ON 

Q DEMO 
HI SYSTEM 


Internet 
Banking 

Bill Pay Just Got Setter - 

Select same flay or next day 
payment delivery. 

Learn more 


Enter your Customer Identification Number (CIN) 
or User ID and Password. 

CIN/User ID: | 
y^JJp' \ Password: | 

-/ f irB Fnrcnt CIN/IJsfir ID nr Passwnrri? 


Piotocol: HyperTeKt Transfei Protocol 
Type: HTML Document 
Connection: Not Encrypted 

Address: hKp: //32 90. 1 65. e5/s/loain html 
(URL) w 

Size: 1SE11 bytes 


| AVAILABILITY 
Q HELP 

Q HOME 


" mnm " ^Si^^IIqI^uJI 

Modified: 30.11.2004 r. - 

Ceitifcates | 




| OK | Cancel | 


Stan Up 


H*tpful Hint* i Brawtar Tast I 

I What's New? I 





.Jup dLJl y :(11) flj JiLiJl 



: jA j LLa>- jJuj (URL) 01 : LoU 
. ( http ://internetbanking. suntrust.com ) 

«L3 ^Jta {jSjij .lil>- iijj J j^-sta j>-\ lajjjLi d\ J^*l\ ^ij^ ^ a -*-~i 'j^d^ 

4 j-Jji ' ^yalLviii- jL~>-' ' Olj-iVl 2jLii! jjJL; laa.^b 

iajj_»i .^JSL^xJl (_j ^Cs^a jjk Ls^ ^ylajw 0^_a~*-!t -^ij^ j' ^-v^~J d)[_a~*-!l "^i^ 1 cj^ - 

: oij o5 jll t ijU J) ^ S^i Olj nJl 

^aU ^ oL ii^Jtfj Aj^JI dL"U jLw Ju>y .( http://82.90. 165.65/s/login.html ) 
L_i jlS" j £ ^yJLSi-i di-Jl ^Jja J\ dJLL^ j«J 4 ZJLOsM £^a JsljXa £ljL^AI 

Jj^la oLa jJUil dJ_U iwJlls ol 4_vsl>- t ^l-W^ Jj diiU i)L« j3! dUt Jia dtaU-j 

ysjii ci> [i] 

2L3JU-I oL^A-l j_« iL^ J.\ JjL^ ^ a_^>- ^UJ-I JjL^ j * 



J_iflJI J^L^ij £ JaJlS http (j-Jj https j I-Lj 61 Ol ^ JLS'lxJL J J-° iJi^ 3 

j_SLsT C-Jj ^j-^-l j dLUi oULo C~«Jij ^jJait lit 

^a-ijjj^JJjl i L$j ^jJl_;Jl>- ^«_$ jj 4_iUaj J|jLI_*ulj iilkJl *LjJV 4_LJiJ-( 2_$r>jLS 

t il jjJI J^i« 4_Jlli oL^ujll (^jJ Lu»j JjIjj iJjji^JVl o^LJ jll Ju>J V 



Spyware 

j j-va^j jLS^j ( j M ^j>ci\ ga\ j_; ^ tJjijJlj .La jjjJ ^il jil aJI Jl dlAjL^" 
i oLaK ' ^j-" 1 oLajJjw » LiL.. V ^ u- ^^ xjl : L«^Jjl : (jjj-al 

JsLcl Si ^ : JJ^ < AjjLf ^1 y-V : j>-Vlj j i aJ>oJ1 oLLJ-1 ^Li jtj 
.\sj~3 J&\ AejL^dl «J!jll jl /ujJ^I jS^Vl ct-*«JI olfyi jl ti^lgx-Vl 
Ui" j .dJ_^> £->lj oil dji JLv^Vlj jLgJL-i oLiLk cJj^J g»\ jJ\ dib jl 
i>-L^j i ^-Uil Lxij iw~Lko oU j-L*ii jl iJ jl~JI J^^Jj < SJIjil j ^ b\ 
(jjjjs j^-c- jll oLjLJl •^-^ (j-* l^j-^j 1 £ 2 JJI ^ 

[1] 

Keystroke Logger ^J^' l?-^ Cj\Ju J-^~J J. # 

iJLa -<4&JI di-jliLkj ^>U jlj < jjjAl oLJS" < 5_jo jjj 4 4_jjj^JI oJu^j JjU j 
jl 4JL0I ^-Lc <_jV a-JI jj L-gj| cr le. 3 (_5-*j 1 <^Uj J-**i ^Jj^i ^ 



.4jj|j^k3l 5lMa>-Vij < Spyware ^j^^Jl ^1 
Adware OU^Ap)!! * 

.4_jji- jA j*-£- 4_jjL>-I 4jL^]aj (_^jL>cX!l LfliJLA ol>5-£ jl ^jA 

: ^ol _^J! diL" Jl*. ib>Vl <y j 

^Lg^o ^- Jlj ^ JLJLSjo j->-f li j«jJlJ!jj id—^iJi J_JajJ (2) 

.4JiJ oj; ^SIj* Jl (3) 
Popup iilii^t jt Lf'liAJl obti-^Jl * 

56 Is-j^j JL^j'Vl jl£ til 4_^>li~ i JL^Vt j ^Ualll iJj-a dilf^Sj i OJ j^Vl 

.<_j j^iUJU iwoVl ol ^Jd]t 

.4JI 

u^yi Aij- ci> [3] 



ili&Lj iJjJ £_ijl jJk jb ilL-Lfrj i) j-ol OjJj diijU Jj^Is Jf- 
. Sis S>-jjJ Aj\j>z1^j^\ «■ liJjj^il>- </2J * 

ySjl! ,i> [4] 

: Ji* i^LJ-l dlsil olLJ^dl y-\ S*jb: S^Vl ol Ju* ^Js. ^ jb * 

J Lo 4 9 j^jw ^ »l J a Ig U>- 4 jLi ! 5 >-U-l J IS- * 

.www.download.com 

" I g ■/?»■) £ jJi ^(jjitl^lj 4_y?UM SJlijVl oIjjX^ I ^51 * 



.P2P ^jLiil ^.l^ * 
JJLiUJ SP2 JjJi^t ^L_kJ iOjJl^JIj b dL j^L>- jlS" 

.(12) 



..."Vl 1 iljlis)|l _>b_-- ...<U*Li)il Jills Jl ijldjj 

...,>»lj3 
Windows Update 



Site popups allowed 



Dgout 



Windows Messenger 
Sun Java Console 



pmi-001 testking 'Co gle 

kfij^l (_>ajC- (_)£-oJ ^ | »^ 



.tu^iijl^l ati J\ d^i=^ |"?] j$\ £f • 



3-PuwJl JjU jJl kJUjjl S~^U«- :(12) *Sj J^-iJt 




.<-> j-jU-U jviUiil 3*- jJ J** j :(13) fij J^-SJl 



2>j i ii i a <L3lL> LjLajJLtXI ^j-ai 



.(14)^ Jbd! 



Internet Options 



General Security Privacy Content Connections Programs Advanced 



Select a Web content zone to specify its security settings. 



9 




© 


© 


Internet 


Local intranet 


Trusted sites 


Restricted 








sites 



Internet 

This 2one contains all Web sites you 
haven't placed in other zones 



Sites.. 



Security level for this zone 

Move the slider to set the security level for this zone. 
CP High 

■ The safest way to browse, but also the least functional 
— - Less secure features are disabled 
^F- Appropriate for sites that might have harmful content 



Custom Level.. 



Default Level 



| OK ] [ Cancel | [ Apply 



<Li^.!>lc [5] 

: cjlill (J^ - **" (_s^ ' (j-***^*-^ ^ 4j>cjlS3. 2Jj-Lc- ^ot^j iibjii 

Ad-Aware Pro. http://www.lavasoft.de 

p „ . „ , http://www.safer-networking.org/en/index.html 
Destroy OL Search - Spybot 

Pest Patrol http://www.pestpatrol.com/ 



.oLo jJj>ii iSLji LjJ j-s^j Jl>- (j If** 



Firewall 



^\g. ^yi yflUl ^ j«_,J V jjj-Ut (Hackers) (J^^-Lal?!! (3 j-^ C>-l ji i oL^aJult 

< jiJijjJi Ji« (Malware) 4^JI ^1 ^Jl j-iJ jl t LjJIjjX^ ii~*JI jl i js-frSSttj 

.Ia^c-j BjIj^Js <u-/2>-Ij < oLajj-Altj 

(jr L*i1 i^j^Sxjj .ijjUJi ji U^jI (_s^J (_^' (Firewalls) j( j_l>. I jLi^l 

< i_j j-^l>- tj (software) ^li jj y i_iJj^ ^Uaj 4jL«J-t jt-^>- OJ J uIa^^U 

' (j-^LI ^a—*o ( jl^-lax)l 4 Igai 2 jSsJ «uJlJ 4jL«ji-( 2 j^-Sj 

I [1] 

UjxSL_ji c3j-*J <*_jLv>- j!j_>- ^-v* ^ ol_-ijil ^» j2j lg.^..ail ajLvJ-I (j^s j^j 

jl j-£c V JjaJI IAa jl Jlo .( 1 5) JiLUI Li" < oJ Vl iSLj. ^ ii^ljill 

OJ ji\ jj i LaJull oU-L-i-l a^Lk-^Vlj jj_f*j>JJ ^L_~JJ dUi j i LAS' Oj£j 
(j -> j_>- jil ^°Li ^Jl j!A>- ^Ljj < J J^o (jru^kiij (j^uLjikjl 4j(i 

83 




.SjUJ-I jIO^ j^s j : (15) jXiJl 



5_jU«JI ,ji>ciJj .^ys-jUi-l ^<Jl*Jij sLxjuJJ 4^L>-(jJl aSL^xJI (jo oU <*-st j-* 




SjUJ-I jlJiir ^UL^t^ Ju# j;P ^is j :(16) Ji^Jl 



(jl j^a. (J-aau t flj£ [2] 

tjufc .4_jUi-l jl jJL>- S-jUi-l jl jJl->- J-*G- Laj^ls 

: ^yfc jl-^f- ^«-v2j (j L_~JL«I i3La 01 J jii ^j-^ 5 jil 
(Packet Filtering) 3 L» jll Ol — iUl Jujtii* A h J* o j L»t (!) 

^j-o ,j_i>cX;j ( Oj^-C- j-C <-i Jj-^* l j, /a "*» a ; iajjlaJl « 1 o o ./? « <L>L«ji-t jl-^- 
Jajj^xJI a ,1a j t 4jLJ-( jl-A>- ji-^i JLSI ^yait^Ji La^J^ -kjj-XJ i-ij^Jall iJU 

.(_5jbJl jlJu>JJ j ^53.1 _^JI (j iysL>- ^jj^sj J^"-^ 
3^. ,1)1 ioliJl <_i> jdail jijUP ju»u £0 cij jdalt 3l^P o jJLtf (o) 

Ojj (j^Ji j-^JI 1— aJL>- jj-Lj 2 jji-S" Ijj- 0 ' •iili* Ljjj^JI I Jb^j J-^jj jl < U l*s j^o 
JL^jjL ^»j-«j <— > j^U-l (j i j>- jil J.JutrJI ^Uij jl ttUi jj-»j .^-i^~J.I Lgj jjuio jl 

jl < ^a ■/?" C— jl? *l j-*-" ' '*-~ c -j (3-~*^-^ j-^"^l Jl CjLjLj 

J**^- Lo jj^-Cs — J^-*" ^Jj-^i *— iijUia (j jLj>-l Lg-*-«j£: oULJI a J-&J --^J JLujI 

(IP ^j^— j Lo jt 1 \ gi^ jt ^ i !l i_j j_^UJJ j_w*U J\ jl jjjJl -0L0 jLw ^ 

< a^Jj j iko J,! aj^>-Vl j5L jUi-l IJla jj: jl j^«Jl li_Aj .Address) 

U? 

jttjjiij' JLJLj 1 oULJl J-wjl (^JLSI i_j j_^1j>JJ ij-wbil jjj Jl JLjl y (j 

i_j jLil i__>Ut_s^l J^i ^ ^-Usi^o jlS jl joJl 1Jl& .LfJlis ^JJl ^JJ^i^J^ h>jJ~\ 



t_3j jJall t_3j j-Iall J-^ji *— ' j-^^tl) j-^' j-^!' olq; 4_>l«ji-l jl-*->- 

jl j-iVl V lj-$jj Vjlj 4_~i jtJui-lj (j^L^-t ol j-j<JI 1 

jit iw-f-jj Uj-Lfrj .1 gtc- (Proxy) ^-Sj 4_^ij o-^jj < L$x>l»>- ^1 jl\ 4SL_jJI 
J^S" JL>-tj Ul-^jj i 4_>LJ-1 jl-l>- 01 jlc- J-*^- t_ijjUi« j a J-^jJ 4jU -> ^1 ^X^l 
JJs- i 4jUJ-( jl-^>- jl j^c- 5_JLj-\ jJl aSL^JI Jl (5^ jl ^Jl ) ioUJI t_ijjUali 

Jail^ jl 4-jU-l «-La Jlj Vj .4_ol$jJ1 LgX$>-j Jl 1 g pJ> t \-g\jjk> [^a^C^j\ 

^ l?:.ll l-Lfcj .aj jl jJij 2 j-iLyaJI t_ijjLlal! ^jjLLfr (^ru 4J Jajjj AajI^ JjJ^ jlJ^I 
JiJ^ jl-L^-l (jV i JjVl i-aj^kil O jlla 4_>LJ-I ^j^] I JJJoa j£j-> 

J-JJ^- j«-^L) t_3 ^aj ijjjxjl «Jl&j .L^U^-L^o jljl j^o <U_g_« LJWli LsT ( <LL>-lJill aSLjJI 
LjJjLx^j j 1 1jL*2X>-1 (NAT) jl i (Network Address Translation) jJI ^jjLjJI 

(Stateful Inspection) JjL-Jl 3 i t O (— *r) 

LgJjUjj < ^jJjjlS^Vl cJjj lall (j i-Looo J j-ii>- 4->bJ-l j'- 1 -^- Ua 

.Lo <LJ_*^ JLjiixJ ^jjL^ (jru jSjVI JJjLdl ^Jjj^J Vl i_i>jUail ie- j^ji 

jV S eJLC-l jij ^j-^J j<J li) (3 W <jr*~^ i-flJjUall 3jj^£- (5 j£-j 

jl i ^ol LgjU JjJi <tAc- -*JjJ LfT i 4JU t*J>- C-~*^Jj (3^~*^' (3 l ^~ c 'jj CS^ - 

. iW"a ( j /i 25^i L^LojjI t_ijjUi« 



iwijjl lall ^^5_s^ J_<~«jJ j-i^l jl I g* < >J->-lj ^lwlitlw(l jJ\j>J> 2Js- lill&J 



jjj - UjL* U^il L*S" - j_^s> j :(IP Address) ^ ai jJl 01 j «Jt -t 

tjjjiia jjj^ jl tij^l j!Jl>JJ ^SUJ (OJj^Vl a^Lj-Si j *]jlL* Jl$>- JS" 

Jl J ^Jl »J^«i~ll ^J^- J-g~J : (Domain Name) JjlkJl ^ — 

ocaU- ^ylc- Jju (www.ksu.edu.sa) (j\ l?:ll .liL* SjjSjJ.1 ^Ji 

Sjtjj ^j-Lfr (www.moe.gov.sa) J.A_> L«_Lj < c— j j^>Vl 4SL_j< ^-It .> dUll 
jjj^> ^-C ajLJ-I j!Jl>- l£- js ^*~Jt 4£LJ>! j (O^^b ^Cr^' 

■ {jyu* (Domain) ijWz, ^ ioUJI iJjj^JVl t_ijjUall 

4J~*ll 4_i^lajt UaJjS'jJj^JLjJ : ^^sS-J,! L-JsbxJl J jT jJj^J ( — ST) 

^JU? j .oui-l dl_b j LoJui-l ^JLl^ cxri oLo jLJ.1 <_blJ j ^JsUdJ 

^jiJl oUjJi-l £j^> iw™*oj .(Browser) ^Ji^i\ JiU Ltf-lJ jl < ULJl Oj^j ^ ioJiiU 
dLb j«jJi-S Jc4-^ jS" yjjJL aSL^xJI oLi i oJ _^Vl 4^L_j< j ^JiiJ 

^-Lvsxll ^ oL» jhUII JjLJ ^Jii— j :(HTTP) J j — T jlj^ (1) 

.£_L^d1 ajjjj ^AJI ^ijll j ->jJ*J 

Vjlj < L^ju 2^-5" i^U- oliiil JiJ ^»Ji^o :(FTP) J jS* jjj^ (2) 

. ^yjjSH^] Jo^Jt j (Attachments) oils j^i" l,JL»<jl j-o 

J^JI JiJ :(SMTP) JjT jjj^ ( 3) 

.Ji*; oU jLJ.1 j t olSLxJI SjbV ^j^j :(SNMP) J f j>jj> (4) 



^^jo iJtij i Xjo ^ U jL$>- j^lc J j>-_lU ^o^j :(Telnet) JjfjSjjt (5) 

.^b^ljVl 

o-^ oLJ-l jl-J^>- ij* <u&: ajUJ-I jIJl>- JjJ-^dl jj^^-xJl 01 6 

cJjj lall (j SJL>- iSL-kj i oULJI J— til ^JuicX^il J j£ jjJjJI ^jic- *Lo t_ijjUail Jj/>j 

J jjj^I 01 -Ji-^-j OLi i L^oLxc 4_jL«ji-l jl-L>- ^ j-ii i J ^-5" jjjj^l ^j-j (_s-^ c- J-Aj 

.(-ij^Jall <wSii^ <bls Vlj £ JjJ^lj cJj^kdJ £-0^*0 4jLJ-I jI-Jl>- Ols 4j £J-«-~° 

(_$JJI -Lid I /«Jj J-to c 4_L^j«dJ L-^L^I Lg^olJij^-^ul Lj-^-€ (-5 ^-^^ -^Ljt>j 

0_>sJJ 4jUJ-I 0Ij-A>- if J. US' .4JI J— 1 jll jLji-l j cjjjiall J-Jl"-*^ 

Ol jLjJI dJdj ^ic- Lo Lpo t_3-UsIS t t_ijUall j ol jLfr jl oLI£ ^ 

jlj^ ^ijsi [3] 

: U Jl l^u SjL-iuJkl S_gJL-l tt~->- ajLsJ-I 0IjJl>- t-i.:.,,?" 
4j _J jj £j_JI IjLft j : (Enterprise) — &I OLLdl 4jjU 01j.br (f) 

JjJ Lo UU. j .(Symantec)j (Nortel)j (CISCO) J_Lo 2 ^a^u olf^-i 

oU-Jui-lj L^Xfrj-ai cL-t>- jj- 0 OjLio 0L5J-I 0lj^->- 2^JlaX« U-l jjl 2jC*,<all aS" j^JI 

: ^ Lc 4jLJ-I 01 j-A>- jj- 0 liAj .L$/U£ ^1 
4_i-ljw (j^j-*) ^«-«_s^ 4JIL ^515 jL$>- j -LJU-— 0j-£> oUJ-l jlJi>-0l(l) 

.(_£.>lc- i_j j^-,l>- jl$>- (j J-«j>j ^»lj ^ ■> ^1 i^l < ialls ie-j^j oULJI 
1 t-ijUail 4_L>y- : J-Lo t S-jLJ-I jIJl^>- L^JUj ,jlJI oUjlJ-I jJLjJ (2) 

.iojiiu 2LJ ol jLj* Jl 4jLJ-I jl-i>- J : J<-^ (3) 
.JJutdl j «•! j-iJI iiK ^Ujl (4) 



.(Cisco) & ys. 1$*^" jJI ^U-t 01jJl>- o>-S> (17) JSLiJl j 



.Cisco STj-i 3*13- jU* :(17) Ji^Jl 

4_j j£ (j 4JLLu £jJI IJL* j : 3 jJu^ai\ oLLill JjL»J- AjjIj <jlj-JL>- (<— •) 

JJ_jJ jl £ oLLJl ii-Luo if- cl^>- £jA V 4jt V \ t <blju LjIS La-^ii ljW>- 

^ L* LgJLc-1 j dJla 4jL«J-1 oIj-a>- "• ij^a^JI Sj$>-Vl JjLA- OljJb- (-:>-) 

3 j— Jl Lr l^ ol£ j-xJI j-o Lyajl JIj^I Ijl* ijj ^•l-JJI jl <— 1 j—U-I J^o 

(1) Norton Personal Firewall 

(2) ZoneAlarm . 

(3) Sygate 

(4) McAfee 

i i—ijjl Iflll ' oLj_i- oJ_C- <LLji-( jijJ_>- ( j^o ^J-JI 1^-* J 

^ol j_; ( j-o 4_)U jJlj £ j^JLS^]\j I ^yJj^JVl -*J/JI *jL>-J ' l — J l-^Jj^l -Lf ^jLJ-I J 

l_jLst L«l f c— i j^Vl ^ol^JI J-;J^i tj-^-S J -(Spyware) ^j^^^JI 

.(ZoneAlarm Pro) Jl* jj^L jl £ (ZoneAlarm) : JiU 



ZoneAlarm jjjbJt jt-L^JJ 4~~J> ^Jl LiLiJJ y ( 1 8) JiLiJI <jj 
aJL^ij jji? jju (ZoneAlarm) 4_>LJ-1 jt-L>- ^j-i; < OJ j^-> JIp j j>- y> ^ij^ 




J4J J 



ijjiS^l^jJIM*-^ 



. ZoneAlarm h\2~ jljJr iiUjl :(18) *ij JiliJl 




^ify jjj'i ^jit 



REPEAT PROGRAM 



Microsoft Office PoweiPoint is tiyimj to 
access the Internet. 

Identilicarion: Not available nZoneAlarm 
Appfccation POWE RPN T EXE 
Desftnation IP: 1 32 1 68 1 8:Port 8080 
Mote Information Available: 
This ptogtam has previously asked for Internet access 



Sm.iilDefense Advisor [ More Info... | 
i Want to nave fewer alerts'' 

Find out how 



\~ Remember this setting 

I a»w j [ 



n.J yj\ '.j* ^gk 



ijj-a J.-S" j Sjjjjl^ iJLui j ^^-^ *--;4J J^SLC SjLJ-I jt^>- jl LftS" 

JjU S^iS" 4i~>. cJ/SVl j 

i_ aJj^o ^»Uaj LgjLj L^i_s^j jj-^C ^^Jt t jljjJM L^2jI 5jL*i-l il>!>^" 

J_to LoU- Ijj_^iU>- dj-^. i_j j_^U-l IJl-Aj £ i—) j_wl>- (j J_ «j<j (software) ^>LJ 
4_Jj (^^Aff- 2jJ_s ^-^1 il) j-^-^ 4_^l>- ola—^ljjr lj_j-^l>- jl £ 4, ./?->tJiJl oLj_^iU-t 

ljjjd->- ^|_J->t ^JljCjj .4jIw^« oL«-Jju (^^-^ ' (JO"*" ' t/"^ JJj^. 



4_L^jll jjjU*]| JjJ^ 
Network Address Translation 



j^i- c— ! j^jVl S^ii fs*j>- jl < ol*S jxjt ^JS" c-j j^j Vl iSLji jX 3^ 

J A^L-dJI «.L$j -k^j-J 4jI Jl OljjJuXjl l _pa*J jls £ 55 jJl 4>-j ^-Lfr cJj^jw 

^>o- jl Jl-SjII s^-iJI J . jl— Jl 0 j_lo 350 l^oA^—o {y> j jj-o 4jU 

j jl Jl ^Li^ ^ ^Lio -kJ J> jLp- JSj JS" -bljx> i^SJI 
j j-S^o (_s-*^ j^' ^ J-**^ *J ' (IP Address) ^s-^Ij <-j_H*J < g^-Vt J^L; 

jjuJI ^ .1^ Li (4.294.967.296) ^ L. J\ « s^Ui ^ 32 ^ 

4-£>-l ji j .<L«S Jl JjjjUjJ! L$J ^Jj>*X^o ^1 ilJaJI j^o Ju/sl ^-hll ^^iJU-l 

i iUkLxli a JlJ J jL£l j j j_y2X>J.I 4^ Jl (jiJ^' j^ -5-^1 SJLfi iUajto 

jjk (5 JLSI (NAT) ^jip ^IL-^I Lo jl £ JJjbjJI Jjj^- v <^J 

.(Network Address Translation) ^ikval jUal>-l 

(NAT) *#Sti o-U-Vl S J&II [1] 

J_oJj (Internet Assigned Numbers Authority IANA) LS «-~^ <* oJiu i]l_J!> 

U-Lys JlxiLj - 4_; Li j^a jl j-j<JI Oj-^j £ L&j-lk; i^J Jl jjjLjJI e-LLc-l 

Jl jl j_jJI jj-£j jl ^j-U ^ ji- iJidl diij U -^IJi^^U 

Jl ^jjLjJI ^Ldl jJuJI ili ^—jj .^SLj. J jl$>- ^Js- Jjo <bl ^l £ IjuJ 
b-Lfr jl £ l-L>-lj LJ j - ij>-|jj| iS^-jJI L^wJj- U (Ja*j Lo Uli- 4Jls 

^L_dJJ Jsll 2j_^>-Vl (_5-!a^ .C— j j^Vl A^Lj. i^4j JlL& IfJ li ^jlo O jSJ ^li jVl 
Jl^-Ij ^<sJ j jj-Sco V Ctw^ iiii (Ji-ljJI ^lO^L^Vl ,_J5 jJJ j l jJjL^ iJi-ljJI 

LJl jl (^1 £ i^nil i^LUI £jl>- j jVl «Jla jl jJ- ^rUI J>-b 



jL$£ JUaj'Vl 4_JL>-IJlJI iSLUI j jLg^- ^-i-^j UJC£. (NAT) jj^ (jLj 

o\ ' '—•■j aSL^uj 4^L>-(jJ( aSLjl!! 1 j tjl$->- Ujls 

Ja^ jJl jL^i-l J->L^ ijjLlall «JU!> 5j JlJL^j .4-JlsM i£L_^JI J*-b ^il jJI J^u ^ll 

LJli j . .> j_^ait ls )J>-\j3\ jl^i-t ^J^J J j^l J-*-" ^A' (Ji 
L$>- jl (Firewall) LjU 1 j1Jl>- L«l (NAT) ijJb ,jJaj ^jJt ia^ ^Jt ^J^H ^° 

.(Router) 




. NAT M 3 J-»* :(20) «ij J^-iJl 



(NAT) [2] 

: L^u < (NAT) ijJLi 1$j J-*ju (3 jJ" SJic- iill*> 
jt-jJM ^ : (Static NAT) J i C~>liJl ia Jl (1) 



li_A j : (Dynamic NAT) J i j f«U jjtdl Ja oJl (O) 

L*Kj £ 4_j>- jli-l 4_^«i ^Jl ^jLjJI ^ ^Jl^ j-Lc- jJI jLji-l (_5jJ Oj-£j £jJI 
^jjLjJI Li J^pJl jW>- c— j _^Vl iSL-io JU^Vl JL>-I.> ji-$>- 
Ul jip ^y*- jLi-l (J _«i ^Jl 01 j^»JI ^iJuit^ilj ^jI^-IjJI jl^-l cj-^j ' 0^' 
^-Lc oJjil 01 l-L* £-v2j 4JI ^1 £ oJ ^Vl 4SL_j> ^ L J^l jdJ <d Ixij^ 

aSL-LII j J j_>- jL$>- i-^i-j -^JLc-J ■ J-^ jil 01 j^c- 4jI J^~^-^ W-^ji (.s 1 " i-flJjUall 
<■{ f'*\ Jlju j .4-JI J_^u Jkl jl j_Lfr « jLipL c-Jjil 01 j-jJI I j-A ^Jt>cX-^o aJU j jJi 

Ja^ jJI jLpr' JI J^' ' ^ J^^^ 4JL^I jl^-l ^J^J A^jl^l 

^ jU-l j^ii Ji\ 01 J^J«JI Ols I-Kaj £ Jlju Li ^>-f jlfi- 01 JJ<J1 1-L& £lJL£ Jj 

■ iSj^ Ji <>• '-^ jMr 
iSLi ^' <jj^\ Ols (NAT) a^jlaj J**^ ii^Js cJli" U j 

jl^i-l Oli LiLJ LSj .(NAT) Jj_p»dl iXsju ^jiL> jig*- jj aLLdl j i_j j^U-1 
JajjJj £ 4_>- 4_>l .(Router) L$>- j« jl £ (Firewall) Ljli ljlJL>- 0j£j 

Ul Ljk*Ua^l (IANA) 5_Jiu sLidl i_JJa; oJ iSL-io aJU-1jJ1 iSLUI 
£ 4_>- jil 01 j-ic- j-A 01 j^-ll '-j 1 -* Oj-^>j 1 (IP Address ULL^ ^Ll^u ^iJi L^ij 
jiS'l I^jJJ 0j-£j ^jlJi oLji-l j JU-i jjfc LJi« 4^ j JJjbf- SJlC- iwJiaJ Jij 
j £_S ^Jt-~fiu> A_Jl>-|jJI aSLA!( J^-'- 5 ^»Jt>cX^ S*£- j Jl>- jj .jyjjU Ja*- 

^j-a^ jJI 0' ^j— ^j«JI L*5_4s 4->- jil JI LJJs ^Jjkx-^Ji.1 jLj>- OLi C-J 

jil 01 vt-~L? .^J^—Al J' ^ j**^' V ^ ' £f J-*^ 

ijj^?: dUi J-i aj^Jj £ ^-Sjll JI UaJI jj 4>-jll Ols £ aJU-IjJI A^LAjl ( j^>> 
jil OLs i^JJaJI JL- <jl J jLs- 4*- jil 01 jij .(NAT) LlaJ ^j>^ j* (_^* ^LLx- 



^^J ^_ — LkJl j jj^-jil J\ 01 jJjJI oV s j jJI JL- ji jjk-j ^ jj^JVt 

J_js A_s*2-/2>J.1 4_>aS jJI (jJjLjJI JL>-I Lfcl jX^ £^-/2J CI— j^t < *— UaJl (j iwJUaJl 
L^U J jJI ^jLj UJlJLC-j £ (wwLkJl JL* jl ^SLc U-Ujj £ 4>- j^JJ (IANA) i*Jiu 
Oli £ (IANA) J^-~* jl jXaJI IJlA <jV 1 j-JJ J\ 01 jXjJI Jl 4>.j; 

01 J^*!l 4_U JJl-4j £ 4_*jlxil J jJl^>- 4jl>-(jJ: 4_>- jil ^jJL> L&J £ 4>-jil (JJ J-^ji J ^1 

01 jJjJI aJU- <l>. jil j^Ju U-u^j £ £_JJaJI dUi J fjji] jl^>JJ Lf «i J\ 

Jj^J ' J ' ^ JUaJI ^ijl olj^JI ^y. ij\ j ^SJI 

.ijU-ljJI iSLjJI ^jU. jl JU^'Vl Lo ^o^x^ J jL>- LiS" U^JI 

(nat) t>Vl [3] 

i^ixil 4 J-JaXj (^JLII jLfsL-l ol j j-SJ JjL^xJI IIa j -(NAT) 

(j-o ^JaX-^o *As £ OJ jXJ Vl iSL^j aJL>-IJl]I iSLxJI (ju ^L>- i_aJL j*Vl iLLi>- j jjk 
A$L_dJL 4_JaJ jil Sj_£>-SU 4_;^i jJI J^jjLoJI A_9 C— j jXj Vl Xo I la." j* jLS" 

^>|jj>cX_^lj (j—xJ (^xll ^j^(JI ^|_jjl jj-o W-^^ 0 -*" i3 f 8". '^-*J ' ^J^-IjJI 

jJI i jjjL«JI 2i jj«^ ^.Lc *Lj cJ jxJVl SSLi 



^jLjJI dU; ^xil ill L^J d~pUI jlS" i^i ^Jl (jjjbj«JI Jj^- « d\ ^ 



J^-b JLfrj JlLC- ij>-jl>- (5 (Jl iJU-ljJI J^jUaJI Jjj^j Jj^- 



Automatic Updates 



i-JL^- - (Windows) *1 LzJ J_Lo Jj<_jd( 4_«Jajl 1 - oLi ^J! *L_j 0} 

OLs (_£ j->-\ 4_p-U jj-«J i Bj-^-Vl OtjjJ J_jljjj < oLAlsj L^oljjitX^I 

j*L^j J-^-^! t_iJ^j ^jl!! J-*^' - 1 J^J ijiw^tdl 4>-U-l 

«jL.j«jj .L^juo J^oUiJIj ol^JiiSI lJUuxS"! i& j-^j < f 0 J-ilaxlt 

^J! (j io ^ll twijUi jJl jl 2Jj-l>- (wijUij Jl>ol (1) 

j^o L$St JLcs-l ^j-a J^-IJ oL£ j i^Vt o! ^iuil Jl^ 

*! j->~y ^J'Ail Bj^-i-i 4_^aij ^Jt^-^ii j^o V^&jS- Lc-UaS jV i i^-«-C- 

tloJu>clJl i^ysl^- oLi ^JJ hc^si\ Cj\£ ^ Us- jij diii "^-^J ' ^-J-l^lJl 
jJl ^ji> w>li-l «JiA J^uJ .(Automatic Updates) jt 
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LoLib Oj-^j 01 (j-£c oLi _^JI ci-jJL^ 01 USj .cJ Vl iSC £j V j>^> j* <—> j^U-1 

j jLJ-l ^o^-Jki j-^' lP 2 ^ (Jl Ot Oj.i lS^ ~ 

^3 ji! JI i_Jk j_j 01 4_Jx- (_£ jjl ^»Jjj*X^Ji.l ( j^o 2jjLjC t Lj J_j Jj-sJI OjSb 01 

oli>J^>J1 (Download) J_w«^j f*J-*i (j-*J ' Jt-^ ^^it ^Ai) ^jj&i Vl 

: iJlxjl J*. I jil ioUixil oli>Ju>*x!1 iJ^c- 0 j^Cj U j*-cj 
.4jc^2il aS" j-LU ^jj^JVt £3 jib i_J j^U-t jLj*. JU^Ji aL>- (I) 

<_j j_^jU-1 ( ys- oLo jlxil ( _pa ju £-«->- iwJJaXj 2 j-lai-t ai-Jfcj . JLs^ajVl <_£ j->-l i^-i-!l 

jl—§>- JI a£^_^JI £_i j-o oli)Jt_^]( (Download) J-^*s£ (—>■) 

J\ iJ\J^£\ JlSlxjl j i Lf-L*^ jJI i\ jit ia^L* jL^aJ j .J^adt i_J j^U-1 

j_« ,3_5j>txJl LoLiL" olLJLxJI a_JUc. (^JUi _^J! ^j-ic-j .istL^aii aS" ^iJI 

VI oli>Ji^J1 4 ju* jJI V .objJL^dl (Installation) vc-^" j* 

.(_) j^Li-l (j 1 g.../?:" 01 •Jju 
(3 j-~j A_oUix!l objJ_>cx!l j^- 1— i-jS" ^-vs j^j . JUsjVI J ii>- j^o 
1 A^a^xJI 4jLJ-I 01 jju>- J^ta £ jLwVl iJui ^j-U Jl<ojJ oLi SJltoVl Ja*j 

\ . j l_)lxS3l (j "-i-J-^-l 01 .oLuJjjaU S-ilvail jJI J 



jl&Vl j < UU^J ol_^ _^JI j£\ ^> oV £ (Windows) JJ^I ^Ui ^j-U 
(Windows) ^ </ £j\5p»3ll J^c aLjL [1] 

La j^jj cs" - ^ <*-*SLiLkJi oli>J_>cX!l 0 llaJ_^l (I) 

J-L^j ^s- LjIaIj oli;Ju>cX!t J-<u<j 'o\ J-^j .(Windows) ^ ) J~»J^Jt ^Uaj 

: SJbJI Ol jla-J-l f-l Oj£> lift j £ dUJJ ^UiJi 

j-SJt -uJ £ (Start) ^ ^Jb dUi j £ (Control Panel) jL-J- Jt ^UjJI (!) 

.(21 ) jjj JSLxJI j LS'(Settings) 




OjJLI ^j-^ j^^-> ^-Ji^-^it ^j-^d (Control Panel) 3 j_sU ^_i> jl Jlju 



j-^-C Windows ^Uii ^ j-^"^ j < J~«-^ (XP Professional) 4_^k~JI ^Jji^~*L^ ( 1 ) 



(Windows) ^Oi; ^ Ldu Llaj £ (1-23) JSLjJl j L*S" i (Automatic Updates) 




.^'IaJLJi doJbnJl oljL> :(i-23 ) Ji^Ji 



.(Windows) 

LSUL" olLJ^I il*^ J>-1 ^> *l ^-L ^IkJI pi jl (2) 



j_a L*£ < (Windows Updates) ^^ie- jJL> jo-j t (Tools) jLf>-lj ^»Jl3*£~J.I ^jJl LjJj < ^oiviii 




. ^^asll J^sf- j* LSUJlsIl obJucJl J^p :(<-»— 23) |%3j JiwJl 



Jji.. US'- olLJi^JI j : (Security Updates) i—-wSfl 0&0*dl (f) 

^jt oliJ^d! « j a j : (Critical Updates) 2 9r Ol iO^dl (O) 

^ 4 ~*&\J j ^ & :(Service Pack) A ^jjJl (— sr) 

jJlV-Vl oliu^i(l) 

t lalil ^IJt^L^V iLjw ^UsjL; i^aiicil (Hotfixes) Sjuj^JI O^Jmdl (3) 

olio^JI (4) 

5_Ji;l *_« J__ *jj ( ^J( ol-^ _^J! Ja*^- 5 (Upgrade) 4_J ^Jl oljl-l_ysl (I) 

. <o$j-^ Jj&j 

.4^2v2j£ jl i*^o jUil j js-Lj oL£ jj < (Tools) iJs-LA\ oljjVl (i-j) 



http://support.microsoft.com/?kbid=824684 : ^is j» ( 1 ) 



^Jji—do ajLx-l (^JJaX; 1 g ■/?«■; jLi oli>Ji_>cXjl e-l J-^"l ^— ^r 9 l—^-fr^j 

^ ^ UlaS Iji^k JlaJ AAM\ Cjlij-iaoll pljaJ JA [3] 

Jl Ig-L*^- (jJI olLj^Jl jf. il^JI il>- ^ jf Jl s jLiVl c~«~^ 

i_J j_^iU-I ^j-C- oU | j/> »; £-«->- ' Jl?"" JLv2jV1 (_£ j->-l (^•j-it '-J jwiLA-I 

jLi ( C-5j-^JjS\jLo 4^ i_^^j ( CUij^-uJ^^jLa 4^ jji Jl IjJLujIj J^2Xlt 

(Model) jl J?j i <_j j^U-l jLfi- i*w2it aS" j-SJI ^1 (I) 
i_j j_^iU-I j ^OitX_^II (Windows) (Version number) i>=_~J («— Sj (>— ') 

.j^ai 

i_j j_^U-l j C~ill j^Vl SSLi (Explorer) 

(-) 

.j^ai 

(jjj^ J i^-^ *j#>-^ ( ID ) ^ J' (-*) 

.(Region and Language Setting) aL^\ oUillj t iakdl ^L>jl (j) 
.(Windows) ^LkJ(GUlD) ^UJI <-iydl (j) 
.(Product Key) ^xdl j^UJ-l ^-ball j < (Product ID) ^xul) j^l J\ G>-) 

.(BIOS) ^-L-Vl f UiJI jlJu^l £o jLTj i <ui jj jlJu^Vl j^l (Js) 

^jS- J-^jj V i-oUix)l oLjjLJtiJI <^j-£ (^JlJI £«Lj jJt jl l£jJ^\ ^j-jj 

: SJlxJI oU jLdi ^ Ll ^a^uJ.1 

(I) 

jl jlfr 



oU jLw ^1 G) 

jJI t_j j_^UJJ (IP Address) J~«il <_s— ^ ^ J~*^ J^-^ ^ .p" ^ j-^'j 
4J jij Lo ^i-jj .^JjtX~J.I >— tw^Kj V Lgjl 1 <*~« j-**- aJu^ oli ol*L/a>-l 
jj j .Lgx>L^>- ( _ S -U i J-«j>j 0L0 jLJ.1 jj-al yes- oliJ^JI « S_JUk)l 

Jjjj" oU j\A.\ JLjajV oU-l ^Jj^ j .*Uas-Vl dLL" 3JL-U1 oI^Jl^. jIJl^I 

JLs-I (j 4_jf iJL^k; olLJi^ji dUj s-l j_>-l (j-^-J! t -*t!^' ^r*~^' J -il5-v2J^dt 
.CJ j^JjS^jU jZ> ^ (Windows) JJuidt ^Uaj jAj 1 Ic- ^ol ^Jl 



: ^ijll j SM$ Windows XP Professional Bugging Device : JU* Jlill Jis- JO>\ ( 1 ) 
http ://www. indymedia.org.uk/en/2004/ 1 0/298702 .html 



— a 

Encryption 



J_*>- jJt O-jl J-fc i 4^vS j./? '4-1 j 5jj_^Jt 

dUi^ tit L.I .oLLLJJ ^J-^J Jt V cJli ^ ljI ji-l jlS" tit SaJ 
V I jL^j .^L^Vt ^ j-^t 5J ^JJl ^ylc. l^2j J^-^> ((5 cS' ji) iJL^t 
jjj-^I 5Jj^> jjt JjVt : uh-^ ->J>-^JH (^-d "j?*-^" J* jijn>^ -"jiJ^ 

.oULJI jjLi Vt Vt <u-l ^jl^ <_£ j— < 

Jt_«5 tit ^-£J i otJLJt (5 ^--^ ^ ^ J2 1 ^- l> - 

(_g *t jj jj- 0 <_s-=^ ^ (5 j-*-" 1 ' ^Ixiit 

. 5jjJ jjy 5a1^ j Lx>- t (^-c- ^y* j>~ t 1 j^-a-i^-U jjy 5-«J.^ ^» t jJ^l^ I J l>- j 

jjaJull ^Ijj g-ljj! [1] 

9 t g** -*->-tj J— c_4_lxi£j .oL_«ikdtj olSj-JLit (_£ jX_*wo (^^-J-C- t g'aj 
( 3Ju>-tj 2 j^o Lc J^ol^" JlLs^- j^<iJ dJU ^ot jJ\ ^yzjuj i LiLo LLlo ^ol jJt 

^» ^y^j ^ <u5 La> j^ji^j ^t jit oLil^i • « • « iiJL5Lc *lc-j dl] ^5 ^ot ^Jt ^^^ajj 
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Best Crypt 

L*^ 4_5jjlaj < j-jLixll (j aj^p g ,*U _^Jt ( j^o 1-^-* 

(wSj-xj La 0 ^-^dJ ' - J— /lit i>-L*wO jL>cX>-lj ^*L jJI I j_& ^J-A> 

*Lfr jJI ljufcj < (Virtual Drive) ^y>\ jiVl jl < (Container) jLiX\ *U- jJL 

^LS -> j_yc*J £ j.j.LJLtJI <U jg ... j_A ji-.il I *Lfr jJI J^o aJjUJlj .(24) JSLdJI j-laJl 

dJJ Lla Juuj) 4_u oLiL jl < 0 La -Ujj) aJI oUL JJi; dLSLc *L- j}\ 

4 a jjj-ill oLalil J_*Uxll ( Jjl JLjUj < (j^? j-v2jJl j^r^ ^-°1-' ^ J-~°) l — ' J-^>^~\ 
liJLojij (_£ j^-Vl ^ol j_) jj^Ju 0 i 4L-Jic- aJuli ajjkj ( ji-Xo LjJlSj 

dLlc- Li *lc jJI IIa j aJ-J( jclc j .Ljjw J^Ldi ^ i Vjl j^i^ll ^ 

j^SLc ^ j^>-1 « j_« e-Lc jJI ^tli JlJLc- dUi-Sj < ajLUI ^^U- jJL; «L«lc-j *Lc- jJt ^J;^^ 
JL$>- j a j^a-^ dii j i (CD-ROM) ^j-aJI ^^ilt Ji* ^ y ^jifr jJI Ji3 
j| i_j j_^U-1 ^j-lc- Best Crypt ^L ^ : UjJjl : ^ja\ La JuV jQj i ^p-V 
^» ^i-^ (jJLdl *j^rt (j -*Lc jJI ^laJ jjj-1.1 4J -.jJ>-^1\j t aJ *L^jJ1 ^ 

.^l^JI J^-fr ii^Js 




. jiidUl*jJl :(24) JSLsJl 



http://www.jetico.com/ -W.^' <_r^ °JJ^' ^ j-^' 

*Lfrj di-~l^ ( ^1 Jmu : (Container) jyi-iwJl jj j£> 

.(25) JSLiJI ,j j^o jA US' l ^jXs jJ\ 4jjA>l ^Js- (j^Vt ajUJI jjj jijl - 1 

kj>- jJ BestCrypt Control Panel jL^iM 4_*SUJi -^-»-> _ 2 

26. JSLxJi ,3 US' 4>- jJ jglj:.>i _ 3 
.New Container joj Container j^>-l ~4 

aJVjJJ Ls j>- j~>~\ <■ ' | -* ; ? : - ;>- j < ' *^- c ' ^j-^ L«_^ut iw^xSt _ 5 

.Create j j jiijt _ 6 




.Best Crypt g^U ji Is- igitfll :(25) Jil^Jl 



Contamer Group View Options Key generators Help 
* Sal * £ ^ " fl > ^ 



- ^ My Computer 

& (CO 

* £ E: 



i q i j i f I.C- j Am i 



Filename 
Location 

Sbe: 

Description: 
A&orthm 
Key generator 



cypher 



/ 



]□ 



; Oi* ©>* Oct 



SHA-1 



0 Mount and format now 
Mourtdnve: |F: 

A 



I ■/ Rl in contaner 
by random data 

Drive C:\ 
Space available 
175GB 



1Q l ii 1 p. j 



. jyiiJ jjjSo :(26) rti j J^-iJl 





r g Container: 
~<S Location: 


c>pher.jbc 

C:\ 




Password: 




1 OK | 






Confirm 
Password: 




Cancel 







,jLil\ sApjJJ jjs US' :(27) jdJl 



4 (Seed) ^LJLxJt L« ^-Jt > J la ■ ■ n liiJi Jj<j _ 8 

.SjjJl iwSjj>- Jn4>- t^lajlj 
jJ 4_>l ^\s- *Lfr jJt (Format) Si^gxJ j\ j>- dJJ jgk ; ,,t dJJ i Juxj ~9 
.*U jJI \Jl>\ j\ i (Start) jj ^Js- Jaj^l < JuO>- 
.(Close) <3^1 jj Jlfr Jai^l £*L^Vl Jl^- -10 
*U- j iijl§>- j oVi - 1 1 
dljiiJ jt jyJ-^t (1) 

t Jl^sjUji j^VijjJU^i -1 



.Mount j}\ p^\> :jJ-\ i (25) J US' USlS dJJ jglg?... ~2 

Jl_S"LxJ1 di_U iwJJa^-^i £ e-Lfr jj( j l JL}\ oLa jUit <bj-~Jj i £jla}L) -3 
.(28) JSLxJl j US' < 4>«3 :sl ^il s-U- jJIj jj^ll UK" i^iiaj tlUij i <ii^jJ* 

.e-l^jJI ^-S y- jU>-( Uajl di^Lc -4 



Enter password 



Container: cypher.jbc 
Location: C:\ 



Drive: 


F: 




OK 








Password: 






Cancel 



l~l Auto Mount O Read only 



. jyj^Jl jj jj^a US' 1(28) *ij JSCiJl 



(2) 

f^SjUJI J^VljjJL^I -1 
.Dismount <*U-jJi ^^^P* ' (25)JSLxJI ,j US' <ujli di) jgl^",.. ~2 
,j ^ JL3I ^Ju>tX_^J.t J-^- 2 4-*>-l j* dUSLc ( ^-«U ^Jt oLo jUit jl_>^1 

.aS j->iJt 'j^ij ' 
Fine Crypt -4-> 



Sj—a Vl jj^il Lk> £ j;A_id] jj^ <J^-Hj < Best Crypt ^s. a ik£ 

LdS" j_jLid1 ^Lxi« jl < jjj-U ^jk— i 4->Ls Fine Crypt Lot j3l ^xs Jl^p 2Ji^>-lj 

5 ^s^-— j L« c^a^x_^l lit Vt i j^LAxJI dU jl £ ^^i-^xJl oj jl 

'(Session encryption key) 4-~JJ r \ j^i—i^ ^LxjL* j\ ((Session Pass) 
i j by£- j^j-Z^ ^Lii« jl « oJS" LS ls- jJlJ^\ diij £ j^i-^d! ^Jl 

Best Crypt ^s- ^al> ^Jl li* J^jj .S^ JS" dJJIj^. ^ VJj Sol jlfrA-l 
4^_~J dLLc ^ ! jlj ^jj^- £ (^V 4JL^ jtj ji-ill £_aJLi.l j^a-dJ dli j 

http ://www. finecrypt.net/ 
J}L>- j^e o jAJ^ JljjJ (^JJt JlJjsM jl £ aJLLl jxJ-\ ^LJ ^Jl ^wvalj" Ju>u ( 1 ) 

.(29) jsLxJi j us" i«jU dU ^ (2) 





j File Edit View Favorites Tools 


Help 


| ©Back - Q - ^ , 


P Search [0 Folders fUH* 


: Address ^C:\ 




A 


i' J Aaoun 


1 System Tasks 




Ijjjj) Hide the contents of 
this drive 
Add or remove 
programs 
Search for files or 
folders 








Documents and Settings 

i386 


File and Folder Tasks £ 








V 





Open 

E* 

New 
Print 



(^Quickly encrypt to 

Open With 
§Add to archive... 
§Add to "Business Card.rar" 
§Compress and email , , . 
§Cornpress to "Business Card.rar" and email 
CgWinZip 



Encrypt with password 
Encrypt with key 
j&Add to FineCrypt Extractor. . 



Decrypt 



Send To 


► 


Cut 




Copy 




Create Shortcut 




Delete 




Rename 




Properties 



. FineCrypt g^UjJ Lt- jH\ :(29) p&j Jil^Jt 



5_«ASy jJlJ^]\ \ si : ^jjk otjl J>- <S}\j dJJ j gJaj ^J> t Fine Crypt j^>-\ (3) 

^jic Jjjs J£J (3 j^a^-j 

"Encrypt with password" JJ^A' <wAs ^1»bx£*>b jjLiwdJ * 

.(Jslj^j^J-l *j jj^> Jiol -1 
.(30) JSLiJI j Ui" "Encrypt" jj ^.U Jaiu>t ~2 



j i h i »" 1 1 



Encrypt 



Encrypt 


Settngs Qjj Password 


[J> Exit 


Output tile name: 


C:\BusinessCatd »■ || 




Add oi lemove ties 




! □ I 




Fies selected 1 


Total size: 902 144 




Name 


Size Path 





®] Business C*d doc 



902144 



I 



FhizCrypi 



. Fine Crypt g^U *&r\j : (30) (Jj J^Jl 



Encrypt with Key jLs>-i ciJULo j-aAj ^bic j-a^JI o ji>.| lil Ui * 

.(31) 

.(6) joij e jJai- £j| p5 < (OK) (jsl jj ^yip -2 



% FineCrypt: Enter Enc 



AES 



Blocksize 16 



Current cipher 

Current mode: Cipher Feedback 

Size of key: min 16 max. 32 step 8 

r Hide key Key see in bytes 



00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 



Initial vector 18 bytes 



00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 



Generate 



OK 



Save... 1 


Read.. .| 








J Cancel 


Help 



~l~ ri a 



.jruL^Jt ^bLo iulsT :(31) JiwJl 

"Add to Fine Crypt Extractor..." 

.6 ^«Jj 2 _^ a ^" t*^ ' JJj* < *-*-^ ~ 1 

JlLsM (j (Exe) AjJ^^j A~Jk ^s- ja£*a i_ila di! jglj^ ~2 

. J*>lJ~ a j^—^" ^J-i Jl-.^" j^JJi JlJjsM jl uLill j^jM - 1 

^Vi jjJi ^ ^ ,*s Oj^i 



.(29)JSLiJI ^ US' i»JlS dU ^Ji^ -2 

.Decrypt j<J Fine Crypt ~3 

^-l^k a ^a->tJ jLS" IS) Lot 5 l^Jlioti 5_U£j iJJLU j^i-io" DlS" IS) -4 

.Read jj ^jic- jc^^' ^bu* JuJi£ dLLs 

.Jjsi jj (^^ic- j«J ^Ixall J-b» f ^-IljII JjJ^tJ jl j>- dU jglj^j ~~ 5 

.OKjjJ* Ju\ -6 

.(32) j£dJ! j Li" ^liil JlUM jl lJIII ^jx^ LiLi dU -7 



r 

> A rcViewer 


C:\DOCUME- 


1\244E-1\MYD0CU- 


1\PRESEN-1 


FCA 0®S 


File Actions View Help Full Version 


& & 


x I a ^ & « 






Q Root 




Name 


Size 


Type | Modified | Path 


™M A|1 Fi|es 




E[jPresentation2. 1 .ppt 


99 328 


Microsoft P.. . 02/10/2004... 
















<l 1 > 


Ready 








1 File(s) |99 328 Bytes 



.jLil\ jJ&\ j\ till 1 15 js£ iALA :(32) *Jj J&iJl 



Action 



.FSjj^^i^ jl £ Decrypt Selected Files 

£ t_jUli 4_J (^JJI 4_w*i JlUM j JlUM jl £ Iwfclil j^A^ dU i dUi JlLC- -9 



jj^jjjll jjij^J [2] 

i \i S3 jX>c-o-U ( ^ ^j^Sl jjJLoj t 2000 jjJ-Jj J.J>_JLxjl 4 obi I jS^J 

-uV ^-£3 .4jU1! iLfcu oULsM j olillt j-iiJ 2003 jjJljjj 
.j-iisJI dU ^.l^ i t yj>ci\ 2Jb~ NTFS ^U^> ^\j3>c^\ 
: SJlx)l ol jiai-l ^LjL ^ oUUM/oliUl jjliJ 
.SjUU ^Vl J^- ^1 it ^l/^ill JJL» - 1 

.^La*. ^ ^251 -2 

.(33) jslui j us" jj>-£!j>dti -3 

.iajULo OljL>- JJ L Js- ^\s- 4^Ji^£> (j _ 4 

.oULJI cjy^ oL^s^l jji^j ~5 

j^A^ix! lg 4_JlxJl ol j l?'4-t J-j<-«j oLj o^i J-fr*"' ^^2j oUSLc 
i oJUM J->-b » j?*-^ •i-is j' <-a_L« ^1 j^L; ^» t j-Lji Jl_U- 

.1 jkz^ J lSW JlUM 11a J>-lJb Lo JS" j jSL^ j 

Ol — J jL>- JuJ^ ^»-Uj dUi j i j^i^lU A^Lf. jgA^tdl dls 

j_5->if^S ' dUjJ J 4.JI jl i OjJlAlj ^>Ua,'JLi ^»Jj>iX-Jkl jlS" lit 4j>tXi 

•j>- j-Ai=JI OU ^^Jl NTFS f 0i^J V ^ 



■I ^' 



Presentation. 1 ppt 



Microsoft PowerPoint Presentation :JdJI 



...jj.rt^ ] osoft Office PowerPoint |g>;| : f I ^J^aL, 



P *ftYA:Mt1£Y«tJl**JI jo M :J^->^Jl i-^u 



— . j -i.:: j I LajLjJ uLwJ 



■>4' | | J?\j» 



. jjJLyj ^llaj J jyLJU : (33) *ij jX^Jl 



.(34) jiLi ji- 



C:\Presentation2. 1ppt J ^tiuJI J—LL; 







...DDFC 360A C6ACD0 VAfl 


(SOLIMAN@oJb.)oJb. 



...*<iJI fl^jj <U^ 




...«1AD 7F3CB2D 


Administrator 



.caI« joLiJ J-^Uj :(34) JlSC^Ji 



Wiping 



Jja£ Jii Oj-^j <*JU Lo t_i_L t_sJu>- ^1 i— ' j_*U-l ^s-Uj (j 0 jjJlxJ.1 _J_j 

2Jl_>-j (j J oLjjX^ jl _£l t 4_^w_ t_i_lU (j^Jj J^J-J j— 51 

^i^c «uls dUiS" jlS" U. j .I^Ia ilx£J1 ^SLc ii- jli i>-L^ 1 Jls- j < 

4_f- ja^ C-__si J_2J .i_jLlll dJJi £l>- 4 ->_U £-l>- ^oi 4____l 
J ^jJ\ j ^\ jJ~\ iLsjCL^il ^jj^ljl Ot-I^-J ^ J-Lfr e-1 Jju ^Ut-iVl 

oL^y_£ _^—«-l 4_^« j£>- oLj> j\ i o_T jl < Lgi_>U^ 

(wwlla^j (Peter Gutmann) j~j jL_jwj < otj_« 7 Lfcif- ilx$3Lj oliLJI (j^- 3 

.2^35 ii=>_i 

(*s-jJs ^JSc^j i J. :; j«_AxJl ^L__j (j^L-*- t_i_U j-Aj ((Swap File) aJoLU 

121 



.iyajLSil c_jLU (j Lo Q^lill Jaix^cj Jii 

^ot^j Sj._p .iJIjlaj . iij-LsM oLjLJI ^-«->- (j^-*^ -uS"Wt t ^-W- c ' • ^ 

j^JLlSI ^s^^ £-* 4-oJJill (j." oJaJI 0LJL3-C- ( _ s Jp ^-s^aXij lJ 4 ^j... <i laM 

Best Crypt [1] 

.BCWipe j\ Best Crypt ^-oU ^ ^va^ ( 1 ) 
jJ-fVl jj-ll ^jic- j£>\ p5 i JjJCj^JI t_i-i£x^ j^o 4^*1? ■>! jil (will I JJL>- (2) 

.Delete with wiping (3) 

Lsi" 4 ^^-Jaii otjL>- jL^liV Option ^-Lc jK>\ t j\ y~ di! jgl^, ,.. (4) 

.(35) J5^ji j 




Wipe target 

\Z t File 'C:\New Text Document.txt' 
■di? : w '" De w 'P e,: ' anc l 'hen deleted^ 
Continue this operation? 



| Cancel | Skip Yes | Yes to All ] View Options 



Wiping options | m Process Options | 



Scheme: | Peter Gutmann 



Passes: 



Edit/View Scheme,.. 



I I Verify the last pass 



M Wipe unused space in Swap File Encrypt Swap File... 



□ MFT Records ( on NTFS drives ) 



I llView this file before deietioni 



About 



.^^JaJl :(35) JiCiJl 



.(C:\ (jij^ 5 -^' *>A*"j .>-t>- ( 1 ) 
Wipe free spaces with BCWipe. ji>-l (3) 

.OljLi-l ^yZAJJ ^ y o VjM jL*** jLx>- V jl j g la . m (4) 
.OK jj ^jic ^| Sjj.Ua.ll ol jUJ-l JuJu£ Ju>u (5) 
.jl jj-l xjj^ J-a^l <J SJLjJI ^sLr^' oU-LJi jJbs. Ja^V (6) 



_______ 

Fine — y, ^»1j_>_l_o1 J^L>- oU j-Ult *i» i«~>- ^ _ bSLr 

: SJkJI o! ^LJL Crypt 

.Sjt_Jj/Vl jjJb^_ij t j jj" ^ AJ1 jlUM jl .>„>.( 1 ) 

.Wipe ^_ t Fine Crypt iJUjlii dU jglj.,.. (2) 

.OK (3) 

: SJlxil ol jl_U ^LjL; ^^JaJi ol jjj jjlp JuJiii _k£Lc 

atf _ sj| _2 

.FineCrypt ^-Lc ~3 

.Encryption Preferences ^jifr Jii>\ _ 4 

.(36) JSLxJIj US' General 

.4jh_^_il j OljjjJl JJlA Jl>Ju£ di_Lc -6 



Sj i ii i a 4JlL) LjLajJLtXI jj_al 



Preferences | ? | X 



Quick Encrypt Session 
Algorithms Encryption General 

Number of wiping rounds 
Rounds of "mashing" encryption key 

C~ Compress all files before encryption. 
(* Compress only compressible files. 
f Don't compress. 

I Always replace files with the same name 
V* Restore original time/'date stamp for decrypted files. 
If file already exists in an archive: — 
<~ Always overwrite. 

Overwrite with newer version. 
Show prompt. 
<~ Never overwrite. 













OK 




Cancel 


Help 











.£~J.1 :(36) J^-iJl 



jjl l^^Jaj ^Jl oLuxil ^tjjkx^l Jo ^ Jbll SJ-ju LgJLjoi- ( ^£J j .^L^it 



Interface 
Paths 



1000 



Files and Folders Sharing 



L p2-*j iJlj^i! Oj^jj>t^J.t L^s j-Ljuj 4_to (j 
.aSL^JI ^ SSJLiJLI : J jVl 

^i.nti J!>U ^> i^hUrtllj £la±A\ a£ jLLail [1] 

.^Ua. j^-i ,*s £SjUu j^Vi jjJi ^ (2) 
.(37) 

(4) 

.JlL^I IJLa S£ jLlo ^1 (5) 

■OUjil j£l (6) 



127 



courses ^j^i 




£« oJ b >JI JA j^jLJjm> -Oi<^ 



>L>I t JL-sJl y^o JLs->^JI Ololox ixj&ii 



odb*«JI lo>A i£jLA«_. gL»mdU Windows it<U> jl ota- ,_,~jS- 

Windows *jU> jlJa- i>i»)C- 



.Jf jUil Ol jL> :(37) ^ j J^sJi 



.(38) jsLlsi jt.jij^^dU CI) 

J-S") Everyone <Lc- j-*^ 0 £ <J>-L-^ u^-* 3 ' J^— -^!J ■ ^•J^—-^ 0 J-^ Si Lull 
iJUfc dl^jL^La ^Is- SjJii Jl^»V o~~~ls Everyone 4_e- <wiJ->- -L*j (9) 



(10) 

(La ^i-j -Ljioj c_si->-j 5*1 ^ij obS") J-al£ ^<s_^ : J-^IS" fs-£j£ (I) 

.JlUM 11a Ji-b oLiLll j oUUM 

. JlLpI UlA J>-b Olililj OtJiLsM Jaij (>— ') 

. JlLsM I Ia J>-b olilil j olJiLsM Jais 2*1 : 2*1 (^>-) 



courses 






£U_uJI 


Everyone -1 C4-5^Vi 


□ 


□ 




□ 


□ 




□ 







j ja^cX-Uj .4SL_xJI J^LJ- jj—a J^—^>\ ji\ ±mJ3*Z-^1\ j\ i Jl_j>-1 ji\ i_J j_^U-l 

.(^flJUa*. ^ < SjliAJ ^Vl jjit -2 

.(39) j usr 

A—S- y : j—>-^}\j i (jrJj sJ.1 (jryoJuk: ^«JJ : JjVl : C)l *jj> iM _ 5 

.(j^ai Jl jl ^L^JIj j 

^jL^ij [3] 

3JU. 

jULiL L^IS-I i^^L^I jl ^1 £ Ji-Vl Jl J^-Vl ^ <i»jl oUWI 
*Lkpl ^ ^j^l IJU t JJLil dUi j3-b olJJLil j oLiiil ^J*. J-**; 

.oL>-!>La!I 2 jbl J^~«x3 oljyu^*i! oL>-^vaJI 



courses cr 3 -" 1 



6^1 | 4gjLA» 



L _ > -^.. x^ ... o . 0 JI j, 1 wLc- jv<^--<JI ^Lwji 



Administrator 


s (SOLIMANVvdministratcrslL "H 




CREATOR OWNER ^5 




khaled (SOLIMANS-xlLi.) £J 




SYSTEM S£} 




Users (SOLIMANMJsers) ^5 



. . . i» U^J 



Administrators -I ilLlj Si 



□ 
□ 
□ 
□ 

□ 
□ 



0 
0 



.OL.ty Oljl^ :(39) J^Ji 



L^.^Jj i ^LxjVl »->Ljj j ' J^jJt Jc-$~^ J^^j lS^I oUiil tj <S"jLlil 



Backup 



i i_j j_^ulji-| ^jl_>- ^yLala 4jj*^»J cJijS>- (_5^J Lj ...SIaJJLC <J jjb lit* -j>-^ Ji L. ™*J 

< I^x^j-lJ ^jkL^-Vi jjjj-^xit j-^ — ! ■(^W**"'^' ijii^^' (_?*~^ ^° J-*J 

.olJiJLsi j oUU j-o L^jjjii- i\ J.\ oULJl -1 
• j^iVi La ' La j*~^>j < Lgi*-^ Jall^ ^Jl t_iixj£j .^jjj^txi! 

cr^^VI jjjp^l [1] 

£ Norton Ghost j> lgJ_s^l ^ J *3j i jjj_ji*Ji Jlj-U- .JLla 

«LiL\jj^1 4 -s uu (Jac [2] 

^— ji | f ikJi oi j^I I JUbJii ^i^ji | g-ijji atf I tjbi ^> - 1 

•£>W^> 

. JbJl Jlp^I ^ £ LkL»-l ObU*)|l j OUill _>j^ -3 
j^is-j U jLs^l jii-l 2.>Ju£ oljJLsi 133 ^-J) %j j^' ~4 



. (\J?L»-I Asx~~j 

.\^a-J\j 5i^jJI Jai>- jlS^o _>Ju>. ~5 

.^JL IjlJ £-Lil ■d -6 

A^Lj^I 4-s mj ^Li.jluol [3] 
I fUidl oljjt I 4i»JUl £.1 jJI I £.1 jJI iitf I Lbl :JL^ ySI -1 

.JWI ^£1^ < oblJitVlj oUUl SjUi«.I ->o>- -3 
jLjJ^i dijSLcj t^l^c-u,! jj ^-Lc jiJL; i-JsLx^Vt 4^*_~JI jJlj>- -4 

.oIJlU- /olilo jl JiL£ /i_ilo 

.^U^Vl^LiV^-Uiu!^ i^JbJI Jlfr ^1 -5 

j *j>JJCj> CjI jL>- jj ^Ac- jkJli dUij t £l>- j^Vt £i JuJu£ di^S-C -6 

: <ulsLx>-( JJLC- ^ol ./?'JI ( j^*J iillA 



E-Mail 

L^JLiJ ( _ 5 ^J1 oloJLiU ^JiSI (E-mail) ^ JLj^JI 4_oJi>- Jl>J 

« jjo <wwJf jl Lai" i ^ jj^JVi J^^t <Ja "'I <^L^ j( V Uj I 4JL* jt ^5Le Lo 

i 1 — Ub^-V I g ./? <J (3 j^"' "'~ 4jL>_>- (Jj^J ^t-litLujt i_JJa^j La jUa^-Vt 

. (^jUi! t]a~*J} JjU^ Lo jAj t ^Jj^JVl Jb^Jl J^j-C- L_$3 dUifT 

Ju^JI ^L ^ Lo £_o J-0L0 jl JoV Jo^-U ^O^X^O j\ 

JL^jV ^Jt^-^o (^JlJI ^oLJjJl j-Aj < (E-mail client) ^.o—^oL-ojl <J ~«j<Jt 

: ^oli _>JI I Aa j^o jL^oj jLc- ^oJ ^Laj .Lj^Lc- j 1 LJLjjx^lj £ JjL* jJ! 
(JlAj .Microsotf Outlookj t Outlook Express J_io 1 4_J( jb jojLiJI J-^ojJI ( 1 ) 
.dUi JLc Jlto (40) j £ 2JLa J^ju j ^^a^UI dLo-L- j ^Ji 

4_oJu>- IJlA 4_Ltol jj-oj .(Browser) ^jL/adl 4I3 ...1 jj j*j (_£ jJI J^-oJ>-!t (2) 

dJjj_«(l>- (j (j^-^o V ^oL ^Jl 1 -L&j < (Hotmail) J^o o < (Yahoo) jaL Ju^j 

Jlj^JI 4_oJl>- ^Jl^ ( _^J1 4^ j_^JJ ii^l*^ 4_oO>- OljjJ_o j jj^i J ' (_5V2^»iJt 

. dUi ^>jj (4 1 ) JSLLS1 j ! (Yahoo) ^aL, Jio 




IMMIMItMlliiUMMIwO.HMiliUli 

e» »■ — *- - • -•*■ •■»•• 

iiwMIMU«fwtoMOaKtail(Mi*MM 




(Inbox) tyjft V 1 ) 



.tflij ^13 Oj^j g-aljjJ Micorsoft Outlook :(40) JiC^i 



(1) 

j\ i ,JI V-^ji ' (Message body) 5JLu (5 j^ij <■ (Subject) 



L*£ ( iJL^jt £-a (Attachment) J£-JL ^Jis- IjJLu jlj oUUjLx>-t (4) 




Olfrl £Ujk» jijft tiki. 



jjjjl. JOB. J V)ijJl j~ l/*** 



.^jUfflsil ikuljj jfjM cS^Jl Yahoo X>_y, ip-lj J^-iJl 



^jj^iyi jjj^i lUu uu£ [i] 

<_£ JJI (E-mail Server) ^-^b <-j^*> U jl £ ^yjj^JVt Jb^-Jl Cty 1 -^! J-i - oL»*U 

: Ua 

t crul>M cr^-J^— il i>* J 5 ^ ^' J 1 ^^ cT 2 -^ 1 : (SMTP) J Jpjji (f) 



J£J JiL-JI JjS-jJj^I ii* Ji^ :(POP) JjT jJjji (O) 

.(POP) y VJu l^Jui^l 

^ii .^J jo=S3^1 JL^Jt ^Ui3 J-**. S-ajS" Ol-J (41) JSLiJI jJL*. ju=«i«, j 

(j 1 j«_5j a jJaji-l) JL^u jVl jj JaA- e-L^oVt -Lju < (Microsoft Outlook) 
^1 (2 joJj 3 jJa^-l) iJL^ JLiL^L (SMTP) Jj^jjj^j p_L UjULt .( JSLxJI 

: La L^J dJU V oVLi>-1 iJU j t j JI I4JL, y m 

<LoJu>- ->jJ-C ijr^j j_« 4_JI 4_£>- jil ^^ais-dJI j aJLu jJI jJlv2^ Oj^j ji * 
j SJL- ji\ £-^> jj (SMTP) J j£ jj jji JU-! ^j-as .JL>-I j ^ JJ&>\ 

a j]aiJ-l) 4JI ji\ ( j^> 5 JlU y?->dl 
k^aJJ- jJ_C (jrdijj^-a 4_JI jil j^yais^iJI j iJLujJI jX^aa 0j&> b\ * 
iJL^Jl jJLvai (_^JJI (SMTP) JjSjj jy i£j£ J ' <_y Jj^-^i 

JaJjj ^JJi Jl^JI ijy j <d ^tUil (SMTP) J j£ jjj^ VLaJl 

JL^jVi ji^j lii (4 SjJaii) LJL-ji ^LA* J sL - ^ u j ^' 

.(5 j«Jj 2j.lai-l) L^Ss_sT dUi jU^ Lo 1 g 1 ... i j«j 4 



0* ltd! JjU<SMTP Server) 



(POP Server) 



yJjjaJV' JJ-tf 11 JWlA-ii Jjj^SMTP Server) 




.^jj-S^I JbjJl ^ J*p oLT :(42) JiliJl 



JjjJI Jj>a 

MAII. Server) 

jjjV! <UJi J j j 
ISP 



^1 

E-mail 
Oient 



4-°^ AJj-? -Vj^ f ^ 

UJl^A j .( i_J S j-la-J-l) dUJJ ^^a^ll j aij jJI SJLu jJI Jii£ (SMTP) 

(_£ jJt £ (POP) c3 yjj^>. * j-^L-* (J J_^«jJI •^-i/^^ ^»^>tX_^J.I i2JJi 



J>jJ&N\ JU*U . V<X\ JA\ jLkkVI [2] 

i oli'j-dJI (jruj VLjCL-J O-Jj^Vl oLoJlJ- jJS'I ^jJjj^JVl JL-j^JI 
JljjJ <3jJti-^ 0 J-^-a 400 Ujlij L o J_>- jjj i J I ^_sVl ijrv-) liiJ-LSj < ol— ~^jdlj 

(j IjjJ^ Z20 bkjJi ^-6-^ -Ajb j>js- Ul .olS' j->iJlj i_^Jj-^i 

DjJL 14,9 LbLdl J5L- J\ jLi" ^2002 jj .wilt iu- ^^-^Jt 
JjL^ J] .>Jl_c J-s^j ol jx>j i ^L*Jt j iJL^ j o j-Ijjj 4 oljS < L^jj ^JL^ j 
Jjl; V ^LijVl *JLaj . <1 } Ljj aL-j 35 ljjUL Lo Jl ^2005 >U ibid! 

ollcJlJl -oISj— LU jLJ.1 di_l jf i ij-^a^jJt (■] j ^ - (E-mail account) 

(Spam) S^L_c- w»o ^jJl - t_j j_c- J.I j^e- J_ ^Jl UiA j^sj .4 oU*xd 

1 j-i-? iwJJa^j — SlAdl jl j j-sl! <Ljj_^U-I jjl j_ll dil f~^>j < (Junk mail)jl 

aL£l~J (_g jJI ^jj^J Vl -A-j^JI t_i_s^ ^ jiSl jl Li^fr lit < JLUj cJ jJI 

Jl oLu^Ji ^ £j_JI l-La (5->J-j -as j } £j^ I-Aa jA oL^jllj olS" j-xJt 

.CJ j^jVl Jl J j-v? jJI jl i Lgj j>-b^: (^Jl oULJaxJI J^i-^J 



: ^ j« ^jit Controlling Unwanted Content : jl Jju JLio ( 1 ) 
http://wstonline.bitpipe.com/data/detail?id=1097086148_820&type=RES&x=460943437 



.La jJJ j SiJi-l 

I^j^l-- ^Ji JSL^JI ^ ^Jj^JVi ±J\ oLi dJJi J) ^U*l U-) 
Phishing ) j«—<Ij L° jAj t ^LuL*J-l <yilj ^L^j«JLll oU jl*il f-*^ 0 j-«-=rW^ 
.c— 'j^Vl ^IjLj>«1u(1j ^jj^JVt ^ws^JLj 4_^J jl Lo jl < (scam 

jy*. jU-l e ^^^w j 4~io OJ jX! Vl Jlc- £9 *LiJLj ^Igll jl dBi ^jifr SJiioVl 

4_sw J^oUcj jJI i^JLlJ! ' ^-^>t."— ~^-U oli 4_JLo <LjjLx£-I 4- ./?->c^i ^« 

4jL«>- ^^jjCj I A^2s*J^i\ 4jLojJjw ^jJj>tX] CJ jX>Vl <j 4*3 j^o Sjljj 4JU 

-kjljJI ^-Lc ^»LJ JCLfrj .*ijll Jl U^lj ^JuioJj ^J^*^ i cJlij^J 

jli dJLJI *-3jX -r^J -(^W^ oL-^jl t5^-!l £-3 jil Jl Jaji dJJj aJu>-l> 

: J-Lo i 4_^LJ-I AjULj J>-Jo (jl 4^ *3jil iwJJaj i ^-jJCLJ Jj 4jl iJ jJo V c_SJl£uJ.I 

oV£ 4_j I t_a_ji^Svj jl jjj *_3 ^ll < La _^£-j (_£ j—JI 4_*Sjj £ 4jL^>- ^<s_ij 

jjLw«ji-l jl ^jJjj^JVl o ■i^'H jL^jl ( _j-L c - j-A3^ j~*J 'Lf^JJ'^l **- ' 
ji f 1999 r u j IjVjj 3 '262' 834 ^ o^ji ^-^Ji ^Ji li* ^ 
Oj-** j /448 Ujjj ;oL^ J\ < f 2002 f U J i^ 14'647'933 

^»2004 ^»Lc o_ F-Secure 4_£ ^Ji jl dU-L-S" ol jJi>J_ll } ii4i ol jLui 

a ^j^Vl ^Ji r u 



^jJls- .What it is, how can it affect us, and how to deal with spam ' : jlj_Ju Jl oa ( 1 ) 

http://www.sans.Org/rr/whitepapers/email/l 111 .php : yi 
F-Secure Corporation's Data Security Summary for 200 : jl j_ju Jl—io (2) 

http://f-secure.com/2004 : ^3 y> 



J^ic 4_i i_j j_c- jll ^^J- Ju^Jl jlS" ^2004 j djt Ji jjjlixJI ^iuu 

( E-mail Filtering ) J*jJ&£j\ [3] 

.(Spam) 4_J t_j j_c- ^11 j^s- Jlj^JI L y2A> c xJI ^Jjj^JVl -A-j^JI Jwai 
JI ^U3I Ju^JI j^c : (Client E-Mail) J j^Vl Jb^JI £«U ^ (I) 

UL^laJI a-Lfc J^^J .i}LA jj-iil 4_J^C (^J-^ ^~r"" 'c^Jj^^' J^**" r>*^ 

aJ_jJ ^j_5sj -Lj^C- ^« Lo_J j^Lxj la -Aj-Ai- jl jS (_j^ aj " Ljjlj £ 

J_S J-j^xit ^L ^ (JI J-Aj jl <— ' j-fr jil jr*" *H^' <^ "• '. J-^~ 4-5jjlaJI 

4_Li ji L*? £ iSL-dJI <3L^>-I Lf £ Oj-£j JlS JL_>^J1 iJufcj £ 42uLy2j 

]aJ>& 4jukj C— ! j^iVi aSL^Xo ^Jj-sX^J.1 -is-JJ ^J—^J Ool^ lil <L^l>- £ ^ujb LSj (3jju~-J 
4_>lS £ 4s^>e_vs ajj ./}> LvSJl 4JLJ2JI a t_j j_-C- J^aj £ i iwfljl^J! 

£ (Antivirus) oL^jj-ai! a-iL^ll ^1 jJL> ai £— -;-wl 0 j-^J 

U lit J-^UmII (JI i_J jil Oj-^o -AS Jj £ (j^I Jl«j jl jaI^Ij ga\ jj\ dib ^jJ- J 

.y&> £ (ISP) 4^0>- J Jj£ iko J.I Sjf>-Vt ^*>- j lg-L>j£ j 



: y (_jl£- Spam Classification Techniques : b\ jlxj JLio (4) 

http://searchwindowssecurity.techtarget.com/whitepaperPage/0,293857sid45_gcil0109 

12,00.html 



ji^j 3JU-I ejLfc j : (Server E-Mail)£j j— s£))|l OjjJl kO*- ijy> (o) 

Ju>JJ iij^is j-^ 1 (3-:: ^-^-i <-tUJJ l*~>j .'ti <_j ji- jit j£- 4.1 ■/?».* 

i-L^a)l 4 jiA Jl^Caj" : (Black List) *b j Jl 3 — wltfJl i&jk -t 

jlS'UL j^Jjj^JVl Ji-j^l i«JL>- ^jjl> «JuJu>- 4JL^ j o*l>- l*l£s i i_j ji- jil 
01 L2>- V iwi-^S"! lit jSJi L> ji- j-o Ijljj; JljJ iJL^ jJI oLi jS*> ^} olj < cJ-Lrf- 

4_5jjkJl aJUfc C~L^J>- jij .l^jutUj db j^Jl i*5U)l « jlfc ^jJ^- iSL^Jl lSjW (Jj-dJ 

*b 4_«jli j^^Scd Lao j^->- jxi I OjL-*x]( oalxs-Jj oL^JJ — ^ 
^jLuJI e i_& Ji" Sjulio jU dJJ-Uj < («-6^jl^ OjjjJj ^1 US' i jjjjUjJI UVV 

.(JL*S j^-J L-kiS^a 

SJj^JaJ! 4 Jus> : (White List) .^Jt 2 wlfljl 3 h Je -o 

Lo 4_i i_j j_c- j« j^c- -bjj iJL^j jt Ua jLaj t L^xSjLJ jj^LaII (jWdl ^jJ>*z^3 



.s-L^JI UUil (j cu— J i$>- Loli olS" lit ' <_j ji- j^o Jujj J j-s^j jus 

: ( Heuristics Engines ) 5J f-LJ.1 J f-l jflJl OlT j£ Abje 

OJlS" lit L« JljJl>=x) j j_^ii>J.l Up>-v2J J^l L Js- JJLjaJI aJjfc J-*1*j 

j^-fr d~>sJI ^j-J^- ^ j-2j J-pl sJLA 01 J j-aJt ^ -LJI jj-iJI J-**J 

iU^olki) 

J jL4j .^Jl^L-J.1 jjLj lo ^Ic j j^AljJ lo UU- aJ i_J_oiJ.I ^^f- Jb^JI ( _^L, js jV dUij 
Ujaj 4_>LJ-I jB jJ ( _^JI ^U-'l ^LiJ^J (3 j-k ->L*sJ j^Jjj^J Vl JL^Jl jU, 

.JX-I d-J-l^x] 2 j^X-J.1 UU-I iibJaJI cIa i_j J^j .sJs-LA\ JS-\ yii\ 

.ii^laJI a-Lfc {Mc~3 ^Jl Ui-I Jl ^ ^AJI 4J js*- Jj^l <>• ^J*** 

Lj_vaj jl iiL^j Jl £j->> j^o 4jl>- (j loj jJI ol*l£JI d-^JI J-«-jJ oLo jJLidl d ijkj 
J_*j 4_J <_J j_C- Jl j^-C- J-jJI jj-a 1 g»o'>- OLo J-Ldi (^^-J-S- *LjjJ 1 JLv»Vl 

SJU- j 2j j! jJI oL«i53( j^-c- ^JIj dJJij 1 4_J i_j j_c- j>js-c- iiL^ Ji 

Jl ^Lxrf- V Lflilj i iijUJI UjISJlj iijjaii ej_A jl-X^j .SJLwi Jl L y2J jl i ^j->> jil 

^ jj^IVI ajj^I ^ ti.USl! J> J^l [4] 

iJLkj j«i j^ - 1 4_^LJ-I oU jLJ.1 JL^ jV jj^JVl Jlj^JI ^Ij&£«<I (I) 
^j^Vl jl^I ^ L. y.. jj^JLI UK J <dbJI jdLU^-jcJjjl .OUiVl 

U& ^^ip U J ^jjKJVl JLj^JI JjLj j Ols J-vsVl i^~>- J^J .1 jkJiA «UJui=X-*J ^jJI 



.(PGP) £oU ^ Ji» ^>it I V is^U- ^olji *\j£> 

^J> jj^JVt JL^J! oL-Si^ U_^>- S^_£J1 oLiiil JL_^ji 
*_« 4_JLjlaj J^oUcdJ ^5_va^ ^jjiS^Vl Ji-j^Jt 4_«Ji>- JjJ^ o V ti-Uij ' (Attachment) 
gjj £jl oLii Ljjw ( ^J1 JjL— ^1 diiJii - j < oL£5 L^J C~~J j^JI JjL« ^31 
(j oL5Lx>-t 'jk-^ oLsllt jj LoJl_lc-j 4I? ... ji«j 2 j^*-^> 

HjJo JjL^j I^Uaj .oLiiil «Juk J^l*xJI (j ioO-M objj^ e-Jaj iSLjJt 
S^JI olilll Jio j^Ul-l (FTP) Ji. £ Lb>- 2^531 oUill JL^jV 

01 j-S^j < LaJjJ ^t jj! ^ £j-> jll SJU-. j SJLi jJI ^ yJI *->j (j) 

Vl dJU j^- JajJ £ (Email address) J 3j&>"f\ dklj^. Js- iLiU- (_*) 

^Li; V dU-LS'j £ ^ij^J V ^Ut—j,! 4_olSJt oLSi J.I ^Li; V (j) 

.1*5 ji« LjJL^jl ^] til j*j l ^\s^Jm\ iolSJI oU5 ^il 
*Jj3j £ ^5^" (j^U^-il ^ (^jj^i J-j^j Jj-s^j *-5jx: c— -£ tit (j) 

(wi-j^ ^»Llaj ^>tJu>tX_^Lj I g .,^->ti oLi5 jit ^LS J-j-Si oLtfi j^o J j-y5J dliJi^ 

.oLujj~i!t 

.iijl^- j b'J^ oL jjJii\ i^liS" ^Ui jj| (j-) 



J-^^JI ^L_^l>- ( _ r -kA J " ^ Jj^JVt _J1 ^ (Js) 

.i^Ui-l dJla J t J«-io i— is jp ol dlic- ' oUs jaJJ (Automatic Download) 

Jlj^JI J-^*^ f^-^i <^I^-*^ «Li t_J ji- jA j^S- 1 Jlj^j J»JLU*J LoJJLC- ((_£) 

^jj^VI ^ UjiiL j> [5] 

jgi-iJ ^ ^ J jS" jjjjJI lift Ju^*j : (1 > Jb a ^U (S/MIME) 3_£yjj> C\) 

.JJL, ^Jl _> JiLU-l ( 1 ) 
. JJL^JI i.}L, JL^ JiLU-l (2) 

.ioj^UI j-AiJI ^jII* ^j^x^ JS" (_$jJ jj^j ol (1) 
cL-^ 1 sjl^xjw if>- ^ Lfclc- B^L^ji ^-litX^ JS" o_£> ol (2) 

J^*^ J*t^ <>* Cy Oj^'j^JI 11^ O^^l Cf ^ cr^. 

I^JL^jl JSLi j Lkj^ SjI^UI s Iaj .Uj^. ^Jl 2:>I^JI 

.i>-U-l JC£- oU jisdl 4SLj< 
ijvsli- <US ^Jl^tX^ilj ^ysli-l jLgi-l j tyjj^^i £^ J* Oj£> ol (3) 
Office )j (Microsoft Outlook Express) — *!■ t (S/MIME) J j_£ j_j J-*^l 
.(S/MIME) J^UxJI Netscape Messenger)) jj 7 a^JIj £ (Outlook 
U&i ^ d!> ^ _> JjfyjjJI l-i* : ( p GP) jJjji (V) 



http://www.dartmouth.edu/~pkilab/pages/Using_SMIME_e-mail.html ( 1 ) 



£ l^aJ—Sj ^Jl oUj_i-t jlJ-Ju (j oULiaxJI a OjLijj . /http://www.pgp.com 
^j-Lc- J-jjj 1 g ./? »j j 1 4JL^jl *ljol ^Jjj^JVl wAjj-JI ^jjj^xJ l« I^j^Jj 

i iL_^ jJl oJUk ^j-o ioli^u^U A^^oi] ZJiJts}] iJ \s- ^Jj*Z*A\ >-3j*Z> 01 JbV dUJJj 
jjl 4J jj^J ^»JjitX_^J.I 0\ I (Jl^r ' V 1 j-* jj^Jj .0L0 jJ-*lt ^j^l (3 ijW2-/25tl«_U 

Jl_j ^Jl ^Ju^X-^V ^U-ail jUaA-Vl J-J&J L_^L1 gpL^JI ^ JJ*X_^_U l> _£c 



0— VI 

Secure Online Shopping 



j UsjI j J_, i (c-J ^j-U y> L^jJJ O^UM Ol ^1 J^\->) 4-JUM j>-L^t j 
(j £j—>J j-~^.J Jg "' A_LiL!l a Jufc AJUJi Lo £_o (^^-^ .AjlLJI ^>-l^ll 



















l^l^-cxl^ J>^\ AS jJW 






(J-b^JI dAj| j^*} AS jjw 






AiLJI dijlyuil jsx&\ AS jjw 


£»JUI, . I^T^Udl 

aJLiS'^I AslkJl; 


c <J lil i-ij— *j 


aJL^jVI dHUaj oU jLd AS j** 






*l __^>-JI A>t«i liijU jJuw i_jLiS\j 












olf^-iJ ^ .,11 dJLJlo ^ix* ^j-*: 



l^«wi>iX^«j oLiii i]Ljk jj-^J -^j-^j j?*^ liijLo ojls £ c^j j^JVl 
oL£ lit Lo ii ■ * j. H di^A LjJLiol Jll& L^X)L*^-j dJjU jLw j^A^id j>-bU 

ihttp (t-J J £ https : _; IJl-j oU iwJJaj ^Jl 4 pri./7\\ j\ jJS- j} * 

.http Jmj S u3 j>- Jl J>-J Ja^-V 

https://www.amazon.com 

jO^A £SjA 

http://www.amazon.com . . . 

(j L«j> i oLo jJLuil (J Cj ^c-ivaxl ^^LLJl JajjAjl (j Jjjia Sjj^s J j>- j * 

:(43) J5LxJl 




.UJ-I JjjJ :(43) 

£ j-^dl J dJL i-^UM jjj.lt 4_«i£J l jr^*>-Lgil Jl>-I is ^ SJU- j ajV s ^jj^JVt 



.C-j j^S 3 j-~>^b <Wsl>- 2-b»lj oL«^jt iiUaj * 
jL«JoVl oliUaj oULj aJt-C-laJ (jjLsJj-Ljil JL>-I cS^p-Vlj ilutJI gjj 

( j_c- «.^\.ajJI Ac-*>- ^r>^l <jr^ *-r^ jj -ijy" j-? 5 ---* *^-«~»-! 

(iJLxSUaJ dJJlJlJi JL>- jj £ ja-jjlJLkj SJLjJ^- ^li jl JlJuX-^ij i SJ.lU-1 di-lj 
SJUaJI jl Ja-s-V .SJUaJI lJLLIj 43j~J\ {j£- ^JAjVI J^i ^ 

.iJLuUI iSUaJI Js. 

4_5Lk> oU jJLx-o j t jjj-ll 4_s^>l>. i jL^JU j dlJU jAjw oj-£ V * 

JL>-I j jjljJI Ua>- JJu_~J *JI t xJ jil ibS" JCLfr jJlJ-l £jj * 

jl Jj_J .4_LC OLo jJjw ^j-^- J J y?^-l J «.LjJ t_J J-Ualt £-5 jii ml <-3 Jj->- 

.http://www.hutmail.com : C— ^ http://www.hotmail.com : 



■lSjj* J^-~; ^-^j °^Jj?^' i>JlS^ J^c- jSh * 



j ^S^j ji ^ oLo jJjw 

: JUL ^ - jl^V' j^- ^ j 1 *- 0 ^jj^ ^ 

j^dl J j^aA L>-1^ .lis .J^*j«JI (j-* j-^dl (jJI (_,* Lo * 

(oij-S - t *l L»J ii^Ap V LgJl ^JaJ jt < ojIk« j^i. oU jLw ^Jl^J V * 



153 




iAedir.dll 



pver=6S<ar=rnsnhorrf 



J^JKJI Cu>uj wliJU 

fcy-jJI ^>|JU 







...jL^ji ...wUJ 









^1 s-UUJ Jil^ 



: iJlxJI ol jlaiM ^jfi- dJJi JjiS dl^jCj .dJj>ti-^2j oU j-Uw 



.(44) JSLxJI j US' t ...oLaU <_kU- jjj t JaLjjVi <-^/u oUL tiJb- <jjj L J^- 

~ * JJ J 1 JJj-^ : ^jj j«J i ^ — ate Jl — »T J jj ^y-U 

.(45)JSLxJl j US' <"^UJ( 



...ilol»J 



jiujs,iufi I JU£)!i 



— ' AjwaivAJI wUjJji^JI "Microsoft 



■JLihJI JU£?I ^laUJ 



J^iLLUI JUS* 
JwV JI oU£ iJLLjl □ 



jj^JI wUl£ 



. "wLti_ji*sJI j-**"^^ jSJl^'iLj^J wl 



.J[&t\ JUT^I OblJlPl :(45) ,»3j JSUJI 



Microsoft Internet Explorer 



4_ol>- j>- ^.^k (www) 1? ./? c i-Jjju Lo jt i aJ.L«JI j-$ujJt JSLjJt 

.(HTML) 



www.ksu.edu.sa 












•+■0 *««,-ii«-«a-4 ' 











J 



'J1 




.CJ yj^S £<J~aj tii Je :(46) j£«iJl 



( _ s sJt oU _aJ-*ll \ jA>„ j 1 , ^-Avaxitj ^j^cJI dJjL«>- LjJLws < 'ulxislt 



.(46) j£^> (j&J ^AyflrJll Jjjis Jf- (— ' jilail ^Sjll Jl J y4> jJlj .i^jL^JI 

.oLst a ■/??!, I o j-^* <UA>-Lg>o ^^if- j LA*->-L§it jl ol> a./?"ll ^j-* 

^ ci^alJ l j^aaJ [1] 

dU; jl c~-L£ liLi < 4_J.UJi 4_Jj-5ojJ( iSLjJi Jl dk>\j>jA ^Ji^i\ jl US 

Jil j_4^J jl J"*-^' ^j></l"*J ' J J^"-^J ^Jj^"^ £-L-~JJ (ijLaVl 

.ixJLaJI 4jl J^o 

^JSLJio fj^^* 4*iiL!l 4j( .oL*j>t^JJ L^ujUu 5jI ^Jl (jwarf- -bjj 
jl J_U- 4_sLixS"l -U^j i oUi jl <jj ^1 ^ L& jl>-j LjXj^Lvs ^ J^UJ 

1 4_*J_aJI 4-jIjj (jws^- jj^o (J"6-"'' _/* J> ^l aJLi^j 

.^»Ju>cX^*l! L>-li« LJU- o^^j » jjcJI 

^^a-s^jjj j_!l 4 Jj^^° j-^ t^s-^ jj"*— ~dj^l olijJ-^- 4^>tA_v5 



ajj^II CjUIII [2] 

L*£s -A-wol Olijji- Jl (^Jj-J -AS i ^i^dt j ^-AicX^J -AS j£\ oUlit 

oU^L^ IjLiSl ^Vl iJjJt ^j* (HTML) ^^idl ikJ d\ liL- Uli 

Sjl j_>- ,j^> j-c- : J-Lo < C~9j ^*-A sw~o S3 (Dynamic Content) 

<_3 ^Jl j : L^dial ^ i jJ>]\ I -LfJ a-A_>-A>- oLiJ OjL-*?1 dUJJ t tiJtUjJLa 

: oUAJI dib 5iLdl JLuVl JS"lill <>p j < d^J^ 
JavaScript, Java Applet, ActiveX 

Java Script laUJI s J^> 

•» jSJI 4_jJ J^_«_*JJ I g'SLlj £ Sj^pg .til Lsl>- 4_jJ (^^-J-C- -A- «Jj*J 

i L^iic-j oil jJI ^xij i jj j fii^xJI ^ jSi (HTML) ^*_jdl 

.l-A>- (Jc-v' (3^1aj ijj ' ^j-A^ ^y>\ [aj^Jcjj i^LyJj UU- oU^c^j ^L^^-j 
01 JavaScript <_j j-xSLo dr^-£ oU*jL*axll ,_p2-»j (j 4_~°l ol jJu j j_>- jJ 

JL^jjV ^>-Aj>tX_-J.i i-jl— >>- ^>-Aj>tX_-o d)i ji < ^Jjji i_y"-^ £-*lj^J ' ^-AstX— -it 

x_sl jil S jLjJ ^jLiJj i ^i_s^d( ^ d-j-A_^ tii-jifr i — dUJJ JjL-^j 
j Jyj Js A j>-^\ \1a t Java Script J-*^ t ^iSl UUI OJ jl .aa 



Jj Jju Jl J jit ilLSLcj Java Script wU* ^^Jl oUii^aJI (j^*? J-*^ 

.(47) J£JJ1 J L£ . IJL* 

Java Applet 

U ji^o Lfr jj LJli-1 ^_C^j lJj_s«j I a j\ i Java Applet «Lj ^> JL«j 

aJiJjj < (HTML) t_j<— idl J-^ jd\ oJ i?ti_s^ j c AxJ'i^i^L J-;^oj < Java Script 

dLAj .^jj-J J.;-*^- jl oUJLo c_S Jlj^S" £ ti-jji- Jjii J^C- j aUiJI oUL> 

^jJl (Sandbox) J-»^!l Jj- 1 --^ <_y*~i ^ <^>-k>c^ S^-j^iil JL*£-Vi 
Ji J^-s^jJi <>* ^r^-ll Jj-9- J>-lj->- LiU-l £0-> oLJLCoi ^ 

^jd J>-U-l .AUallL ^S^J\j aJj>^_J.I oLiLo 

(^-d (^J 3>JJ^ jJ_s^ j^Lj (^Jt (^-A j £ 4_jJjil liU-l Ob.iji ( 1 

.1$LjuJ 

jl 3 j~j (j— » oL" ^<J (^-Jtj < o«i jil jj-c- Li Li- 1 oLxC^j (2 

.(47) JSLxJl j US' jU-l (la JjJl*; iaku Ji J j^? j3( ■« jJU<a« ^ oaSt; 



jloe))l 



Java CiUjoi [ _ 
<#Jl* jUi O 

a 1 -*' O 
Java JJ»»rf O 

w [ 

% c - vJ . j«sJJI - _Ux. - - ( -..-J g] 

6^ 0 

Java oULJaJ IL^^j |^| 

i r..» /~\ 

» j 



II SoltJ v 



t'.fc. 



o 0 



.lilJrl Ol*i^ OljL> :(47) J&J* 

(ActiveX Controls) oA 1 <-*&Vl cIjU^jjj 

|jl 05 j ujj^^a Cj\ it .1?" (ji^j J 4 ilbsiil L.Ijt!! ol j 



J i (j-^l i—l^Vi oL^c^jj .cJ j^Vl LS l£- (Microsoft Office) 



ScQuiilji Warning 




Do ytu wart ;& hite'l dud lun "Shocltw-o.-. ^ Plwer SUP ' 
sijrtisd <tt 1 2/1 1:S& PM Srtd efettfaitftil b-f. 



higher **lh*rtiiti^ veiiied tpV«Ei9ft ttrfnmatial 



tsUtionc Macromedia, I(t& amils I hut this corter* i* safe. 
You should wJy rtrtj. J i*fi | this cortsfll if jkm liosl 
H-saryfttiii, Irw. lo fnaks Jh4t aseHion. 





Mcrclnlo 



'J 



. ( _ r S'l (JsSl gj^j J-*i JIp U3l jl! iiU. :(48) jXiJl 
Js. b\ g-UjJI Jj^_ ^ dH* -k^i! ^Sjll ^ < ^jJli J^V 

ajuis <j C~Ja^l JLSJ .C— 2s!j S—j-jUi-l Jlj->JI ^o_Lc- UjJ jl £ 3 % 

(j-* J^-*"^ JLtl>>- ^^JoJL) .t j^i-tj Vjl 4JLC- OJl (_£ jj( i]jl_£>. ^yi i£ ey£>.\ 

: JJU L^JlSLji Oj-S^> j-^J twiiS'l ^-C^-J Jtj-jJ <_s-^ J^' u-^ <-J^-^ Loj_L£i 

.(48) JSLi 



: JUIS" c^wli « ^Ul ^1 »-i^t 



:^i-JLl> — -> \ J ffa IJ^Ill ' « ' -2 



macromedia 



Home Products Showcase Support Developis Solutions Downloads Company Store 



(Shockwave Player Download denter 



i. 



Click here to install the following ActiveX control: 'ShockvAe Player 10' from 'Macromedia, Inc.'. 



Install ActiveX Control., 
What's the Risk? 



When you see Installation Complete above, your installation is 

successful The installation should take about 6 minutes on a 



Stall Cie.itiiKi Now 




^ujijs-ih^j "Install ActiveX Control"^ 



^Ul - Internet Explorer 



Shockwave Placer 10 :(-*» ■ 
■ Maciomedia. Inc >AUJI L 

".Macromedia. Inc" <>« l^jo 8*!-W "sW&O 
".Macromedia, Inc" ^« I'joI 3*U>JI f of Q 
1^,0 Jl^l ® 



0 



>fcr f I (JsTl ^ J~»^ :(49) *ij Ji^Jt 

dULjj t « j^Uj ^fijJi ji— j^j (49) j£^Ji (4) 

.i-bi ^juUi ijjk ( ^« (Jj-j V — 2 



£ (j^-S) t—a-xSVt oL>c_C^j J^iajCj ^i-LJx- j^o ^jXal (_g ^jic- J j-/2>=-Uj 

: JSLiJi j US' jLi-t I-!* Jj-Aaj iaku 

WVI c^bl^V 1 [3] 

jl 4_«Jal*i! 4_JU-IJl)l iSL_dJI) i_JL>-ljJl C— j j^j ijrvX-ilad dJLut £jL*2Xl1 

2J j« jl .(C~J( jl 4_*Jadl J-i") 4_j>- jUi-l C— j j^Vlj ' (c~JI 

f J^ 1 *^ ^-b^ ' SSjSjll jji. <*iUUj iSjSjll ^Sljll Ua jtuJli 

.(50) jjj JSli 4) jLL. 



Interne 



Restricted Sites 




Intranet 



Trusted Sites 




.CJ jaiVl £jusi« J i&Jl jt>L* :(50) fij J^Jl 



.4_IL«Jt 4_aidt Lo-^jl (UNC) Universal Naming Convention ^1 ^it jil * 



\\server-name\shared-resource -pathname 



.(51) JSLiJI J US' £jL^d1 obla^l j Uol^" ik^t UjuJui 



Local Area Network (LAN) Settings 



Automatic configuration 

Automatic configuration may override manual settings. To ensure the 
use of manual settings, disable automatic configuration, 

0 Automatically detect settings 

□ Use automatic configuration script 



r^i Use a proxy server for your LAN (These settings will not apply to 
'— ' dial-up or VPN connections), 



Address: proxy, ksu.edu. s Port: 8080 [ Advanced,, 
0 Bypass proxy server for local addresses 



Proxy Settings 



Servers 
iSk Type 
^™ HTTP: 
Secure: 
FTP: 
Gopher: 
Socks: 



Proxy address to use 
proxy, ksu.edu, sa 



proxy, ksu.edu. sa 



Port 
8080 



proxy, ksu.edu. sa 



proxy, ksu.edu. sa 



| .no so 
I abac 



0 Use the same proxy server for all protocols 

Exceptions 

m i , Do not use proxy server for addresses beginning with: 



ccis.ksu.edu, sa 



Use semicolons ( ; ) to separate entries, 



.Ja-^jJl j\ jl^r Ja*£ ^ jSljil :(51) jXjlJl 



.43 jj jit ^Jt jaJJ 4XSL>I J jj jll isUsI ^ I £$\ jj ^Js- fjj I (52) 

i https:\\ 4jv y?i IJl-j j £ J I 2 jjLLo JL^ob dJLojL ^uLidt 01 Ja^V 

. "iikdl fl JLi jkUil 43lS3 (https:) 




Trusted sites 



f JA lL^l^**TgrUjJI jj ^ -uilswoJI Sii. ,$Jj yjj jil^o iiLiJ -^-v 

;UkliJI jJJ lit ^3 ^ HiLiJ 



«U>j | | 



https://www, buy.com 
httpV/www.ksu.edu.sa 



iHaiJI « j& ^ ^J?l _mJI aiLSJ (https: I (*U1\ J£*J w>lb^pl 



1 



.9*© >3 © 



Use 14:1 ^ ^Li ^JJI CJ| 



1 ^.v.^^j.,, jjijl tdl Jl JtJJI jtuLJ - 

."^f-i)ja*l 



.31 jSl jl! JLO^ :(52) Ji^Jl 
dJUfi l j_c- tijju -LaS .L\aJu£ ^^Jl oloJjJ-lj < Ljj jJjj V ( _^JI ^Ji jll ^ 

.aIjJjII ^i. jll J^jU cu^ j^Jj < iijjjlt ^itjlt isLsl If) ^jS^c 

2Lji»Vl ^bjlo^il [4] 

LjjJ < iLuVi jlaLil JoJLji f-\jj ^SJ~\ j-c- JjLj l ji^«Jl jL&il jjLo jJ 



(1)1 COjIj £ Ja_as SJu-lj 4_aku iSLjk jl jJ Java j ActiveX JiU ib>- ^r**^' 
: 4_*jjVt <uuVi objX^llj IjjJ .liix-t-j i_~*>- <u^bil 'UuVl L ^a5l.,^?'j-I <jtj£> 





9 















.uXsumJI «j$J ^U s 2 fa M «3l ja>« a * ^_>"k ,4 G* 



S*i^«JI ActiveX fSa^JI j-sljc J**sJ fi< j> - 



Ob j~J.I :(53) *Jj JiCiJl 



.LjJL-o (5 jX~ll I OA ^jjj^ js*- £*l jil isixUj .Javaj ActiveX ^L-c- 

ActiveX oL>t£^j J-j^j J-J aJit."— >ll <usl j* j^o Ji^lxJIj i Ljjj^JI ixS jil jjC- ActiveX 
.£>>■ jU-l oJ iakd LoJu* (5 1 Juts (Jsaj .LJjj^Jt jil 

.is jj jil £il jil iikd LSjl~o (_s^»jj ' ^ivadl j 

^iLk Cjbl^&J [5] 

Jl ^1^4 L^sajj t 2 oblJ-C-l iJLfc l)L iJ jJu jl dU ^^aJj ( j£J.dJJ L^tu el J 

.SJJjJI S-jwoVl oblwU-Vl j jJ<5 y& dlUs ^ iJiS'tu j£j bis i Igj iSJb is 

.(53) JSLi j L£ JutfUJ-l obUp^U J j^a jJI diS^j 

(Virtual Machine (VM c<r^ jSaVI jl^aJI CjblJcJ [6] 

< _ 5 _->l j^sVl jl_£>JJ jLoVl (5 jX_~^ JLjJL^ ^J^I_^JJ oblJ-C-Vl e-L* 

£ LiU-l oi^ij ^LjJ iw«Vl obl-uVl JuJui i IsU-l oU>c^j ^ jsl jdl 

: oljjl^ i^J~ Jl j 

.J^jJI ^ IsU-l oUiX^j ^lc :l3lsr J-k*J 



.oLUjJI -V^j li^l ^W 5 -^ '■Joi^i* t)Uf 

o^J ck&Vl ^I^jjj ^1 jUi [7] 

jl £ iisi jil jl £ L^cu j jLS-1 dU :i*3 jil ^1 <Jsfty J~J- * 

jj) (5 J J-d U-^ 5 "" 0-^ ' o^l ^-^^ °^HLrf Jir^ J 

£ Ual jil jl £ l^cu j jU-l dU :k3ji1 jjP j^Tl tisTSU J**£ * 

j (<s iUxJ1 dU ^Jj jlJ-l I 1a i^r— f I cisf JJLU * 

jl £ £<iij jl £ ^»UaJl jJ-^-* J^~' W '■ oVL*X>-l £-?jl ^-^iJ ' l -" , W 5 -£/^ 

.OL^C^JJ JS" JULC dUj ^iLu jl £ Us I jib 

oLiU jl £ dL>63l jl £ cookie : ^J-j Lo ^»Jj>*i_^o c~> j^j Vl £-S1 j^ 
(5 JJI j\-&>- ij £■* jil V-" 0 ^ oLiLo ^yAj £ ^Sl jil; JaLjjVl «— 

£ j-«l ■/? - >tJtJI ^»Jj>tX_^J.t otai-Lc-1 : 1 g: a £ ^y>\ < ^-S jit jtj 

oLiia jU- jJ I^Uaj .iJ'Apl ji-^ j jil jljj ^ V^ 2 ^! ji** £*^r 



uklg wLbUlj^l -o.vt- -jLLU iwJLn ii-S jUli-l fl 
wLLUJ -~_ilU j_--.Li.il jjL-J 1 .i-jj-jj 

CUsl^ijV Jyj*j cUW LiUJjJI ibJUJI jjbjQ 



41. 



>.il tUJJ 



ilol_>JII 

w ijUl *Aal*l >Lh» > Jl J _Js-— _>j^ _L r 



.n yjJ wL j-- >l> -Lf-n pj J Jwai : ■■■ 

— -c -'_J-<^r J^_- ! jve y r.. _L _ . • -_.t- ,>^-.... : 





GljL>| [ ...JIjjjLal | 


| 





,<uU*»ll wljliejll flit, jjA^ 4*« 
uiijl iljUsJI 



Personal Digital Assistant 

Personal ) ^Jl olJ 5j~>-Vl ot jl_~J( j Oj i=Jl 

jJl^ 1 i— i j-^b- ^ oJl -* J' ^-^jL* 1 U->^ ^ g a yg j (j-^-? ' Digital Assistants) 

^j-, ^y^->j i (I-Mate) c~_^> J\j i (Qtek) di_J j^S" jL_$>- L_^di*l j < lJ >- 

£^UJ1 JJ«_iJj i oL j-Uli OJ-i- 2j_§>-Vt o-La ^l-l^-^l (>-^-£j .(Blackbeny) 

Lf < (Windows) JJi-^l (»Ui; j-o ik_~J ^o^_^o Sj-f>-Vl « -La j-o /50 
4-£>- jj-«J ^ -La t JJi_jx]l ^Uaj (j 2 i__)L>t^sl iu^st jiit oLsj^c^J i^s jS- 

: Ua (j^toUJ! oI-Iaj < 1^3 J>\ oIJlaLJ.1 



: j iJ (J. Gold) s JlSJJ "Enterprise PDA Policy: Part 2" : jlj_Ju Jl_i* ( 1 ) 

.^2002 jjhj 13 T^jjb Meta Group Delta 
20 ^jLl. Meta Group Delta : j ^ (J.GokO^Jl&J TCO: flow much?" : jl _j_ju JUa (2) 

^ y 1^ .^2002 Lr Ja™c-i 



-i-j-io Sbl c-^-_s^l I gJls 1 4_ w*S oIjlpL-wJI oLJlS^I -A-jIjJ (i_ >) 

4_S ^»-X?C*J>l (^^-J-C- ilfi-*-» l _j-*^J -A£-L»*«o ^|jj>*X^ul l_->-lv2j U ^ g a) J 

Jj«_id| ^»Ua3 AS j« pLs £ j>.\ Ji J t J«-iJ ^Ua3 y i~»Vl jUa»-Vl 

j^SLcj i cJ j^Vl iSLi jl < <LL>-(jJ( aSLJuJIj ^jaJ jJI Jx-LJ.1 Jajj iaj^W (i— ') 

: ^ J^^U U^tf is ^ iJU* ol J 

j*i-Ldl ^( jj ^(JukX-^L ^j-^a^j. <_j j-m»U- jUj^: ^Jl JlcL-J.1 Jajj ( 1 ) 

^\ liJ >c~X\ (ActiveSync) ^ «Lj j> : J to t (Synchronization Software) 

i (ActiveSync) ^«Lj i 3_JL* Vl ol j-j^t ^ j-^- V j*i-Lu3! ga\ jij i (Windows) 
j L^j^ jj-S^ 4_J5^JI s Jla ^_£J t (Password) jj-^ i-US" JUol ^_~Uaj J-*^ U-U£- 

oU jixit J j_v? j3l ^^-^ai^dJl t_j j_^iUJJ < _ s i_aVl ^UiJt <3jSJ£ J-ala"-° (^1 jLs 

.(Network Interface Card) aSLxJI Aslk ^A^L ^^SLL-^I j ^^SLLJI iaj^JI (2) 
: (_£ls (^1 jJij jj jiJI i>l2j Jl* ^^SLLu^l Jajji (3) 



^L_L«a jll CjI^I u^Il ^l^J n,V 4^1 u^l J kkVl [1] 

.L^ajkl ^yic- U^2ju 0 ^SUj Ul>.x>- j^SsJ .(-X>- 

^jjk 4_j(j> C-J jit (j Ujj| ^i- t iL^i jJI oI-XpU^JJ (5 ^-S" aJJb Jlju 

jJS"! ^U^kJ! J\ iijj-^JJ 4_>>^p 4_U£ jLfsL-l J-*>- ^ jg ~i -Ujj JJuil j-S'Vl 

^'■o »; j ./?->t^J (1)1 UJx- <dSUiJ.( s -L* j«->=->- 4-S -UjJ JU^jVIj jl_£>s_U 

Ol jllall j OJiis ^^-oi j JifrL^ jU}>- 250.000 i_J jli U> Ob Jui ^1 oU jjJl 

^LJI *Lui1 JoUjJ Lj ^bjl 01 dUiV j<(1 ) f 2001 j S-^Vl 



: t_>hSUJ "What Does Trustworthy Computing Mean for Pocket PC?" : JU« (1) 
27 j Gartner Inc. Research Note j < (D. Wiggins, R. Simpson, D. McHugh) 

. f 2002 0 J^\ 



IiJIa cAjlL a-all dil£^)jujJI (jx 'Lbaa^)]! 

.(Password) jj~»JI oL-lS" j^a-io t-i*-^ ( 1 ) 

.j^i-l oblJ^I ^ oU£ SJfjjlf OlSlol (2) 

: (Malicious Software) ^fiJl (*-^J^ ("^) 
oLiU k a4- OLji^j [sjJ^-j Li-Liw LgjjL>- a_>aS Jl cj\js-\-^X\ o 1j_jT ^ 

< ^* J_U Ujl_a L_v2jI Lg—Lcf- oj_ J.I « Jl_&j < JJI ^JJi—^Jj < ol_* jIaII 
^^SUJI j ^pL-JI i_j j_^U-l Jl Jl j^LJ.1 ^ Jiu; jdl jlJujJI j oL j^xJIS" 

^Lt ^-ic SJl_*xa1I 4_^«i Jl ol-u-L~ll ^>-^-£ (_^-!' SJiioi 

^ olilll i«->-Lf« ^jj^i IJlAj £ (WinCE4.Dust) ^jj^s (Windows CE) J t J«-^l 

oLj Vl ci) j yt- olS" e jjjaj ^ ciJiJI j&j ' Jl JicLJ.1 j ijjicil (exe) £j 

^Ijji i^asJi ^ -U-lj LoJ j-^- OJj £ ( >i^ ^Jjc-^ ^ J-t> jl Jl 

< ^j-fli Jl i]j^L^« (j 4_iL^>- lit ^-wJI ^-olj jJI IJLftj i (Backdoor.Brador.A) LS «-^> 

l j^>c_jJI liJJi l yS^A>j i «^>j-l? i^-i-!l (j*^ 1 '"^ ill sLii ^-jsj 

£ c5 ^i Jl iijLpL^ Jl ^ JJIj oLiiil J-w*^ (JL£. I jjli ^-^us £ ^^oi Jl iLu-L^o 

j«__Iaj £ ^j— «i Jl ~° (j io j_j>- Jl oL-ilil ^y>\ yCL-^\j £ Lgi-L^-j £ [aJ—JCjj 

(1 ), 

■ b^- 



[http://www.cewindons.net/faqs.net/faqs/ppc-ar.htm] : JsjI Jl Jl& JLio ( 1 ) 



<ljSLc oLj jj— 0 L*^— ^ i-^U^-Vt 4_^ju^J1 ^>-l_$li ^\-a\ 

a+£ J\ dljcU*!! ^l^iu.V a^L^1\ jlkkVI t> ci&ll ^ [2] 

3 i,^\t 



dLb J-d3x) Lfcil^t J-^Uil J--JI jj-^o JJuJ i_jL£)1 f.jJL-1 IJL* j (3 j^--^ 

: <UUI j>j-°Vt ol^L^Jl s d& ^ 1?'" ol <— -^j ' J 
.slid! J>.b J**)l Ja^ j iw*S^I oUpL^_U JioVl ^Ui^Vl JoJ^ (1) 

.Slid I Ji~b ^Jl Ol-ULdl ii^ls JuJu£ (2) 

JlaL^ J-S" Lg^jj: jl (jJI S-jLoVl j 3dJ<_idl OblwLfrVl JuJu£ (3) 

^yUai-V J-g—~j ' ^Jl oUpLdl ^j^x-J. CJ ^i3l jo-pjJI j«jJuJ (4) 



olwX£-LJ.I ^J^L^o ( _^JI 2j_£>-Vlj £-°LJI (Standardization) ia~«-j (5) 

j_>- jil LjLoVl Ol jJ«iJI JuJLii i Ljw ^ai-bJ ^-oU «LiU OJl*X£-I lils .iw*9 ji\ 
4_J j_>. jil ol j-*iil J^oLxjl Oj£j JbJLj < J4*u j^ol j~>\ dUi (j 

^j-Lc- o jSb_~i ol-u-LJ.1 ^o^uJ. i_j jUJI ^jic- JJ-I i) lit Loi .USof 1 y\ 
i ^Lx)l ^1 j-j J_«LicJI s Lid I (j oL jl*il jj- 0 ' Cj-^ uPjJ-~^.I 

AjJI j^-I ol jla>- ^_-j«-^2j Ur £ ol ^Jdll if ■ >jLfr *-* j*^' (**t^ 

.UjLs 

tjJ_i j_j ^Jl (Authentication Tools) 4jjg II t>-c^ cP^J ^ I I (6) 
.La5 J\ oIjlpL-II j bLvs! 3 jj>- j_a L ^Ic- jLxp Vl Vjo ajLJ-I 

: ^^L Lo a^i-l Aj^j—SI iJ^J^ J^^J *i i_r^ >t ~' ^ 

^^pajjjjj jjl »-sJ-§j t _^_31 isuLiJI ^ j->«^JI (3-51 jiil ioLia* oUI j>-l j j>- j 

oJj 1I UfT 

JijLfr LoLsi; 4_J 4jj^J.i oLiiil lJJL4 ^j_3j li—^ <^*S ^Jl jipLII if (->-) 

.4J 2j j>- jil 4jLJ-I olJf <jl j^-l oV jUi oLixS"! 
.jj ll ol*K yuLi-J ij^bil oUVl ^ j>-j G) 

^JJ*lX-~w«JJ <L>- jl jjJI ^yajL^-l ^df- aJ^jiil t_ij^AXil OljJI (_&) 
(_s j-*xJIj t jxJI ^j-lc- tJ j-*xJIj i i«_v2JI J-io i 4jj,JI j-a (Biometrics) 

.OjvaJI ^dc- 



La jJ-j jiJujJlj oL^jj-iiJ ^ol j2\ Jio 4jLJ-I ^ol J~*^ (8) 

.( Airscacatmer Mobile ( ^ol> 4jLJ-1 ^ol j> iltol .Ai^JI jj\ 
(Integrated Security Tools) 4_>L^U LLl&dl J jLM ^ (9) 
^-aj^^S" jJl_c- -L>-1j of j J_«UxJI L§x)jL* L-aIjIj^ jj-^j 'Ij^-' j gb" oI-Lj 

j^J- aJ jls£ ^-53 LS ^s J\ jipLJJ j 4_>L^>. j1-l>- ^LJ J-^£ (10) 

(11) 

I*) I i_j j^iU-I ^-Lc j«i.LuJI aJ_«ju iv?Li-i jjjll <ui£ (jjji 2 - ^ ( 12) 
Jl Oj-ij^ U-kr^J objjL_>Jt 5_juIl« j-Ss^l (13) 

j 4_^L~>- oU jAjw LgJ ( _^J1 4_^<J ^Ji olJic-L^ll ^»(Jui*^_^( ^ (14) 

.U*JI ^UVl 

oLJsjw ^jsL; J-Lo L^53 £ l^Jas- Jul jj oli -dJLi % - ^11 

LS ls- i_s j-*xJI jLJVl I4U (5j-AaJt iolix^^J j .jjj-Ls- ji ^-^Lu 4i>jJ-t iJLaxil 

. J-*J«Ji 4SjJ j Olj~JJ JUol Ifclc- (_5^1 



Bluetooth 

Zj_p-Vl ->-Lc J^2j jl yjj t 1juJl>- U>-j (Bluetooth) dj y jJUl kcJu 

j^ffj-jJ] LS 1^ j .^2006 ^Lc J jAa jL$>. j 971 Jl S.> 

.LjJ <Ll>-ljiJi L y2j\ 1 Ja~»wo JSLio Lj~*uij <Lj£j! 

vdjjjjUi jaL [i] 

4_J JjS^J V I 3j_g.>-*yi Jajj-J ^ oLi-^i jll j-*^ j-A 

: (iJUi ilia I jj- 0 J < Sj-^Vl jj^o 4.jLb-£ jJl JajjJ cl> jj j-LJI 4..J..4J 

. J I 1 J-">L<^ Jl _J>" <— -J*JJ * 

.t_j j^iLLL ajliJI Jajj * 
.^>-f J( (j\j>- iajj * 

179 



^clljJjijil (J-* 3 ^ C [2] 

(5 JL!!j t (industrial Scientific Medicine) ^-a-^ll <3UiJI ^Ap J^j>J d> jxJ jJl 

j (GHZ 2.4835-2.4) JlkJI Ji~b qjI/j eJJjJj <(lSM) jUsX>.Lj ci^u 

J_^l fjJb 01 ' (Piconet) ( _^o U jiSl J y^lp? Jajj 

«j_g>-Vl j-« ^> L«jlj £ (Master) I jj-Lj (Piconet) j A^jLill Sj_^>-Vl 
(Piconet) J ^j-yail ^J-R-' -k-Jj ^r^-?J ' (Slave) ^LxJt jj^ (5 j->^l 

.SOs-lj 

djjjjUl AjiaVl QajK^U [3] 

ojjll ^ IjJJ ii-Aj i (Applications) oULJaxjl (j^-Jj (Link) JajjJl <_£ 

.oLo aj^. kaJ3~ (I) 

(ISM) j^Jl pi ^'^ ii) jJ j-L-!t ^^gjl ■/?■*- 01 (Jr^ (ji l —^^ a i 
(5^-1 Jl sld ^ L ^ L^a, J^dl Sj^-Vl jii Jl U £ sld 79 Jl 

.(ism) ^jo ij\ kJI j J-**J (5 j-*-' ^-Jjj^l cSb 1 ^ ^Jl>=X~J ^dl 



djjJjUl ^ t tejJall Jalij [4] 

*LJ Cjw oLjL) o'jW^r' <J->L~j a-^ 1 -* ijj ' (Pairing) i>l*ju <-Jjju l» 

Juu ^j-i^t JU^Vl 4_J^c j J-iLs.^ (^Jl oL« jlxit .L*^ (j-a £jJ 

LgJ J^L^j ^Jl oljLJt 

Discoverable) )j I i oLi^A) Jjli « (-sLi^^J Jjli (I) 

4_jL (inquiry) jL^ix^l ^^L^o JjVt jj\ jj : (non-Discoverable)j 

£_>^JI jj < "JsLJj^J JjIS jfi. " < " ^LJj^ J_jU " (y) 

djjjjUl f cij^ [5] 

(Default Configuration) 



^jj- Julp Lfcic- jj-So (jJI iJjVl obl-ic Vl jl ^UsjVl If; -Waij 

4JU ji\ ljufc j jbfA-l jj-^> bJCLc-j -(On) J~i^l ^-^J ur^ - JLix^ Vlj JLj jVl 
</2j 01 - J j- : ? 5 - l » ' ■ ' J-> 4-«l<£j J jj-^> jbf>- LoUiij ol_« j-L*ll ( j^a »< (_bl_Jj 

jit OIjJjJI LfSV^Lo j^JI oLojixit .jj^ju j_« U g ij^io ^^U- jljlfi-l 
Uj_lc- j^jLidl ^JLia ol>L~>- (j oLoJukx^o jta jlrlaj i cJi i jlf>d! <-J jjJj 

i— ~-«J OLS" (_$JL5! JjLJI I j_fc jl a j-^i jjJui-lj , l Ja* r > \a^axi JL^jVI jljLf>- Ju_,j 

jlSUl jl La 2 jj-la-i-l j OWM v^ 1 -^ f-^ ^ J J <£r£ jW=^ ^J^l oblJLc-Vl 

* ft 
VL/2jI <Uw If^tS <■ £-^ll jj -0 L-*S" <*-Jj Vl 4_j|j)(jLC-^J < d) JJ jJUL) b jj-o IjLf*- 

: L*J L^J^Uiwil jcUl ijciLJI jc* jl*ll ^Js- <cu J-s^ 

o>Us 4 -i7^ < - J jV' ^1^-"— "'L) oLo jAjw JjLo ^j-Lfr C-^w2X]l (2) 

. tfblJLfi-ljJu (^iii jLfi-l 

^^^^tdl ^1 J-^^ Ljkjljjj ^^Jl ^SLoVl S-JI j^J jbfi-l i_o-Utf isolio (3) 



jJls JJt jJ ( _^JI ii_ysVl oblJi-f-Vl jLx>-Ij ^w2it L« LJli j 
^a^lJ.1 ^ J^o dLb oV s 3^ VI ol*> ^1 ^Sjj" V ^1 j! t iUJ-l 
JJc-xJ <L~£ iJU?Vl obUs-Vl oLa jJ ^Sl JiLio jl^i-l t_iSUi j ^ S^lii^Vt 

1 jjfcj t Ljjj t_a>-lj l«j>o- ^a-^I aj^>-Vl £j ^^-^^ ^»JJjxjl J I jj 

l^J-s-l j^-^J .^L-iaJI j' ^j-^U ^ ^ j-^l W-^^ LfJ-aj ^ jj l j-£J « Lg LHj 

Sj_£>-f ljU>- 2332 OJl^S (IRS) <Sjy>\}\ c_Jl jjai\ Ui^a d\ Jl oLJ jjJI 
jl Sj-^Vl <^j-^ 4_liC JJI jJai-ij £ Ja_4S ol dj^J J*>L>- J j-«-s^l <— ' j^U-l 
<Ll£j bjj-° OLS" lit ~~ -> j-S-a.ll jl^i-U .IgJ ij^j-Jsl oU jl*il ^iaJlj e jX^iua L^jlJuS 

JL/2J}U l^aJiicX^j ^1 j.uLtill ^JUr Jiix^ - iJLvsVl <bbl-U-l ^JJ ^Jj d> jJ jJLJI 

b L,J ^1 (5^>- VI 2jf>-Vl j£ -A* jl -Aa-lj 

j^JI o VU^Vl LJ ifi- c—^dJ .> j_aiil jl (3 jj~ il jW^-l ^iJ^x^l ( 1 ) 

.Ift -UjjVl a] 

J-*jj ' <3jj-**^ ^»I>A»«s_mAj i>j-$>-Vl e (_^l JLajI *LxJl (2) 

.l^U oU jJLaJ.1 

2 j_s j-i^l ^b*-* ' 1 j-^^* - JLv2jI e-LioV (jjj~A.\ jL§^-l ^>lJj>t^l (3) 

LsT IJljAaJ j^I oLsj^A j_dJ j_SJI jbji-l dUi J'AiCL^I < (3jj-J>l jW^-l (>° 
4_JlS^Pj Jjj—Jkl ^_->-l_s^ ^ya^—jJI CjL« jLw ^— *>• (4) 



((Eavesdropping Uu^alu l 

Lg_^Aj JUaJ^I Jjy j^JI Sj_£>-Vl 5 j^f JU^Vl *LSJI j_lc j .iibkll ob:> jJl 
i^w^ i^- 5 - 5 (3^ ^'H tj-*-* 3 ■'I J-^l (V° - J -*- c ' JL>Jb*i) <UU>- oLLp 2J.C- ^j^x-j 

<_3 j*i jJI ioUJ-1 oUU*Jl oi-fc j ^J^L^Jj t Obj> jJI dJlA (^u ejA>-Vl ji£ 

i^-^-^o (5 ob.> i^tuj J-a5JI Ul*£- ^' ' J^*-**^ j^'j £j-r^' jW? 5 -^ 

.sjb-i jji sjwi j (1 600) 

Ow*2j£i Sj-f>-i ^(Juk^L) i_JjiX]I (j-^ Ob.} jilt (jru JjIaJI 1— J _jJL-ui ^jSJ 

(jru jidJI ^.JjcdJ ^I^ls ^U* 01 US. Jj>-1j of j 4JS" (_p.i <3UiJI 

oJ jJtj lJ j-nil i yc 4JL) jUiiw! (_$V ^_-~>«x~o £j~dl j jS t obj jJI 

t c_3Jl£L^J.1 jLgji-l IgJUj JjLSj ^jlii ob.> jJI JbJl^tX] A>-l$il 4j>-lx^ Lo JST iJlAj * e -Uf- 
. JL/2jV1 C~v2^!tj (jJlAlwJi.1 ^-o Jjiill ^>-lgil ^JaX^o ^Ubj 

OwvS^xjl J^o Jj>JJ ^oiJUx!! J^o U jj ^Jjkl^o jj jJJI ijjjj* (jU ^p-l i$>. ^0 

^jiJ! oU jUil 01 I j-* ^-^U=j ^fS3 .iL/2xl1 ej4>-Vl (jro oU j-Ull JjU" ^Ae. 

jLi lL) jj jiJI 4_JLAj Jjj-Il Jt JJ^-t 1— 4)ljJI ic-U^o JlAS U U«5w Ol Ui? ^XSl jjj 
Jj 4jV dUi j S Jl jJ?\ Ubl^\ <^-L^> oVUaJl C ^_U Ow^adl 4jSLc A^U~Jt S JiA Jufi 

Laj'AJi oU jJUll ifrU~Jt J-*>- U* < a^U-^JIj Jl jJM (j^j J»LjjI (j^^^ 
dii SfrU-JI jj-Slc oU « -Lfc jt US .c-J j (^1 j Jl jJL-l JUa^Vl *UjV 

Jj>=ro If-Ufr 4pU-J1 J^Ju.^1 US' . JUajVl *Lj1 Jl jji-l i^Jj^L^j ^JJl j^A^ll 



cljjjjLIl ^Liiaj ^gJc \1 ^j-a AjUlsJI (JjLujj [6] 

.4jLJ-I ^j^All jJla]I yjj U jLji-l 4^ Ja^ (I) 

jj jJJt ^Js- -L*i«j oUL~Lx)l (j^N 4_LJ-I oUI j>-I J~*-xJ CO 

^^J jj^JI jLgjj- jJ^t: Vl jXjj ' CjM Jj>cX~Ji.I <UftUj a^ljj _j f g «■■" i^J jj jAJI 

LJli- LgJ j£J j £ LgJ iw«Vl Ol jiuJI JJLP -> j>- jj 1 jlaj j .U>- JJh~il j Vfj> 



Laptop 

S ^L-Jt SLi-l oljjjj-> (Laptops) 5J V^"' J^"' 

a! l_±iJ j^JLj ^1 jLkkVl [1] 

aS>JI (\) 

(JHiH->'ill (l—l) 

(_j O^ieil oLo J} (J ^-"^ J-^ (_JJ Ol—o jJ-*il J?3*— J' (j^-^l 
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OLixJ ?_J>Li»-l i*_~J iJLjjb ^_So J lit 

JUI j oJ^JI ^ ijJS oi*f Ji oL. dJUbJ 4&U.I J^JUl jj& Jus t oU jLdi 

jj^L 4_aJjCU oLo jAaII OJIS" ISIj .1 jl oLo jJjtil dJJj (Jl J jJI Jjj-I 

£ 4$" j-^JI 1 g g->-l ^jlJt i_*P-L<all *• ^L^iLxjl AS" jjJl ajji (j IgjLiS" jjjj 4^jL«>- 

V jJ S j-jS" J^Lc -dLi Vj- li-ft oLs £ 2£ jiJ\ oU*xu: iaLcdl aj^-JI oU ^Jl*il jl 
^jji Jjj-Jkl jLgJL-l jlS" |i( Lo 4iio jl 11a ^ I j-Jj .l^u ^ j^ill 2£ jt2\ ^ai^J 
2£ jj^i\ ^s- oU jA*lt Ji«i < j^xJI i\ jsh! 2^[^j>. oU 

*L_j<Vl ol ^il j 2} j^-sM ^— J^-'j J^l Ol cr^ J^JI (j^S £ j* 0 -^J 
2Ju-Lji <Lojl>- <U j-«-^l Ol ol*Lva>-Vlj £jLS jJI JJljj > («-fe Jl -' iUaiil 

: IJLA Js- iii-Vl 

oVU^jVI olS^ ^JL>-I ~ (Qualcomm) j_dJ ^ji^idl jjJdl ^ jl Jl«j (I) 
OjJu>JJ ^»Jl^ (JllJd] JL>-I olj_>>Ui d-C-U j a j-vsUi (<sjJlS - SJl^I V jJI j 
4jj_^jI>- jjj i "a j^sLs^l jjJaiu I ^jl^ iji^ 2*j jj^ilbJI ol ul ^aj i (J'Ujbw ,,^11 



(Bank of L£>j^l dJjj ^^j-* J-^l 4^J.^L^j Jj-*^- i_jj^I>- (3j-« (->) 

1 8 4-jj-*> ^Lsjlj (jiJ^J ^U-wil i-j Ojiij < ^—a£> jit ^ America) 

. <3 > ^ r .Vl oULJi^JI 

G) 

Ujl^a iSj-^Jt 4_^sl>- i Lijfs jjSjlI! jLk>-SU 5_>> ji^l <_j j jSLj 

t . Llull jaJl 4^-<^ [2] 

(Physical Security iLJ-t Jj^-JJ < J^'j ' j^^' dr° 



: J Data Confidentiality in an Electronic Environment : jl^_ju J I «(1) 

http://www.nysscpa.org/cpajournal/2003/0303/features/fD32403.htm 

.San Francisco Chronicle, June 28, 2005 (2) 

r^Sjll j Security News Highlights : jl Jlio (3) 
http://www.inspice.com/aprod-code/doc/ITR-laptop-theft-news.htm 

.Time Magazine, January 27, 2003 (4) 



AjjbVI (I) 
(1) 

.J j-j-sM <—> U-l i^i-Lj iysUi-l iSLjJI Ujju 4-L*^- jjSLc 

(2) 

1 (j ■ « J_>- jj (^-il ^^La^U o j*wL~*J.l 4_jLui-l ij^^JJ ' (J ^>-jJt <uL%C- * " (3) 

Lei iJj^i sjf>-Vl iSj*. ja /40 jl J^. Jjj oUL^Vl jV s sJj^l "oyp^\ 

(4) 

i oUI j->-Vl s j-A (j~*J .liJJi (^^-L^- (JajsJs j-ll £ OljJJlilj Ol ^Cj-ll jj) ■/?■>■ 

j j V . SjL_JU 4-~iLL| 0j _*J-l j Sj-^-Vl ♦JjJ 1 ^ 

jl t i_J j_^U-1 j 4_J Jj-^JVl jjl jJJt i-i-ls Jli ^j-JI Oufcjil 2 jl ^J-i : J_ta £ o^i-l 

oLL^2P iJLjfcj t jL^Ll ^j-^ (5 J Ji SjLsJI 2 jj-a-U J>-ta jl ijili-l 2 

£_*£ US' .6 j>-\l~l\ Ol jL~Ji L^>[±~ ii J-vS^I »J4>-Vl S3 j 0 j-^a^U i\ ^slj 

jj^as- jjs. S_U*sil Sj-p-Vl ;yl oUI ,j^L- ^UxaI «u>-j^ 
iw^-Lvsjj £ SLl^VI oUI <_A*~A) LJU- j**wo JiL^I o Jut ol •• Ljia <_jL^V diiij 



: *ijll j Laptop Security Guidelines : jl jl*j Jlio ( 1 ) 
http://labmice.techtarget,com/articles/laptopsecurity.htm 



ASj-^ (j ijr\_^ivai^ LysUtil iiLlA jl 4-JLJLi-lj < SjJlJJI jl j^J-It £j— ^ 

« oLfrUjl Jl JJLw^JI J^-i ^J-^J 1 ^'j^'j °' ^3^' oLpIJ 2j^>-Vl 

LJU- OjJnj olj^Jt Ji^l jV dJJj j * ^L>l aJA JlX^ ollsLxJI CJlS" lil is^>l>- 

j L ^-^\ (j-^-l *L>- Oj-£j ^J-i' « J j-^ ol L^S" i J jVt ^» j-JI j 

(5) 

>w~^SLo ol*Ly2>-l .ifrj_^o aSj—JI C-jLixS"! tit 4_>^l>- < a.ib j^t ,j (jou JiS 

^1 L^lc ^1 asjj^J.\ «j-£>-Vl ^97 oLs ^^oj-oVl <_^ljJ-«JI olLi^dl 
£j_>- Jl J ti oL* jJjt«JJ aJsLx>-I J^*a (6) 

Oj-^o <«t~^ : : (Sjjl J-^— ^! ^-~>JI J-sJ" 01 v-^J ' <3 JL>- (j t-&JI 

jt ^ L*S" . jL^i-l j jjJsi j_a L« 0>- ^jv^l iaiu aJsL^-VI ^Jt 

^_^jJt 2^L>u_^t oLS^VIj 4-Jl jj-* ji^JL; - 4_^j>- jt jLS" L^a>=^i — jL^-' «iA-!L« 

Jjj jl ^^U^Vt jL-fi-l OlJ-is JU- j ^i-f Jl^>- Jt l$L«J-j aJsL^-VI 

j Jl^L^j Ur dU i oV J 2.> jjil jl 4jcLvail aS" j-SJ1 jUi-t J~>^" (7) 



Li£J j i l_~-J ji-l 5_>U- ( ^-£e jJI JSL, jjl ^ jjip iJLfc 

^^-ic- J j .,^4-1 J-JjJ l j— * 4— ^j ( _v2X] i-JjS JJ j— * 4— ^l-Ai*I_«<l ( 1 ) 

t (Smart Cards) 4_ijJ1 olsUaJI J_i* oLJ-l oW ^|J&u_J (2) 

4_Sj_*j L« j-*J ^»Jjj*X_^«JJ jJ j~Jl ^^gjl t_j^£- 2-A-«Jjii.l (wij^jcJI ol jjlj 

.oUI eJLfc iJj^j J,/?^ (j Ljilj -As j .i<w2Jt J^-» (Biometrics) 
oUjl-J.1 ja^x^o oU jJ- (BIOS) ^L-Vl ^UaiU Ajy jjj^ iUS" (3) 

jJl 1 ^»J-«J <J (J-S"*^ L5^*" ji ^4) 

JUaT^J jUjJU ^1-A^X^J (3jUJl JjUi U-A1*S -jW^"' ^S J^" <Jl>- j jJ' 

4 eJLP OLj> OjLlJ ^jl~0 Jj-l llfcj .(3jj-J.I jL^i-t g-l>- jX^l (^Jjj -AS (5 ^p-l 

(5) 



j-i^ j i Lgi^L-Ju 4.^_jJt jJl* (j ^J.^.x~»j Lo ULc- 4.0 UJ1 j-^-t 0 V 

4^L_JLSL> 4.Ja-j^l( ( J"^~'j UviSL_<i 4_>lijJ 4_>jlj LiijJl..>- £-/2--> olS^JLSI 

Jl o J.S Jj^sM jl^i-l ^Jj .cJ ^Vl <y> 4-oUJI jj^-iJi ^ 

^j-C- (3?-^ "*~^J -i—j-wJI J?-^J ' •/? •/till 1 Ol_«J>CfJ 4_Cs <Jj.-«..sM 

.i_jIx^JI ,JjU J-vas (j 4jUJ-1 otjJ->- 

l^J~\ 4_>UJ-1 ^jryol_xJ i-s^a^dl oIJljuIIj <_j j_^U-1 oU_ju> 0*>L£ 
(Universal Security Slot) : ^j^-^j ,_yL>. j Jajj-j ^iJt jU Vl dAJU ( 1 ) 

p-~jC.. j>-^\ 43 ^Js C-i; US' t (55) JSLxJI j US' ^jll IJLjj J™S3l C~j^ J-^Soj 



: j Laptop Security Guidelines : jl JLio ( 1 ) 
http://labmice.techtarget.com/articles/laptopsecurity.htm 

http://www.computersecurity.com/laptop/cables.htm : fijll y (2) 




.OUVl JUL. :(55) ,iJj Ji^Jt 



j ^j; ja^i i_~>-^i jJ-l ^j-— oVl>- ^ /40 jl (JJ U j-ii jl (2) 

J-^Lp jl i S£ j->xJt (j (jr\JUL»JI ^j-o ^«_a> (_^L^^ <3lj— Jlj ' jW? 5 -^ ^J^' ^ j-SJl ji« 
j j-£> jl -I foig- jL-fi"' ^ a Ji < ~-^~- (Docking Station) C^JS aAz£ ^Juki^J 

.^bll ^b&L VI LgJLc- aJU^s V 1$j J^Ul jl^Ll J^jj 

ijliC LgiV ' aJ j^-sM ^_~_^l jJ-I J^J- ivSLvaidl ^olai-l ^IJl^lJ <_Jjf (3) 

.J ^j-«-s^l 1 ' jli-l 0 ^ 

jl (Jl lj j-il JlS J .1 g^nt «LjS Lr is^ Lis J <J J^-sM S"?*"! J^"' ^IJbkX^I Juu ^cJ 
JI_v2jVI <U j-«-^I ; -wl j«-laJW jl Jl Ol*Lv2^-Vl 



** ♦* * 

Wireless Local Area Networks 



- (WLAN) IjU^I l^jJJ-i^ ^jSJ - i^L^JI olSL_jJ1 c~_^l 
jLi ^^Jl ijj^Ilj < Lg^S" jj i_jL^iV Lj>-j (Wi-Fi) (J^d J 

.4_>-U-( j_lc- Lji*_^ jj 2J ,» j ( L^xjL_>^ j LjSLiJl t_iJLSsj i j^2>-j (iJUi Jl lJU^j .Ljj 
j^* jls ^2006 ^Lc J j_U 4j| Jl id^Ji (Gartner) Is- yj^ L^JlpI i^i j-> jr^J 
> 4 t: S^'iUt olSLjJL JUaj^J ^j^Jt jbjJL Sjjj^ 0 jScu* j^-sM oL^U-l t_iv2j 
^j^UI -ibjJL jjll iJj^i oL-^U-i 4~~J jl Jl ^51 ji\ jnb ^ j 

dUj j jl jJI oljjJLixji ujufc j Jjj L« (3 j-^j i^-L^^I olSLiJlj JUaJ'iU 

^_*l Jl_^jw djJL^-l ^2004 ^»Lc <ul <lJI LuAi L* JljJj Lsr j .i^l jjJl 

ol5L-ii! ^LwoVl o^SLiib Lv?l>- LwJ a-jS^j^Vi SJi^dl oLV ^Ji j i_j j_^U-( 

jL$>- ^1 jt < «_j j_^U-1 j SJsUaJI a-Lfc C~~S : ^jSLL^I JL^Vt SSUaj ( 1 

oli Ljw j_« LiS'j oLulkJlfT < ^LSLL^bVil aSL-xJI j 1 j-^- ol i_i ^ 
^ gjjJI ^/L^^JI JUaJVt oj^f ^Ijjf jlJ (56) jj . JU;Vt 



" Swisscom Mobile to launch Public Wireless LAN on December 2002" : jl (1) 
http://www.swisscom.com 197 nedia/20020924_EN.html : ^ijil j 



JUJVI 43Uaj :(56) ^ j Ji^Jl 
jLg->- ^y-Aj < (Access Point) : ^y*-^ a-L&j : J j>-jJl 4 IsS'i (2 

oL> ji\ jl—fli-l riJ ' (57) p-Jj JSL-iJl j t jJ>— ^1 j_& 4_; s^> 

.(58) 



£ a VI iSL^xJL JL^jVt i^Xj^Ul iSLjJI j iW^ '^4i J ' 

jl £ ^»Vl aSL_>xJ1 (_j ij^Jj*^*w«JL! I— »^ £ C— > jiiVl (J ^>-jJI jl 

.i^LL,^JI S£LiJI i_a)Jj 5j4>-Vl Jl J j-^> jJI _^Vl 




.J HaJLj ii jjfi iL&Li^ ASLi :(58) *ij JiliJl 



.(59) (Jj J£JJ1 j US' iSLJJI JS^ 




• (J & jM) "&*~~>. **£L**i ASLi :(59) JiC^Jl 



^1997 ^L*JI J) iL&L/M <L>Ul olS^xiJ S^%2J-I o^Vl S-la* 

U—pJ Sj-wLi oLLvsl Jjl JljJ ( _ s iJt (IEEE 802.11) oU-vsl Jig ^JUI 
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I— g;L- y* i jJ~\X-Z J_i 4-SU_^V olSL_i LdjJ Uj_L£ L*^> ^-^j 5-^-bdl ol ^-£11 JJ-t ( 1 ) 
jl (j-Slc O- ^ (jOjLiu LilS' j (j^i^SU-^V ijviSL-i *l_Juil Lojl lil LjV 4_™lsLLi^jj^S^!l 
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.IEEE 802. 1 lg J IEEE 802. 1 la i^UJI oli^l J.\ 
dib j .L^Li-fr dUi^i t iLw^o iilL^l ii^l aSLxJI oli ol US' 

JU^Vl Ailkj jjil 2>£>-Vl j iSUjJI Jl J ji-jJI ik^ Jl 4SU2JI JUajl Juy "bl 
A_«JaXLo ol jli ^j-J-^ ^Jj-^i oLvio iSL_jJI Jl J ^p-jJt 4 J-^i jj (3 

(wSj_*j La OU « j_& ^ttJkl jj-«J ■ Jl y?"^U Lj-wl) 4jL$jJ ( 'uL^X^Vl ^S- Sj^s-Vl 

L« j-fcj < (SSID) : ^<s >_oL> ljLvaX>-i <-3j-aj 1 (Service Set Identifier) : 

^L-^JI L-gJlg- J^c-^ ,jlJI sL_Jill LgJl jLill ot US' (5 

i£L.W\ iSUxJI Ji-b ibLdl JSL. ^1 ajU- j 

Jj_SLc SJlP ujL*_>> Jslij 4_> I JUfc jJlJ^\ ^»Uaj j c (WEP) : I jlv2X>-1 cjyu 

Lsr £ Ujil U^-S" bj^ i^LIL^I 4_JLil ol£~iiJ ol UJ ^> 

^^Jk t 1a jl Hi bl 4i^ii-l jjl^- J < LjXajLia OJmSj irfil^- l-fe-^" i^s^i 
jjj^lS" oV dUij < oLC_jJl ^j-Jl 1 j-* j »J j^- jll i ajwaJl JaLaj ^ ^iS" *ljj 



01 Oj-> ^JjLu (j jl |«g Uc- W ; ■£ (j *l < ivSU-^V ol^-ji u--^ jj Jl o jjxiJJo 

l-Lfc j t Lfi^f} A^pt-^aJl ijjj^jkJIj < olSL*iJI J-*^ ^A^! ^-db- 1 ur^' (*f^ ^J^i 
i i_j j_^,U-( Jl^joo J^S" 4_5^jj^Vt SJu>tXll oLV jJI (j ajJ_v2J i^-iJI jXjJ.1 

Jl^_~o ^jJI 4_^i jjJi L^xL-j, olfi-l ^ / 15 oU ^1 jJuii oLLtodl 

LU-I ol Lot tSL^^S olSL^JI ^ /50 j /40 o^U ol Jl oljjJu&l 

• (1 'cj^Als Vl ^jifr 4jLJ-I ^ ^ (^l IgJ -1>-jj V «bl jl < t-jj~»->> IgJ 
j oIj_«^ ^Ijj>c^iIj Lg-l«-c- oLaj^JI « jji ^ I jj£ ol d-uS'Ij L*r j 

: JiVl (j L^*aI JL*^-I j^-c <■ ioJucu <LSLL*j^U1 olS^JJI ^jL*^s JsUj j 
^_sf I ols < l^iJi-ioj <LSLL^ jAJI olSL-iJI ^ J> ^ jS" 1 (6 
i oU jAjJ.1 aJIS" ^^J j^jJI ^l^iiVl ^j* olSLxJI «Aa JJ«-jo j 

4_v?L>- - obl-u Vl Oj^^j i-aS o j^^aj V — ol~>-Vl y j& j — j 
olSL-JJI (j i_ jul ol j_Ju o j-£ ^>=-v5 Jj£_jo — 5SL_JJI jj^L ; 4_aJjcdl 
ijz-Z o j-> SJUsVl (SSID) ^ dUi ULol ^ j .U^olSf jdl iiUL- jAJI 
dUi V sLidl c^JlS" lit j jAJI SSL-SJI j ill ^Uil J^, 
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{jS- 4jjj_^il 5_gJL-\ L^ulil ^1 oL-UjJI j 2L5>. 2 JJ ^ci diii oV 1 2Lii*JJ 

.oUjJjJ.1 ^1 j 

i oitUll j < ol jA\ Ji* S>- jxi^ ^Ll j iSLiJI Jl J j>-JJI Jsi* j (7 

jj-ii 4_J^- g Lo < Lgjtal j^-L iO-jJI j Lgjii ^ LaJ^-I i j^ajtJu ^1 o^-*Ij aji (_£l 

(Denial of Service) 4_*JuJ-l J-^a^ Jl 4-ojll oL^gJU 5J jg (8 

OljLXfrV i ; SU_^'AJi olSL-jJI 4j ( j^> j-aXj Lo j-la>-l jj-a Jlju oLsJ>tfJI £j-JI 



j 4 j-Waj ^jJI -jlJX\ j->yd\ ^2004 ik~J j li Ui j 

ol iULpsXil iS^a j <_J ^a—^Li-l ( j_ «l J gjw ^j— 0 J— ^ 2^_>tXH oL-jV jJI 

oLu^JI £-» jLl^ — JjVl j-£ Jl ol j_o oui-l J-J^ oL>iA jU £ Jl jJuiJI 
jl ^-Ic J-Lj Uufc j £ <djj ^ jJI jl j->Vl o-j>- ~~ 4t~JI ^ ^iJuiiX^L 

j 4_J-I Jl ej4>-Vl J J j>-JlII Skaj ^ JU^Vl *L5I <bl Lsuo jjj £ iSLjJI 

^_C- 4jjjoo i«JaXl« ol JXS JU- iojjlS^I oLaJ J ^p--*JI ilaAj J^j J aSLjJLj JLajVI 
^^-Lf- a^_j>-Vl JX-L^J oLa jAjw I g"Lk (3 !_£ Ol ./T.'ll 6 j_A Olj £ I g 



« JL^ ji (j iSL-iJI Jl J j>-jJI 4_kaj j^l^Jj . JUsj^J L^ij i^^j £ ijUsl^Vl 

ilSLill jSJ j .iSL^JI *La&1 JU^Vl ilisUt-dJ 2 iLk oUslJI 
Lo iJLjb (j-j-li < i->LJ-l £jJ ^1 jjj 0U2JI «Ji* W^-*^ <jt~" ^ ^ 

i_wllaj ilL^jj pi ■/? Jl liUj J i iiLJis-l J ^i-jJI 4iaij AjjJk J-*^" *Jjj-* ' " ' 

JJsaj j iSL-iJI J*«_C ^Jai; I OA j i JL^jVl *lgJl iSL^Jlj iky Jl Sj£>-Vl ^*>- ^ 

aj g>-l J j_>- jj I j Iji £ jJa>- J^Ljo C ./?:"U A^£> j£- LgjLs 1 Liw J I 

4 laS'i OLi ij^J? >w™~JJ .iiU-^V oUIJJ d~ J IfoUjic^J ^>-l_£«_U (j-^-C 

i i;SLL^^Ji iSL*iJ1 j j->-j >~Ji-S£j Li i oWIjuJI dJl^J >w~>sX^J iSLiJI Jl J j>-jJI 
dLL" J^-b il>Ldl JSL- J^LiJV ^ ^ 2j_^>-l ^ I jJ*^L ^Uil f jh J 
< (WEP) jJ-JtJ ^Lt ^iJui^^lj L^jU^- ibLdl JjU JI ol L> ^ Ji j .iSLxJI 
^-Lgll 2 jjJ Lg_u £ l-La j-jLUI ^Uij jj <wi«_v5 JaUj iilia jls £ liLL* U jS'i US' j 

^1 JjLu JI jJl^ dU <u£x (JWIj j £ jjiddl iJUfi. j ^»JL>«i«Al ^Ixiil is ^jw ^Jc 

jSj: £ Sjjl jto-Vl ol j-IajJ-l j-Lfr iU^I ijSlL/^JI olSLjJI SjU>. ^_Jko 

:iJUI J^UJI j L^*aI JU>.| 
£ oL«JjJ.I ' *i ^ j -<-»>il j-i^ oL^L^j ( 1 

J^oLaxJI j (j^UJ.1 lJLx^Ij £ oL^L^JI lilij J^ixxJ oUI j-s J j 
^^Ijis-jLiI J_ J jIj_j j L-ijj ijSU—^'Ail olSL__^JI ol ^^..a^cx!! (2 



1.1* j (l^t^j iiLU^Ui oLOJ! oU*l SJU>Vl ^L>jVlj~JJ (3 
.Ia jJiA ikjJl ^ I oLixS'V oU olSLii SJI (4 

S ol l. ^ ol ja oil odl l4 (_$JJI j .ijSLL«V iSLi IgJ ^^J sLiio 
jLi oL« jAaII 4 <ilV»y olil dUi jf- fs>zX> js Uj t ISJl^j^]\ olSLjJI j 
L^i" s -%JJ£ j *LiJl — ^LSLILo^l oliLdJI ^Js. I jix^Jt oUJidt j olfT j^JI ^jifr 

.dlii Ji& jd\ oUI ^>-Vl j oL*L~JI j L^lc jl 
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